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讓一切變得更簡單！

Nutanix 特輯

企業雲
入門

您將學會：
•  讓企業或組織做好迎接新世代 IT 基
礎架構的準備

•  取得公有雲順暢 IT的效益，並保有
內部部署基礎架構的控制權

•  運用企業儲存、虛擬化與雲端技術的

最新最佳實務
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2關於 Nutanix
Nutanix 將基礎架構隱形化，讓 IT 能更加專注於驅動企業運作的應用程式和服務。
Nutanix 企業雲平台運用 Web 規模的工程架構和消費者級的設計，以原生方式將運
算、虛擬化和儲存融合在含有豐富的機器智慧功能，且可彈性復原的軟體定義解決方
案中，不僅能提供可預測的效能、與雲端相仿的基礎架構使用模式、強大的安全功能，
還能為各種企業應用提供順暢的應用移動能力。

如需更多資訊，請造訪：www.nutanix.com，或追蹤我們的推特帳號  @nutanix。
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 者生存，不適者淘汰。演化不再只與種族有關。舉凡產業公司、 
        部門甚至個人的職業生涯，都會經歷演化歷程。傳統分解式 
(disaggregated) 基礎架構逐漸不合時宜，IT 部門也得應付來自四
面八方的種種挑戰 —— 例如要求愈來愈多的業務部門、比 IT 部門更
專精於 IT 的供應商，甚至 IT 部門的內部員工。

雲端已成為終端使用者用來賦予自己更多能力、擺脫 IT 羈絆的管道。
然而，除了自身挑戰外，公有雲也不一定適用於每一種情境 ( 儘管公
有雲是某些應用程式的最佳平台 )。因此，為了滿足嚴苛的營運需求，
愈來愈多企業或組織投向具備公有雲支援與特性的企業雲懷抱。

雲端比您想像的還要博大精深。經由本書 48 頁的內容，您將能了解
企業雲及其如何幫您打造資料中心的典範。閱讀完本書，您將會知道
企業雲如何融入您的環境，並帶領您的企業迎向 22 世紀。

撰寫本書時，我假設您對虛擬化、儲存、雲端與資料中心運算已有基
本了解。本書能幫助 IT 人員深入了解企業雲如何解決漸增的業務需
求，同時適用於渴望成為技術人員、管理者與高階主管的員工。

適

簡介

關於本書

大膽假設
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Introduction

I 
f you aren’t willing to adapt, you’ll die. Evolution isn’t only 
for species anymore. It applies to whole industries, compa-

nies, departments, and even individual careers. Legacy disag-
gregated infrastructure is becoming less sustainable, and IT 
is under assault from all directions — from the business that 
demands more, from providers that are often doing IT better, 
and even from within IT itself.

“The cloud” has become one way end‐users are seeking to 
empower themselves and unshackle their fortunes from IT. 
Unfortunately, the public cloud is fraught with its own chal-
lenges and may not always be suitable (although for some 
applications, it represents a perfect platform). That’s why more 
and more organizations are turning to enterprise cloud — 
which carries public cloud support and characteristics — to 
meet critical business needs.

About This Book
There is more to the cloud than meets the eye. This 48‐page 
journey helps you understand enterprise cloud and how it fits 
into your datacenter paradigm. By the end of this book, you 
see just how enterprise cloud fits into the landscape and how 
it can help you propel your business into the 22nd century.

Foolish Assumptions
For this book, I assume you have at least a basic understand-
ing of virtualization, storage, cloud, and datacenter comput-
ing. The general audience for this book is anyone in IT who 
wants to learn more about how enterprise cloud can help 
address evolving business needs. The audience is intended to 
be technical staff as well as managerial and executive staff.
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圖示說明
本書使用一些圖示，幫助您了解與記住重要觀念。

此圖示代表先沉澱一下，確定您已經將重要觀念牢牢記住後才進入下一
章節。

此圖示代表此資訊可以幫您分析自己的資料中心環境。當您見到這個 
Tip 圖示，請記住此資訊，以供日後使用。

雖然本書沒有艱深的技術內容，但不時會提到一些技術重點，此時會以
此圖示表示。

有時候，您需要一些提醒才會注意到可能形成的潛在問題。此圖示代表
您需要特別留意的資訊。

更多資訊
因篇幅有限，本書無法詳述所有內容。若要獲得更多企業雲的資訊，
請至 www.nutanix.com。

後續
閱讀完本書後，即使您決定把所有內容拋在腦後，請務必記住一點：無
論能省下多少錢，如果使用者無法以合理方式完成工作，就是失敗的 
IT。具前瞻思維的技術人員和領導者必須想辦法將 IT 部門轉變成業務
發展的動力，而企業雲正是幫助終端使用者運用公有雲優勢，又毋須承
擔其風險與劣勢的強大工具。
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Icons Used in This Book
Throughout this book you find a number of icons intended to 
help you better understand and remember key concepts.

I use this icon when you need to stop for a second and make 
sure you recall a key concept before forging ahead in a 
 chapter.

You’ll want to keep certain details in mind as you analyze 
your own datacenter environment. When you see the Tip icon, 
put that information in your back pocket to save for later.

Although I don’t go super‐deep into technical stuff in this 
book, I provide some technical elements for you in various 
places. You can find these marked with the Technical Stuff 
icon.

Sometimes you need a little extra nudge to watch out for 
 certain things that can become problems for you. Throughout 
this book, I point out places where you might need to take 
some extra care.

Beyond the Book
There’s only so much I can cover here. To learn even more 
about enterprise cloud, keep an eye on www.nutanix.com.

Where to Go From Here
Even if you choose to ignore everything else you’ve read in 
this book, never forget that, no matter how much money you 
save, if the users can’t get their work done in a reasonable 
way, IT will be seen as a failure. It’s up to forward thinking 
technologists to figure out how to transform the IT function 
and make it a leader of the business. Enterprise cloud is a 
powerful way to help end‐users gain the benefits of public 
cloud without assuming the risks and downsides of that 
medium.
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第一章

企業 IT 現況調查

本章重點
▶  探索影響 IT 運作方式的重要趨勢
▶  了解快閃儲存與超融合 (hyperconverged) 基礎架構如何改造資料中心
▶  了解公有雲如何協助 IT 運作，同時帶來新挑戰

日的 IT 部門面臨許多新舊挑戰。除了懸而未解的資源限制問題，
還得用前所未有的方式解決問題。基礎架構仍是一大挑戰，不

過近年來的創新技術為 IT 提供了一條出路。本章將探討企業 IT 的
現況。

塑造今日 IT 基礎架構的趨勢
受到各種資源孤島演變的影響，IT 基礎架構在近十年來歷經了重大改
變。這些變化造就了現在的 IT，並為企業未來幾年的轉變提供了新舞
台。從儲存、伺服器到軟體，整個資料中心無一倖免。

今
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Surveying the State of IT 
for the Enterprise

In This Chapter
 ▶ Discovering the key trends that affect the way IT does business

 ▶ Learning why flash storage and hyperconverged infrastructure have 
revolutionized the datacenter

 ▶ Finding out how the public cloud can enable IT but creates new 
 challenges to overcome

T 
he challenges facing today’s IT function are both familiar 
and strange. IT faces the same kinds of resource con-

straints it’s always had, but new and different solutions now 
provide ways to address them. Infrastructure is still a chal-
lenge, but recent innovations offer a path beyond the rough 
spots. This chapter explores the current state of enterprise IT.

Trends Shaping IT Infrastructure 
Today

In the past decade, IT infrastructure has undergone a revolu-
tion stemming from a number of evolutions across various 
resource silos. These changes have led IT to where it is today 
and they set the stage for the fundamental transformation that 
the industry is poised to undergo over the next few years.

From storage to servers to software, no area of the datacenter 
has been spared.

Chapter 1
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5
簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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您可以在市面上看到各種很像伺服器的儲存陣列，原因很簡單：因為他
們就是伺服器。特定資源專用的孤島——包括儲存與網路資源——紛
紛改用現成的伺服器與元件來執行解決方案，而不是建置大量的客製化
硬體設備，並把所有時間花在工程設計上。事實上，今日許多快速成長
的儲存與網路公司都是軟體廠商。他們購買適合自家解決方案的現成設
備，並在此設備上建置軟體。由於現成設備都採用標準規格，因此儲存
或網路公司可以在必要時輕易地更換元件，大幅降低成本與複雜度。

Hypervisor 的商品化與容器的興起
虛擬化剛開始發展的時候，當時只有一家公司——VMware——獨佔市
場。雖然 VMware 現在仍是 hypervisor 的龍頭，但其領導地位已逐
漸因其他商用與開放原始碼 hypervisor 而動搖。

就功能面來說，現代的 hypervisor 通常能為企業或組織提供達成目
標所需的所有功能。儘管難免會有些例外，不過當初造成虛擬化技術
普及的功能，例如工作負載移轉與高可用性機制，現在幾乎在每個 
hypervisor 上都看得到。

功能齊全的 hypervisor 使得許多企業開始視 hypervisor 為大眾化商
品。由於它能提供企業必要的功能，因此企業可以轉移至 Hyper-V、
KVM 或其他 hypervisor。

同一時間，容器 (container) 也成為抽象化技術的新選擇，讓使用者更
快、更輕鬆地開發、測試與部署應用程式。因此，支援容器化應用程式
是未來基礎架構平台的重要功能。
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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運算與儲存的 ( 超 ) 融合革命
快閃儲存的發展加上運算與儲存層的商品化使得超融合基礎架
構在近年迅速崛起。在此作業環境中，儲存與運算——伺服
器——被整合至單一基礎架構中，昂貴又複雜的 SAN 環境也
逐漸被淘汰。

超融合基礎架構能讓企業或組織輕鬆管理與擴充資料中心環
境。此架構不僅能簡化資料中心的管理流程，還能降低成本，
並提升終端使用者與客戶的滿意度，因此能帶給客戶龐大效益。

現代化的應用程式架構
如果您沒聽過雙模 IT (bimodal IT)，以下是簡單的介紹。今日
的 IT 在決定優先性時，經常面臨相互衝突的情況。一方面，
企業或組織認為 IT 應該持續支援傳統的應用程式。事實上，
這些應用程式在短期內可能還是重要業務的根基，而這些擁有
強韌生命力的應用程式包括主從架構 (client/server) 的企業資
源規劃 (ERP) 系統、協同作業系統與本地資料庫應用程式。

這類應用程式通常需要傳統的維護方式。和關鍵業務應用程
式一樣，它們需要穩固的基礎、高可用性機制與簡易更新的
功能，而這些需要細心規劃，以確保重要應用程式能夠隨時保
持運作，進而降低營運風險。這也是為什麼有些 IT 部門如此
頑固不通的原因，因為他們必須將這些應用程式的風險降到最
低。其實，IT 團隊只是想讓業務持續運作，而改變現況會讓這
個目標難以達成。

另一個衝突點來自於不斷推陳出新的應用程式。這些創新應用
程式可能位於雲端、本地端或以行動應用程式的形態存在。相
較於需要刻意維護的傳統應用程式，新興的應用程式需要靈活
敏捷的運作方式，而且通常有別於一般人認為的最佳應用支援
方式。
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現代化的應用程式架構帶動了企業 IT 需求。隨著企業 IT 團隊逐漸因個
人對傳統 IT 應用或次世代應用的喜好而分裂成兩派，企業或組織必須
想辦法在相互衝突的目標中取得平衡。

公有雲的現況
公有雲剛起步時，IT 部門全都上緊發條，害怕丟掉工作或失去在公司
裡的地位。人們認為公有雲時代即將到來，那些大肆宣傳的內容也會成
真。末日預言者說未來 IT 專家將會滿街跑，為眾人提供他們的管理與
程式設計技能。企業也會因為省下所有 IT 資本支出而減少數兆美元的
預算，進而帶動企業成長。

雖然「後 IT」時代尚未——也不會來臨，但企業或組織並未完全放棄
公有雲，反倒是擴大採用公有雲，因為他們發現了適用於公有雲的應用
程式與使用案例。

不過，產業離上述的末日預言還很遙遠。

一切雲端化
雲端有各種形狀與大小，有些雲端還有個可愛的暱稱。圖 1-1 為各種類
型的雲端，以及負責處理基礎架構中各元素的實體——是您或是雲端供
應商。

基礎架構即服務 (IaaS)、平台即服務 (PaaS) 與軟體即服務 (SaaS) 是
日益受業界青睞的三種雲端。451 Research 指出，雲端運算即服務市
場可能在 2019 年成長三倍 ( 資料來源：https://451research.com/
report‐short?entityId=87624&referrer=marketing)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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“as‐a‐service” marketplace is likely to triple in size through 
2019 (source: https://451research.com/report‐short
?entityId=87624&referrer=marketing).

Large IaaS providers now deliver platform capabilities, such 
as databases and message queues, that allow applications to 
be built quickly using packaged building blocks.

Clouds are great for unpredictable or highly variable work-
loads because you pay only for what you use. But for more 
stable or predictable workloads, the cloud is not as economi-
cal. Renting is good for the short term or when you don’t 
know what the future holds, but owning is more economical 
when you know you’re going to stay in a place for a while.

In an interesting dynamic, cloud adoption appears to act like a 
slingshot. For a while, a business builds and deploys an appli-
cation on a public cloud service. Then, when the application 
reaches a certain scale or becomes predictable, the business 
brings it back in‐house.

Increasing viability 
of public cloud
Early on, even with the analyst hype about public cloud deci-
mating IT departments and forcing CIOs out of their jobs, 

Figure 1-1:  Comparing public cloud service types.圖 1-1：公有雲服務類型比較
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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潛在威脅
我經常在美國、英國與加拿大演講。美國聽眾對雲端安全性的
顧慮跟加拿大及英國聽眾的很不一樣。在美國以外的地區，
資料本地性是重要考量。他們很擔心資料最後會被存放在位於
美國的伺服器中，以致於美國情報組織能夠監視他們的業務運
作。因此，許多雲端供應商在全球各地設置了資料中心，並可
在美國以外的其他據點執行許多 SaaS 服務。當企業、銀行與
政府評估是否該採用公有雲時，資料存放的地點是相當重要的
決策考量。

人們逐漸意識到公有雲並不會構成威脅。它只是另一種可供 
CIO 任意支配的應用程式交付方式。產業也發現，只要選對供
應商，即使是執行機密的工作負載也不用擔心。

亞馬遜之外的雲端選擇
就像看到舒潔就想到打噴嚏、看到 Google 就想到網頁搜尋，
IT 專家看到雲端這個詞，通常會立刻想到亞馬遜。雖然亞馬遜
在公有雲的領導地位難以撼動，它並不是使用者唯一的公有雲
選擇。

除了亞馬遜，市場上還眾多服務型的雲端運算可供選擇。不
過，企業必須擬定完善的退出策略，以便迅速更換供應商。若
供應商停業或哄抬價格，您可能得立刻更換供應商。因此，您
應該有一套可隨時支援任何雲端的方法。
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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第二章

為何需要企業雲？
本章重點
▶ 了解為何公有雲是所有工作負載的最佳選擇
▶  了解何私有雲是所有工作負載的最佳選擇
▶  了解為何這兩種雲缺一不可，以及為何要根據特性而非品牌來選擇架構

                 
有雲才是王道！」

「除非我死了，否則休想把我私有雲上的應用程式搬走！」 
人們經常在公有雲與私有雲的競爭中選邊站，而且各有自己的論點。
與其把這視為是公有雲與私有雲的戰爭，不如想想這兩邊的擁護者
試圖達成並據此發展的成效。

順暢的 IT 體驗：為何選擇公有雲？
解決衝突或許是 IT 部門最大的挑戰之一。如第一章所述，今日的 IT 
部門面臨相互衝突的需求。一方面，IT 必須支援傳統應用程式，確保
其持續運作，並降低相關風險。另一方面，企業領導者希望透過 IT 功
能測試新商業模式，並迅速推出新服務。

「公
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第一章

企業 IT 現況調查

本章重點
▶  探索影響 IT 運作方式的重要趨勢
▶  了解快閃儲存與超融合 (hyperconverged) 基礎架構如何改造資料中心
▶  了解公有雲如何協助 IT 運作，同時帶來新挑戰

日的 IT 部門面臨許多新舊挑戰。除了懸而未解的資源限制問題，
還得用前所未有的方式解決問題。基礎架構仍是一大挑戰，過

近年來的創新技術為 IT 提供了一條出路。本章將探討企業 IT 的現況。

塑造今日 IT 基礎架構的趨勢
受到各種資源孤島演變的影響，IT 基礎架構在近十年來歷經了重大改
變。這些變化造就了現在的 IT，並為企業未來幾年的轉變提供了新舞
台。從儲存、伺服器到軟體，整個資料中心無一倖免。

今
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Surveying the State of IT 
for the Enterprise

In This Chapter
 ▶ Discovering the key trends that affect the way IT does business

 ▶ Learning why flash storage and hyperconverged infrastructure have 
revolutionized the datacenter

 ▶ Finding out how the public cloud can enable IT but creates new 
 challenges to overcome

T 
he challenges facing today’s IT function are both familiar 
and strange. IT faces the same kinds of resource con-

straints it’s always had, but new and different solutions now 
provide ways to address them. Infrastructure is still a chal-
lenge, but recent innovations offer a path beyond the rough 
spots. This chapter explores the current state of enterprise IT.

Trends Shaping IT Infrastructure 
Today

In the past decade, IT infrastructure has undergone a revolu-
tion stemming from a number of evolutions across various 
resource silos. These changes have led IT to where it is today 
and they set the stage for the fundamental transformation that 
the industry is poised to undergo over the next few years.

From storage to servers to software, no area of the datacenter 
has been spared.

Chapter 1

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

Surveying the State of IT 
for the Enterprise

In This Chapter
 ▶ Discovering the key trends that affect the way IT does business

 ▶ Learning why flash storage and hyperconverged infrastructure have 
revolutionized the datacenter

 ▶ Finding out how the public cloud can enable IT but creates new 
 challenges to overcome

T 
he challenges facing today’s IT function are both familiar 
and strange. IT faces the same kinds of resource con-

straints it’s always had, but new and different solutions now 
provide ways to address them. Infrastructure is still a chal-
lenge, but recent innovations offer a path beyond the rough 
spots. This chapter explores the current state of enterprise IT.

Trends Shaping IT Infrastructure 
Today

In the past decade, IT infrastructure has undergone a revolu-
tion stemming from a number of evolutions across various 
resource silos. These changes have led IT to where it is today 
and they set the stage for the fundamental transformation that 
the industry is poised to undergo over the next few years.

From storage to servers to software, no area of the datacenter 
has been spared.

Chapter 1

2  第一章：企業 IT 現況調查       

本書內容為 John Wiley & Sons 版權所有 © 2016。嚴禁任何傳播、分發或未經授權使用。

3

第一章

企業 IT 現況調查

本章重點
▶  探索影響 IT 運作方式的重要趨勢
▶  了解快閃儲存與超融合 (hyperconverged) 基礎架構如何改造資料中心
▶  了解公有雲如何協助 IT 運作，同時帶來新挑戰

日的 IT 部門面臨許多新舊挑戰。除了懸而未解的資源限制問題，
還得用前所未有的方式解決問題。基礎架構仍是一大挑戰，過

近年來的創新技術為 IT 提供了一條出路。本章將探討企業 IT 的現況。
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受到各種資源孤島演變的影響，IT 基礎架構在近十年來歷經了重大改
變。這些變化造就了現在的 IT，並為企業未來幾年的轉變提供了新舞
台。從儲存、伺服器到軟體，整個資料中心無一倖免。

今
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為了維持傳統與次世代應用程式的可用性與效能，企業通常不希望既有
的本地端基礎架構被亂動，因為他們不懂也不想承擔維持系統運作必須
付出的努力。  

這時，公有雲就派上用場了。

將 IT 變成業務驅動力
在投入公有雲懷抱前，您得先了解幕後原因。一直以來，IT 部門利用
企業資源規劃 (ERP)、協同作業等工具提供業務支援，表現得相當稱職。
不過，IT 需要處理更重要的利害關係。

有了適當的技術環境與正確的心態，原本在幕後提供支援，並以降低支
出為己任的 IT 將在提升營收中扮演重要角色。IT 將成為業務的主要驅
動力。

不過，要讓 IT 從支援者成為貢獻者，必須重新規劃 IT 基礎架構與服務。

零碎  (fractional) 消費模式
環顧一下您目前的資料中心環境。您可能有許多伺服器、一個採用 
SAN 技術的單體式儲存系統，以及將這些系統與設備連結在一起的各
種網路。

基於經濟考量，您或許會提前支付所有資源的費用——即使您在資源生
命週期期間只用到一半資源，您還是支付了所有費用。

這種採購方式非常沒效率。為了避免資源在生命週期期間耗盡，大多數
企業或組織都會過度採購與配置資源。雖然這樣做比較有保障，但也導
致許多不必要的支出。
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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公有雲為企業提供新的 IT 資源消費模式。零碎消費模式 (Fractional 
consumption) 透過按使用量付費的方式創造經濟效益，也就是根據
需求採購資源。這也是雲端技術的主要經濟驅動力。畢竟，財務長與其
他財務決策者都希望企業只採購必要資源。當您需要縮減規模時，也可
以使用零碎雲端消費模式，也就是當業務需求改變時，您可以降低資源
使用率，進而節省每月的支出。

新消費模式將成本模式從資本支出 (CapEx) 轉變成維運支出 (OpEx)。如此
一來，就不用預先採購大量硬體設備。預付型的 CapEx 採購模式是 IT 
長期被外界詬病的原因之一。

近乎即時的部署
傳統基礎架構的最大缺點或許是部署新資源所耗費的時間，進而導致整
個專案嚴重延遲。對於習慣使用隨選服務的企業用戶而言，這是非常令
人沮喪的問題。

公有雲服務能提供敏捷的部署方式。當您或您的企業用戶想要更多服務
時，您可以盡情地部署。

因為您不用

等好幾個星期才收到新硬體設備
將新硬體設備層層堆疊
設定新硬體設備，以整合至既有環境

雲端服務能讓您根據需求擴充基礎架構與平台資源，而且只要一個按鍵
就能建置、測試與部署應用程式。您可以使用資料庫、訊息佇列等建構
模組部署新應用程式，完全無需等待。此創新技術大幅縮短了應用程式
開發時間，並讓新計劃更快創造價值。
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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順暢的基礎架構更新流程
對資訊長而言，沒什麼比應付 IT 基礎架構的更新週期更可怕了。

更新週期可能伴隨著高成本與高風險，而且經常需要停機才能執行。汰
換 SAN 等單體式架構需要龐大的資本支出，而且得利用離峰時間進
行。

有了雲端，您不用為了部署、管理與更新基礎架構而支付維運費用，因
為這是供應商的責任。身為使用者，您只要輸入您的信用卡號碼，就能
立刻在管理控制台上配置資源。

雲端安全性與信任度
雖然人們對雲端安全性的信任度與信心還不到 100% 的程度，但與以往
相比已大幅攀升。企業也開始使用公有雲服務執行安全性、治理與風險
管理等工作。企業或組織可以專注於創新與服務上，而不用分配資源維
護內部部署基礎架構堆疊的安全性。

IT 控制力：為何使用私有雲？
了解了公有雲的重大效益後，您可能會納悶為什麼還不把資料中心燒
了。雖然公有雲有這麼多好處，但它並非萬靈丹。公有雲仍需要克服一
些挑戰。

對許多組織而言，私有雲是更合適的選擇。
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虛擬化 ≠ 私有雲
私有雲這個詞已被過度濫用。許多人認為只要能達到近乎 
100% 的虛擬化程度，就表示部署了私有雲，並能在雲端史上
留名。沒這麼快！雲端這個詞帶有基礎架構、工作負載管理能
力、自動化與使用者自助式服務等涵義。您部署的基礎架構必
須具備合適的架構，並能提供某種程度的自動配置功能與使用
者自助式服務，才能稱得上是私有雲。沒有這些特性，這只是
一個高度虛擬化的資料中心。虛擬化只是私有雲的元素之一。

此外有些企業雖然用 OpenStack/vCloud/Azure 與相對應
的虛擬化解決方案來建立私有雲，他們仍舊使用以垂直擴充架
構為基礎的儲存與三層式架構。儘管這樣做可以獲得自助式配
置功能與橫向擴充的運算能力，他們還是得應付複雜的基礎架
構生命週期，而下場就是應用程式各自為政 ( 例如使用全快閃
陣列與裸機系統獲得高效能，使用混合儲存的虛擬化技術執行 
VDI 工作負載 )。這種組態看似是雲端，實際上並無法提供像 
AWS 等公有雲的優勢。在閱讀後續章節時，務必記住這點。

考量公有雲限制
公有雲雖然有許多好處，但也有一些限制。對需求經常變動或
難以預測的動態工作負載而言，公有雲是經濟實惠的選擇。然
而，內部部署基礎架構處理的大多是可預測的工作負載，因此
使用公有雲的經濟效益較低。

事實上，管理可預測的工作負載是 IT 的強項。數十年來，IT 
在這方面表現得可圈可點。就經濟性而言，建置與維護自己的
運算環境，以處理可預測的工作負載比每個月付費使用雲端基
礎架構更經濟實惠。

為什麼？因為可預測的工作負載通常包含 ERP、終端使用者
生產工具、商業智慧和分析工具等應用程式。這些應用程式需
要持續保持高效能，特別是使用傳統主從架構模式的應用程
式，而且伺服器與用戶端之間的網路需要具備低延遲與高頻寬
等特性。
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若是使用公有雲，您必須支付龐大費用使用公有雲中的全快閃儲存系
統，而非使用機械型硬碟。對於需要持續使用大量 CPU 資源的應用，
您必須每個月支付最高使用量的費用。在網路方面，您得為了高頻寬
與低延遲而付給公有雲廠商龐大費用，而且遠超出在自家環境中執行
網路的費用。

抉擇：基礎架構買還是租？
想像一下這個場景。把每一次的出差與度假比擬成一個企業工作負載
使用案例。去加勒比海度假就像在部署 VDI，而去倫敦出差就像在部署 
CRM。

不論是哪一種行程，您都需要交通工具，而交通工具等同於您的基礎架
構。每當您抵達目的地的機場，您是否會跟汽車經銷商買一部車，做為
當地的代步工具呢？

當然不會！這簡直是荒謬又浪費錢的行為，而且可能會被財務部門盯
上。最後，他們可能一邊看著警衛護送您離開，一邊嘲笑您的勇氣。

不過，如果您是在國內，而且您的旅遊需求是可預測的，您可能會買輛
車或租台車，然後每三年換一次車。當您去旅行，或無法預測您的旅遊
需求，通常會在必要時才租車代步。 
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買車或租車的抉擇取決於個別使用案例的情況。同樣地，企
業希望在購買與租用基礎架構之間取得平衡，即根據應用工
作負載特性選擇私有 ( 購買 ) 或公有 ( 租用 ) 的基礎架構。在
某些情況下，租用比較合適，而某些情況下則適合直接購買。

透過自動化與資源共享，幫助客戶節省成本，公有雲廠商可
以藉由更低的成本與更高的營運效率創造規模經濟。

私有雲較適用於可預測且成熟的工作負載。處理這類的工作
負載，建置自己的基礎架構較具經濟效益。

在繼續看下去之前，還要思考一個可能性。假設您每次都去
加勒比海度假，即使那裡不是您的主要居住地，您可能會考
慮在當地買部車，因為買車可能比長期租車更划算。把這個
例子套用在雲端。許多組織發現，當他們將一定數量的工作
負載搬移至雲端，經濟效益愈來愈低。最後，不論是哪種工
作負載，將部份工作負載搬回私有資料中心仍是最好的做法。

到了某個時刻，私有雲的規模經濟會再度超越公有雲。您必
須徹底了解您的組織需求，才能知道該在哪個位置執行哪些
工作負載。

資料鄰近性與本地性
第一章提到某些地區的人不希望他們的資料被存放於特定地
區。為此，公有雲廠商已在各個地區部署新資料中心。然而，
在維持高規模經濟的需求下，這是極大的挑戰。 
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In essence, you’re making an ownership decision based on 
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At a certain point, the economies of scale tip back to favor on‐
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which workloads to run in which location.

Understanding data proximity 
and locality
Chapter 1 discusses situations in which people in certain 
regions of the world want to avoid having their data reside 
in certain other regions of the world. Public cloud providers 
have begun to address this issue by deploying new datacen-
ters in new regions, but the need to maintain high‐level econo-
mies of scale can make doing so somewhat challenging.
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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規模經濟也會阻礙供應商為個別客戶與應用程式提供差異化體驗。公有
雲普及的最大阻礙之一在於客戶想保有資料存放位置與存取方式的控制
權，而公有雲通常無法提供此等級的控制力。

公有雲的客戶可能無法隨時掌握資料的存放位置。例如，資料與客戶位
於同一個州還是國家呢？有鑑於全球資料安全與隱私法規的要求，無法
掌握資料的存放位置可能會產生合規性與安全性的問題。有些組織希望
能直接掌控所有機密資料，因此拒絕使用公有雲。

相形之下，私有雲能讓您完全掌控資料的存放位置與距離。您可以決定
資料要存放於何處，以及存放位置與終端使用者及應用程式的距離。

結合客製化 SLA 與效能特性
雖然公有雲廠商已相當善於提供客製化的服務等級協議 (SLA)，但仍
比不上自行建構基礎架構所能達成的成效。

決定 SLA 內容時，務必考量以下兩個重點：

可用性：確保系統持續正常運作很重要。許多統計資料顯示系統
停機每小時衍生的成本可能相當驚人，例如失去生意機會、員工
生產力降低、IT 人員必須加班修復服務，以及公共關係成本等。

效能：和系統停機一樣，基礎架構效能低落也會造成您的財務損
失。當員工得想辦法完成工作、客戶得突破萬難與您做生意，最
後仍不歡而散，您的財庫將因效能問題而日漸枯竭。
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.

Enterprise Cloud For Dummies, Nutanix Special Edition  10

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.

Enterprise Cloud For Dummies, Nutanix Special Edition  10

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.

2  企業雲入門系列，Nutanix 特輯 

本書內容為 John Wiley & Sons 版權所有 © 2016。嚴禁任何傳播、分發或未經授權使用。

10
頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。

Enterprise Cloud For Dummies, Nutanix Special Edition  10

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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今日的企業希望為其關鍵業務的應用程式制定客製化的效能與可用性 
SLA，同時擁有其他選擇——例如針對較不重要的應用程式制定較寬鬆
的 SLA，並針對關鍵業務應用程式制定較嚴格的 SLA。舉例來說，對
於特別重要的應用程式，企業可能希望分別保存至少三個資料副本——
公有雲服務無法提供此等級的控制權。

使用企業雲獲得彈性、敏捷性與選擇性
以往，不管服務品質好不好，企業用戶對 IT 提供的服務只能照單全收。
這個狀況一直持續到近幾年。 

現在，情況已經改變了。

今日的企業希望在適當時機使用公有雲 —— 例如備份、災難復原，以
及難以預測 IT 需求的應用程式 —— 並能夠輕易地在私有雲與公有雲之
間轉換。

企業渴望獲得以下這三種特性：

彈性：在符合財務與營運的操作原則下執行工作負載。

敏捷性：迅速輕鬆地建置新應用程式，並在企業需求浮現時迅速
擴充。
選擇性：在不同供應商之間轉移工作負載，而不用停機或影響業
務運作。
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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企業雲
以下將簡單介紹今日的企業需求。企業希望使用公有雲獲得

零碎消費模式與按使用量付費的經濟效益
可隨需應變的基礎架構與平台資源 ( 敏捷性 )

避免維運費用
委派給廠商的基礎架構安全性、治理與風險管理

同時，企業也希望

在持有與租用之間取得平衡 ( 特別是當工作負載特性改變時 )

就近取得資料與服務
針對個別應用制定客製化 SLA

擁有平台的彈性與選擇性

現在，企業 IT 能提供許多應用程式的控制權，但當企業用戶想要獲
得順暢無阻的敏捷性與易用性時，他們通常會選擇雲端環境。IT 與雲
端是兩個不同世界，而且難以互相連結。

消弭私有雲與公有雲界線的混合環境是人們的未來願景。在此環境
中，應用程式的某些元件 ( 例如深度儲存 ) 會位於雲端，而某些則位
於內部環境。您也可以將雲端作為備份 / 災難復原 (DR) 的目的地，
並將生產環境設置於企業內部。最後，在需求難以無法預測的應用生
命週期初期，可以將應用程式部署於公有雲上，等需求穩定後，再將
其轉移至企業內部環境。

基於上述要求，您需要為企業資料中心打造新維運模式，以滿足雙方
需求，並讓用戶在內部部署基礎架構與雲端服務之間獲得順暢的使用
體驗。

這正是企業雲的價值所在。

2  企業雲入門系列，Nutanix 特輯 

本書內容為 John Wiley & Sons 版權所有 © 2016。嚴禁任何傳播、分發或未經授權使用。

10
頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
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and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
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Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
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to help organizations seamlessly manage both local 
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 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
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and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
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on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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第三章

什麼是企業雲？
本章重點
▶  了解定義企業雲的要素
▶  了解公有雲特性與企業雲環境的關聯性
▶  了解傳統基礎架構為何無法滿足現代應用程式的需求

            

       
解企業雲的重要性後，接下來要談談企業雲是什麼。在本章中，

您會學到五個定義企業雲的重要特性，以及這些特性對建構企業雲
的重要性。

由於安全性在大小型企業中日趨重要，因此本章也會談到安全性。

定義企業雲
第二章提到企業雲綜合了公有雲與私有雲的特性。企業雲的好處是
它為企業提供一個兼具彈性與敏捷性的基礎架構，並讓企業任意選
擇工作負載的執行位置。

了
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第一章

企業 IT 現況調查

本章重點
▶  探索影響 IT 運作方式的重要趨勢
▶  了解快閃儲存與超融合 (hyperconverged) 基礎架構如何改造資料中心
▶  了解公有雲如何協助 IT 運作，同時帶來新挑戰

日的 IT 部門面臨許多新舊挑戰。除了懸而未解的資源限制問題，
還得用前所未有的方式解決問題。基礎架構仍是一大挑戰，過

近年來的創新技術為 IT 提供了一條出路。本章將探討企業 IT 的現況。

塑造今日 IT 基礎架構的趨勢
受到各種資源孤島演變的影響，IT 基礎架構在近十年來歷經了重大改
變。這些變化造就了現在的 IT，並為企業未來幾年的轉變提供了新舞
台。從儲存、伺服器到軟體，整個資料中心無一倖免。

今
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In This Chapter
 ▶ Discovering the key trends that affect the way IT does business

 ▶ Learning why flash storage and hyperconverged infrastructure have 
revolutionized the datacenter

 ▶ Finding out how the public cloud can enable IT but creates new 
 challenges to overcome

T 
he challenges facing today’s IT function are both familiar 
and strange. IT faces the same kinds of resource con-

straints it’s always had, but new and different solutions now 
provide ways to address them. Infrastructure is still a chal-
lenge, but recent innovations offer a path beyond the rough 
spots. This chapter explores the current state of enterprise IT.

Trends Shaping IT Infrastructure 
Today

In the past decade, IT infrastructure has undergone a revolu-
tion stemming from a number of evolutions across various 
resource silos. These changes have led IT to where it is today 
and they set the stage for the fundamental transformation that 
the industry is poised to undergo over the next few years.

From storage to servers to software, no area of the datacenter 
has been spared.
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企業雲是 IT 基礎架構與平台服務的運作模式，不僅能為企業應用提供
公有雲服務的優勢，還能保有私有資料中心的價值。

換句話說，您可以同時享有這兩種環境的優勢！

私有雲長久以來的阻礙
如果作為企業雲基礎的私有雲擁有這些好處，為什麼以前沒有這樣
做呢？

其實前人已經嘗試過，不過都失敗了，或說他們的努力還不夠成功。整
體來說，失敗的原因在於儲存資源。

私 有 雲 與 混 合 雲 並 非 新 的 企 業 願 景 —— 有 些 公 司 早 已 試 圖 使 用 
OpenStack 等雲端管理平台部署私有雲，並提供自助式配置、監控、
帳務與計費 (chargeback) 功能。然而他們使用的基礎架構仍仰賴垂
直擴充的儲存架構，而且需要透過以大區塊方式部署及擴充的儲存網路
才能存取。因此，您需要重新規劃企業資料中心的平台，而不能在使用
垂直擴充儲存的傳統三層基礎架構上建置雲端功能。

垂直擴充儲存有嚴苛限制。控制器與網路架構等共享元件可能在某個時
間點不堪負荷。這是無法避免的。問題不在於這是否會發生，而是何時
發生。因此，許多擴充儲存系統都會附加規格表，告訴客戶在添加更多
共享元件之前只能有限度地擴充。然而，添加這些元件也會增加系統的
複雜度。

這會提高系統的不可預測性。在現代化資料中心中，不可預測性毫無存
在空間。企業期望工作負載在可預測的情況下持續運作。在垂直擴充的
架構中，當您增加共享資源的負擔，效能就會受到影響。
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現在，即使是採取橫向擴充方式的儲存陣列也因持續擴充導致
負荷過重而崩潰。其中許多問題都與第一章提到的資料本地性
有關。當這些架構不斷擴充，在儲存網路架構上傳輸的資料量
就愈多。最後，資料離 CPU 與 RAM 愈來愈遠，效能問題也
應運而生。

穩定耐用的資料中心基礎架構必須同時具備橫向擴充儲存與資
料本地性的能力。

然而，儲存仍是阻礙資料中心發展的主要原因。

定義企業雲的關鍵要素
以下將詳細探討定義企業雲的方法：企業雲能提供公有雲的敏
捷性、易用性與零碎消費模式，同時讓使用者掌控效能、資料
與服務的存放位置，以及平台選擇性。

以下是構成企業雲的五個要素：

全堆疊式基礎架構與平台服務：透過內部部署資料中心
與公有雲服務的組合，為各種規模與位置的應用程式
提供完整的基礎架構功能。

自動化維運與機器智慧功能：透過自動化功能簡化維運
流程

即時、彈性的消費模式：企業可在必要時才購買與使用 
IT 資源，也可視需求增減資源，避免過度配置與預測的
相關風險。

整合的安全性與控制力：涵蓋整個基礎架構堆疊的安全
性與控制力、並透過自動化功能簡化安全標準的維護。

以應用程式為中心的移動性：企業可在任何地方執行應
用程式，而不用被基礎架構綁住。
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
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with Amazon Web Services.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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下一節將詳細探討每一個要素。

全堆疊式基礎架構與平台服務
不論您決定在何處執行重要應用程式，都需要功能齊全的基礎架構。不
過，在採購各種要連結至伺服器的儲存設備之前，有許多要注意的地方。

第一章已簡單介紹了軟體定義資料中心 (SDDC) 的概念。雖然按照 
SDDC 原則建置的資料中心也需要硬體設備，但硬體設備並非此類資
料中心的重心。

SDDC 使用的是能輕易程式化的硬體元件。企業或組織應該使用可以
檔案、區塊與物件儲存等軟體定義服務形式提供的基礎架構，此基礎架
構還需要整合應用程式保護與可用性等資料服務。

與其購買昂貴的單體式 SAN 系統，不如購買可依照個別工作負載需求
自行組合的基礎架構。

毋庸置疑，虛擬化是現在與未來所有 IT 工作的核心。不論使用哪一種
平台，都應該將虛擬化當作平台的必備與關鍵元件。選擇運算環境時，
務必確保基礎架構堆疊已內建伺服器虛擬化功能。虛擬化必須成為平台
功能之一，而非單獨的產品。

大多數的企業都不願安於現況。他們希望獲得新客戶，並提供新服務，
以持續成長。為了讓客戶數與產品不斷成長，運算環境必須要能輕易地
進行擴充。

您的基礎架構堆疊必須植基於以下這幾個 Web 規模的工程設計原則：

軟體定義
分散所有元件
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買車或租車的抉擇取決於個別使用案例的情況。同樣地，企
業希望在購買與租用基礎架構之間取得平衡，即根據應用工
作負載特性選擇私有 ( 購買 ) 或公有 ( 租用 ) 的基礎架構。在
某些情況下，租用比較合適，而某些情況下則適合直接購買。

透過自動化與資源共享，幫助客戶節省成本，公有雲廠商可
以藉由更低的成本與更高的營運效率創造規模經濟。

私有雲較適用於可預測且成熟的工作負載。處理這類的工作
負載，建置自己的基礎架構較具經濟效益。

在繼續看下去之前，還要思考一個可能性。假設您每次都去
加勒比海度假，即使那裡不是您的主要居住地，您可能會考
慮在當地買部車，因為買車可能比長期租車更划算。把這個
例子套用在雲端。許多組織發現，當他們將一定數量的工作
負載搬移至雲端，經濟效益愈來愈低。最後，不論是哪種工
作負載，將部份工作負載搬回私有資料中心仍是最好的做法。

到了某個時刻，私有雲的規模經濟會再度超越公有雲。您必
須徹底了解您的組織需求，才能知道該在哪個位置執行哪些
工作負載。

資料鄰近性與本地性
第一章提到某些地區的人不希望他們的資料被存放於特定地
區。為此，公有雲廠商已在各個地區部署新資料中心。然而，
在維持高規模經濟的需求下，這是極大的挑戰。 
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In essence, you’re making an ownership decision based on 
each individual use case. Likewise, businesses want to bal-
ance owning and renting infrastructure, choosing between 
private (owned) and public (rented) infrastructure depending 
on application workload characteristics. In some situations, 
renting makes sense. In other cases, owning is a better choice.

Public cloud providers benefit from economies of scale in 
terms of lower costs, operational efficiencies through automa-
tion, and appropriate resource sharing, which they pass along 
as cost savings to customers.

Private clouds are better suited to predictable, well‐established 
workloads. For these workloads, you decide that owning the 
infrastructure is a better economic decision.

Before I move on, you should consider one more possibility. 
Suppose you travel all the time to the Caribbean. In this case 
you might want to own a car at that location, even though it 
isn’t your primary residence. Owning may be less expensive 
than continually renting cars. Translating this example to the 
cloud, many organizations are discovering that, once they’ve 
moved a certain amount of workload to the cloud, the eco-
nomics begin to break down. A time comes when, regardless 
of the kind of workload, pulling some of the workloads back to 
the private datacenter makes the most sense.

At a certain point, the economies of scale tip back to favor on‐
premises private cloud environments. Make sure you have a 
deep understanding of your organization’s needs so you know 
which workloads to run in which location.

Understanding data proximity 
and locality
Chapter 1 discusses situations in which people in certain 
regions of the world want to avoid having their data reside 
in certain other regions of the world. Public cloud providers 
have begun to address this issue by deploying new datacen-
ters in new regions, but the need to maintain high‐level econo-
mies of scale can make doing so somewhat challenging.
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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彈性復原力與自我修復能力
廣泛的自動化功能

簡單地說，您需要可以無限擴充，而且無單點故障之虞的基礎架構。

平台不一定要是私有雲或本地端的資料庫。重點在於您必須具備混合交
付應用程式的支援力，也就是能夠為業務取向的應用程式提供內部部署
基礎架構與公有雲服務這兩種選擇。

您的企業雲環境也要具備強大的資料保護與災難復原能力、可簡化運作
的分析功能，以及其他重要服務。

由於基礎架構的應用程式需求日趨多樣化，基礎架構上也出現一座座的
孤島。例如，在裸機環境中執行需要 Oracle 與 SQL Server 資料庫的
應用程式，並將其它應用程式虛擬化。這些孤島導致基礎架構的管理相
當困難，因為您得單獨管理每個孤島。企業雲的基礎架構功能必須要能
支援不同應用程式所使用的環境，不論是裸機、虛擬化或容器化環境。

基礎架構是企業雲的基本建構模組。以往建構私有雲時，大多著重於軟
體層——例如雲端管理平台。這些平台位於基礎架構上，並提供自助式
服務、監控、帳務與計費等功能。然而，除非基礎架構可支援橫向擴充，
而且無單點故障的風險，否則您還是無法建造雲端般的環境。

圖 3-1 為使用 Web 規模技術建置的環境

自動化維運
即使您很擅長使用虛擬化資料中心的控制台，您可能還是得按許多按鍵
才能完成工作。您或許已部署一些工具，幫助您達成初步的自動化，但
許多企業或組織仍無法利用這些功能達到他們期待的結果：全自動化。
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 ✓ Resilient and self‐healing

 ✓ Extensive automation

In short, you need an infrastructure that allows you to scale 
without limits and without single points of failure.

The platform needn’t be limited to the private cloud or your 
local datacenter either. You should have the ability to support 
hybrid delivery of applications — that is, you should be able 
to provide choice between on‐premises infrastructure and 
public cloud services for your business‐facing applications.

Your enterprise cloud environment also must offer powerful 
data protection and disaster recovery options, analytics to 
streamline operations, and other critical services.

With the growing diversity in infrastructure needs for appli-
cations, natural silos appear on the infrastructure side. For 
example, some demanding Oracle and SQL Server databases 
may be run in bare metal environments while others are virtu-
alized. These silos make the process of managing infrastruc-
ture incredibly challenging, because you have to manage each 
silo separately. The enterprise cloud needs to deliver infra-
structure capabilities that can support bare metal, virtualized, 
and containerized environments for any application.

Infrastructure is the fundamental building block for the enter-
prise cloud. Past attempts at building private clouds have 
focused on the software layer — such as on cloud manage-
ment platforms — that sit on top of infrastructure and deliver 
self‐service, monitoring, billing, and chargeback capabilities. 
But unless infrastructure is built to scale out and without 
single points of failure, you will not end up with a cloudlike 
environment.

Figure 3‐1 provides a look what the web‐scale world looks like.

Zero‐click operations
Even if you’re the master of the console in your virtualized 
datacenter, you likely still perform lots of clicks to get your 
work done. You may have deployed tools that help you 
achieve the beginnings of automation, but most organizations 
have yet to take these capabilities to their desired and natural 
conclusion: complete automation.
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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This is not to say that you’ll be able to walk away from your 
datacenter and throw away the keys. You’ll need manual 
steps here and there, but you shouldn’t routinely get involved 
in ongoing operations.

As you begin to deploy an enterprise cloud and a combination 
of public and private cloud, the ability to reduce administra-
tive overhead becomes critical. Smaller overhead is one of the 
ways organizations can reduce OpEx associated with datacen-
ter management.

Universal control plane
Your enterprise cloud should have a universal control plane 
for all environments, including your public and private cloud. 
The control plane in an enterprise cloud is the management 
layer. By using a single universal control plane, you effectively 
eliminate the need to switch management silos as your busi-
ness goes from one environment to another for applications. 
You can see for yourself if you’re moving along the path 
toward a universal control plane. Do you have a separate 

Figure 3-1:  The web‐scale world.圖 3-1：Web 規模的環境
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彈性復原力與自我修復能力
廣泛的自動化功能

簡單地說，您需要可以無限擴充，而且無單點故障之虞的基礎架構。

平台不一定要是私有雲或本地端的資料庫。重點在於您必須具備混合交
付應用程式的支援力，也就是能夠為業務取向的應用程式提供內部部署
基礎架構與公有雲服務這兩種選擇。

您的企業雲環境也要具備強大的資料保護與災難復原能力、可簡化運作
的分析功能，以及其他重要服務。

由於基礎架構的應用程式需求日趨多樣化，基礎架構上也出現一座座的
孤島。例如，在裸機環境中執行需要 Oracle 與 SQL Server 資料庫的
應用程式，並將其它應用程式虛擬化。這些孤島導致基礎架構的管理相
當困難，因為您得單獨管理每個孤島。企業雲的基礎架構功能必須要能
支援不同應用程式所使用的環境，不論是裸機、虛擬化或容器化環境。

基礎架構是企業雲的基本建構模組。以往建構私有雲時，大多著重於軟
體層——例如雲端管理平台。這些平台位於基礎架構上，並提供自助式
服務、監控、帳務與計費等功能。然而，除非基礎架構可支援橫向擴充，
而且無單點故障的風險，否則您還是無法建造雲端般的環境。

圖 3-1 為使用 Web 規模技術建置的環境

自動化維運
即使您很擅長使用虛擬化資料中心的控制台，您可能還是得按許多按鍵
才能完成工作。您或許已部署一些工具，幫助您達成初步的自動化，但
許多企業或組織仍無法利用這些功能達到他們期待的結果：全自動化。
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 ✓ Resilient and self‐healing

 ✓ Extensive automation

In short, you need an infrastructure that allows you to scale 
without limits and without single points of failure.

The platform needn’t be limited to the private cloud or your 
local datacenter either. You should have the ability to support 
hybrid delivery of applications — that is, you should be able 
to provide choice between on‐premises infrastructure and 
public cloud services for your business‐facing applications.

Your enterprise cloud environment also must offer powerful 
data protection and disaster recovery options, analytics to 
streamline operations, and other critical services.

With the growing diversity in infrastructure needs for appli-
cations, natural silos appear on the infrastructure side. For 
example, some demanding Oracle and SQL Server databases 
may be run in bare metal environments while others are virtu-
alized. These silos make the process of managing infrastruc-
ture incredibly challenging, because you have to manage each 
silo separately. The enterprise cloud needs to deliver infra-
structure capabilities that can support bare metal, virtualized, 
and containerized environments for any application.

Infrastructure is the fundamental building block for the enter-
prise cloud. Past attempts at building private clouds have 
focused on the software layer — such as on cloud manage-
ment platforms — that sit on top of infrastructure and deliver 
self‐service, monitoring, billing, and chargeback capabilities. 
But unless infrastructure is built to scale out and without 
single points of failure, you will not end up with a cloudlike 
environment.

Figure 3‐1 provides a look what the web‐scale world looks like.

Zero‐click operations
Even if you’re the master of the console in your virtualized 
datacenter, you likely still perform lots of clicks to get your 
work done. You may have deployed tools that help you 
achieve the beginnings of automation, but most organizations 
have yet to take these capabilities to their desired and natural 
conclusion: complete automation.
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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機器智慧
1980 年的電影「魔鬼終結者」早已預言到人工智慧「天網」
的崛起，但人類卻未把這個警告放在心上，甚至不斷想將決策
權交給機器人與其他科技產物。別怕！畢竟情況還能有多糟呢？ 

機器學習工具已經比以前進步許多。人們可以將系統程式化，
使其主動從環境中學習，並幫助管理者自動執行各種單調但重
要的資料中心作業。

有了這些工具，我們可以利用機器智慧與自動學習功能達到端
到端自動化，而平台也會因為不斷學習而做出更明智的決策與
建議。

想像一下，當您走進資料中心，看到一半的節點都因過熱而故
障了，而您卻毫不知情，因為管理層已經將上面的工作負載轉
移到維運節點上。再想像一下，您的管理層知道 Web 層即將
達到容量上限，於是自動增加新節點處理額外的負載。

現在，上述功能都已經實現了。

換句話說，您可以透過緊密的控制系統直接擁有最佳化的基礎
架構與故障建議。

消費者焦點
消費性電子產品的成本不斷下跌，功能卻與日俱增。更棒的
是，操作愈來愈簡單。不過，近年來，企業級的軟硬體產品
卻反其道而行。您需要雇用博士級員工來管理許多儲存陣列系
統，而且要花好幾年的時間才能搞清楚按鍵的作用。更糟的
是，IT 專家需要用到愈來愈多的「專業按鈕」。這雖然不是件
好事，但卻是不爭的事實。
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彈性復原力與自我修復能力
廣泛的自動化功能

簡單地說，您需要可以無限擴充，而且無單點故障之虞的基礎架構。

平台不一定要是私有雲或本地端的資料庫。重點在於您必須具備混合交
付應用程式的支援力，也就是能夠為業務取向的應用程式提供內部部署
基礎架構與公有雲服務這兩種選擇。

您的企業雲環境也要具備強大的資料保護與災難復原能力、可簡化運作
的分析功能，以及其他重要服務。

由於基礎架構的應用程式需求日趨多樣化，基礎架構上也出現一座座的
孤島。例如，在裸機環境中執行需要 Oracle 與 SQL Server 資料庫的
應用程式，並將其它應用程式虛擬化。這些孤島導致基礎架構的管理相
當困難，因為您得單獨管理每個孤島。企業雲的基礎架構功能必須要能
支援不同應用程式所使用的環境，不論是裸機、虛擬化或容器化環境。

基礎架構是企業雲的基本建構模組。以往建構私有雲時，大多著重於軟
體層——例如雲端管理平台。這些平台位於基礎架構上，並提供自助式
服務、監控、帳務與計費等功能。然而，除非基礎架構可支援橫向擴充，
而且無單點故障的風險，否則您還是無法建造雲端般的環境。

圖 3-1 為使用 Web 規模技術建置的環境

自動化維運
即使您很擅長使用虛擬化資料中心的控制台，您可能還是得按許多按鍵
才能完成工作。您或許已部署一些工具，幫助您達成初步的自動化，但
許多企業或組織仍無法利用這些功能達到他們期待的結果：全自動化。
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 ✓ Resilient and self‐healing

 ✓ Extensive automation

In short, you need an infrastructure that allows you to scale 
without limits and without single points of failure.

The platform needn’t be limited to the private cloud or your 
local datacenter either. You should have the ability to support 
hybrid delivery of applications — that is, you should be able 
to provide choice between on‐premises infrastructure and 
public cloud services for your business‐facing applications.

Your enterprise cloud environment also must offer powerful 
data protection and disaster recovery options, analytics to 
streamline operations, and other critical services.

With the growing diversity in infrastructure needs for appli-
cations, natural silos appear on the infrastructure side. For 
example, some demanding Oracle and SQL Server databases 
may be run in bare metal environments while others are virtu-
alized. These silos make the process of managing infrastruc-
ture incredibly challenging, because you have to manage each 
silo separately. The enterprise cloud needs to deliver infra-
structure capabilities that can support bare metal, virtualized, 
and containerized environments for any application.

Infrastructure is the fundamental building block for the enter-
prise cloud. Past attempts at building private clouds have 
focused on the software layer — such as on cloud manage-
ment platforms — that sit on top of infrastructure and deliver 
self‐service, monitoring, billing, and chargeback capabilities. 
But unless infrastructure is built to scale out and without 
single points of failure, you will not end up with a cloudlike 
environment.

Figure 3‐1 provides a look what the web‐scale world looks like.

Zero‐click operations
Even if you’re the master of the console in your virtualized 
datacenter, you likely still perform lots of clicks to get your 
work done. You may have deployed tools that help you 
achieve the beginnings of automation, but most organizations 
have yet to take these capabilities to their desired and natural 
conclusion: complete automation.
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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不過，時代不同了！

現在，把東西隱藏起來似乎已成為常態，而這樣做是有原因的。好的解
決方案會讓您感受不到它的複雜度。您在螢幕上只會看到結果，而不是
一堆用來管理輸入資料的按鈕。有些公司發現簡化 IT 管理模式可以達
到更高的 ROI。

在企業雲中，每一個管理體驗都必須以消費者級的設計為原則，以確保
易用性。將前置的學習時間降到最低，就能提高平台上的生產力。

自動化與分析
自動化與分析的目的是讓維運人員擺脫例行工作的羈絆。您需要提供真
正的自助式功能，讓使用者自行取得資源，而不用時常打斷 IT 人員的
工作。自助式服務需要高度自動化，以自動產生結果，而不需要額外的 
IT 資源。例如，開發者可以獨立建置開發 / 測試環境，而不用透過維
運人員。

此外，高度自動化表示您需要完整的資料分析能力。為什麼？因為企業
雲的目的是要將 IT 的重心轉移至例外處理。例行作業可以透過內建的
機器智慧功能或是使用者自助服務自動執行。當例外發生時，IT 維運
人員會立即收到通知，以迅速採取行動。自動化並不表示 IT 從此與基
礎架構分道揚鑣，而是指 IT 不用每天處理基礎架構的作業。 

圖 3-2 展示了上述各元素的組合狀況。底部是通用的控制平台，即企
業基礎架構——公有雲與私有雲——常駐的地方。在此環境上方是自動
管理的三大原則：消費者級的設計、人工智慧與自動化 / 資料分析。
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彈性復原力與自我修復能力
廣泛的自動化功能
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 ✓ Resilient and self‐healing
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In short, you need an infrastructure that allows you to scale 
without limits and without single points of failure.

The platform needn’t be limited to the private cloud or your 
local datacenter either. You should have the ability to support 
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structure capabilities that can support bare metal, virtualized, 
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Infrastructure is the fundamental building block for the enter-
prise cloud. Past attempts at building private clouds have 
focused on the software layer — such as on cloud manage-
ment platforms — that sit on top of infrastructure and deliver 
self‐service, monitoring, billing, and chargeback capabilities. 
But unless infrastructure is built to scale out and without 
single points of failure, you will not end up with a cloudlike 
environment.

Figure 3‐1 provides a look what the web‐scale world looks like.

Zero‐click operations
Even if you’re the master of the console in your virtualized 
datacenter, you likely still perform lots of clicks to get your 
work done. You may have deployed tools that help you 
achieve the beginnings of automation, but most organizations 
have yet to take these capabilities to their desired and natural 
conclusion: complete automation.
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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Instant elastic consumption
The best part about implementing services on the public 
cloud is the ability to expand and contract usage on the fly. If 
you consider typical legacy enterprise environments, this isn’t 
generally the case, for a variety of reasons:

 ✓ Overbuying is rampant. Because of the way replacement 
cycles operate and the services that have been available, 
many IT pros overbuy hardware, especially storage. You 
don’t want to end up buying more storage mid‐cycle. 
Further, many SAN vendors make their best offers up 
front, but the discounts might be a bit less generous 
when your back is against the wall and your capacity is 
dwindling.

 ✓ Expansion can be difficult. Adding capacity requires 
downtime and is sometimes fraught with risk because 
you must match firmware versions on controllers, disks, 
and other elements.

 ✓ Resources can be tough to align. Because you must 
scale resources individually in legacy infrastructure envi-
ronments, growth can require lots of planning and effort.

Figure 3-2:  Understand how the universal control plane supports 
 enterprise cloud.

在公有雲執行服務最大的好處是可以立即擴充與縮減使用量，
這是傳統的企業環境無法辦到的，因為：

過度採購已常態化：受到設備更換週期的運作方式與可
用服務的影響，許多 IT 專家都會過度採購硬體設備，特
別是儲存系統。畢竟，企業都不想在生命週期期間添購
儲存設備。此外，許多 SAN 廠商會提供較多優惠給預
付貨款的訂單。如果等到容量窘迫時才添購新硬體，通
常無法獲得如此豐厚的優惠。

擴充困難：添加容量需要停止系統運作，有時還得承擔
風險，因為您必須對應控制器、磁碟與其他元件上的韌體
版本。

資源難以調配：在傳統基礎架構中需要個別擴充資源，
因此擴充前需要進行許多規劃與準備。

即時而彈性的消費模式

圖 3-2：了解通用控制平台支援企業雲的方式

消費者級的設計                  AI 與機器學習                   自動化與分析

內部部署私有雲                                       公有雲  

通用控制平台
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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Although you can use the public cloud to counter these 
issues, you know that the public cloud isn’t always an option.

With a solution that enables enterprise cloud capabilities, you 
gain the ability to deploy workloads that can flex, much like in 
the public cloud. You get pay‐as‐you‐grow scaling. If resources 
become low, you simply add a hyperconverged infrastructure 
appliance. You don’t need to overprovision storage, for exam-
ple. Further, you avoid infrastructure sitting idle.

With hyperconverged infrastructure‐supported enterprise 
cloud services, you can adopt a “just in time” infrastructure 
mentality that is super‐easy to scale. You simply call your 
vendor, ask for another node, and deploy it. The infrastruc-
ture should be all but invisible to the users. They shouldn’t 
have to worry about the underlying infrastructure. They 
should only be focused on their workloads.

With the right enterprise cloud‐centric infrastructure, you can 
scale up and down on demand. Figure 3‐3 shows how easily 
you can add resources to grow an environment. As you add 
more nodes, you can scale resources in a linear manner.

Integrated security and control
Organizations across the globe are working hard to secure 
their environments against attacks from within and from 
the outside. As the potential fallout from security issues 

Figure 3-3:  Linear scale‐out infrastructure supports the needs of the 
enterprise cloud.

雖然您可以用公有雲解決這些問題，但公有雲並非萬靈丹。

透過企業雲，您能夠部署可自由增減的工作負載，就像在公有雲環境中運
作一樣。您也可以根據擴充用量付費。當資源短缺時，只要新增超融合基
礎架構設備。您不用再過度配置儲存設備，而且能避免基礎架構閒置。

使用超融合基礎架構支援的企業雲服務，您可以獲得「剛好及時」擴充
基礎架構的能力，讓擴充變得輕而易舉。您只需要聯絡廠商、索取與部
署新節點。使用者不會察覺基礎架構的運作，也不用擔心底層的基礎架
構，只需專注在工作負載上即可。

當您部署了以雲端為中心的企業級基礎架構，就能依照需求擴充與縮減
資源。從圖 3-3 可以看出增加資源以擴充環境有多麼簡單。只要新增
節點，資源就會跟著線性增長。

真正的線性橫向擴充效能

節點數 ( 每個區塊 4 個節點 )

圖 3-3：可線性橫向擴充的基礎架構能滿足企業雲的需求

通用控制平台
為了保護自家環境免於內外部的攻擊，全球企業或組織莫不積極防範。
隨著安全問題的潛在影響日趨嚴重——公關形象受損、罰款與失去商易
機會——企業需要確實保護自己的技術環境。 
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 ✓ Resilient and self‐healing

 ✓ Extensive automation

In short, you need an infrastructure that allows you to scale 
without limits and without single points of failure.

The platform needn’t be limited to the private cloud or your 
local datacenter either. You should have the ability to support 
hybrid delivery of applications — that is, you should be able 
to provide choice between on‐premises infrastructure and 
public cloud services for your business‐facing applications.

Your enterprise cloud environment also must offer powerful 
data protection and disaster recovery options, analytics to 
streamline operations, and other critical services.

With the growing diversity in infrastructure needs for appli-
cations, natural silos appear on the infrastructure side. For 
example, some demanding Oracle and SQL Server databases 
may be run in bare metal environments while others are virtu-
alized. These silos make the process of managing infrastruc-
ture incredibly challenging, because you have to manage each 
silo separately. The enterprise cloud needs to deliver infra-
structure capabilities that can support bare metal, virtualized, 
and containerized environments for any application.

Infrastructure is the fundamental building block for the enter-
prise cloud. Past attempts at building private clouds have 
focused on the software layer — such as on cloud manage-
ment platforms — that sit on top of infrastructure and deliver 
self‐service, monitoring, billing, and chargeback capabilities. 
But unless infrastructure is built to scale out and without 
single points of failure, you will not end up with a cloudlike 
environment.

Figure 3‐1 provides a look what the web‐scale world looks like.

Zero‐click operations
Even if you’re the master of the console in your virtualized 
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彈性復原力與自我修復能力
廣泛的自動化功能

簡單地說，您需要可以無限擴充，而且無單點故障之虞的基礎架構。

平台不一定要是私有雲或本地端的資料庫。重點在於您必須具備混合交
付應用程式的支援力，也就是能夠為業務取向的應用程式提供內部部署
基礎架構與公有雲服務這兩種選擇。

您的企業雲環境也要具備強大的資料保護與災難復原能力、可簡化運作
的分析功能，以及其他重要服務。

由於基礎架構的應用程式需求日趨多樣化，基礎架構上也出現一座座的
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自動化維運
即使您很擅長使用虛擬化資料中心的控制台，您可能還是得按許多按鍵
才能完成工作。您或許已部署一些工具，幫助您達成初步的自動化，但
許多企業或組織仍無法利用這些功能達到他們期待的結果：全自動化。
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 ✓ Resilient and self‐healing

 ✓ Extensive automation

In short, you need an infrastructure that allows you to scale 
without limits and without single points of failure.

The platform needn’t be limited to the private cloud or your 
local datacenter either. You should have the ability to support 
hybrid delivery of applications — that is, you should be able 
to provide choice between on‐premises infrastructure and 
public cloud services for your business‐facing applications.

Your enterprise cloud environment also must offer powerful 
data protection and disaster recovery options, analytics to 
streamline operations, and other critical services.

With the growing diversity in infrastructure needs for appli-
cations, natural silos appear on the infrastructure side. For 
example, some demanding Oracle and SQL Server databases 
may be run in bare metal environments while others are virtu-
alized. These silos make the process of managing infrastruc-
ture incredibly challenging, because you have to manage each 
silo separately. The enterprise cloud needs to deliver infra-
structure capabilities that can support bare metal, virtualized, 
and containerized environments for any application.

Infrastructure is the fundamental building block for the enter-
prise cloud. Past attempts at building private clouds have 
focused on the software layer — such as on cloud manage-
ment platforms — that sit on top of infrastructure and deliver 
self‐service, monitoring, billing, and chargeback capabilities. 
But unless infrastructure is built to scale out and without 
single points of failure, you will not end up with a cloudlike 
environment.

Figure 3‐1 provides a look what the web‐scale world looks like.

Zero‐click operations
Even if you’re the master of the console in your virtualized 
datacenter, you likely still perform lots of clicks to get your 
work done. You may have deployed tools that help you 
achieve the beginnings of automation, but most organizations 
have yet to take these capabilities to their desired and natural 
conclusion: complete automation.
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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圖 3-3：可線性橫向擴充的基礎架構能滿足企業雲的需求

整合的安全性與控制力
為了保護自家環境免於內外部的攻擊，全球企業或組織莫不積極防範。
隨著安全問題的潛在影響日趨嚴重——公關形象受損、罰款與失去商業
機會——企業需要確實保護自己的技術環境。 
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簡單地說：快閃儲存已是時勢所趨。快閃儲存不僅快速，而且耐用又可
靠。更棒的是，它的價格呈逐月下降的走勢。

軟體定義的功能性
快閃儲存在資料中心的普及率逐漸攀升，於此同時，英特爾 (Intel) 也持
續推出採用大量核心的處理器。以往完全仰賴硬體處理的功能逐漸被強
大的軟體工具取代，以提供高運算效能。

這個轉變為什麼重要？因為客製化的硬體設備通常要價不斐。如果設備
執行的工作可以利用大眾化的 CPU 與軟體解決，那麼設備成本就更高
了。ASIC 與 FPGA 需要不定期重新設計——或更新——以維持運作。
長期下來，此解決方案變得相當昂貴，如果是可以用純軟體元件取代的
功能，解決方案的成本就更高了。

在硬體設備商品化的推波助瀾下，軟體定義資料中心 (software defined 
datacenter, SDDC) 迅速崛起。SDDC 能讓資料中心組態獲得更高的彈
性，並降低整體成本。

硬體商品化
記得先前提到的英特爾處理器嗎？該公司可說是另一場資料中心革命的
核心：硬體商品化 (commoditization)。 
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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基礎架構是安全性的源頭。不過，基於許多原因，維護傳統基
礎架構環境的安全性是一大挑戰。首先，基礎架構堆疊的結構
是由不同廠商的產品組成，而廠商的安全觀念通常較為狹隘。

透過軟體升級驗證與維護安全基準不僅耗時，而且通常需要手
動執行一些流程。人工作業不僅容易出錯，還會降低創新力
與生產力。您應該把處理安全性的時間拿來進行業務取向的
工作。 

這正是企業雲與眾不同之處。在雲端時代，安全性是隱身於企
業基礎架構中的一個元件。  

以下是企業雲幫助企業解決安全性問題的方法：

安全優先的設計：將安全規格與測試整合至產品開發的
每個過程中，而不是在最後才執行。

更堅固耐用的基礎架構堆疊：別再用瑣碎的方法維護安
全性，您需要完整的端到端基礎架構安全性。在公有雲
中，應用程式底下的安全性是雲端供應商的責任。在企
業雲中，內部部署環境需要與公有雲一樣順暢又不易察
覺的安全機制。

自動化：基礎架構必須包含自動驗證安全性與自動修復
的能力，以便更有效率地維護安全性。

基礎架構與應用程式的安全性並不侷限於個別的資料中心。控
制架構可以將某個環境中定義與配置的原則自動導入目標環
境，不論是私有資料中心或公有雲。 

2  企業雲入門系列，Nutanix 特輯 
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
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具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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on an Internet connection. Although this issue is being 
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many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.
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an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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You should regularly assess the security posture of your infra-
structure and application environment through a six‐step, 
best practices‐based process (shown in Figure 3‐4):

 ✓ Assess: Gather the current baseline security posture of 
the environment.

 ✓ Measure: Determine where you are falling short.

 ✓ Report: Notify the appropriate people about the issues 
and ask them to fix the problems.

 ✓ Test: Check the outcome of the remediation efforts.

 ✓ Update: Update your baseline documentation with the 
new security posture.

 ✓ Repeat: Perform these steps as often as necessary, based 
on your organization’s security policies.

Application mobility
Perhaps one of the most important aspects of the enter-
prise cloud is application mobility. When applications are 
not bound by the constraints imposed by the infrastructure 
platform, enterprise IT can pick the best physical and virtual 
infrastructure platforms for its applications based on its 
needs today.

Figure 3-4:  Linear scale‐out infrastructure supports the 
needs of the enterprise cloud.

以下是六個以最佳實務流程為基礎的步驟。您必須依照這些步驟定期評
估基礎架構與應用程式環境的安全狀態 (如圖 3-4 所示 )。

評估：收集環境目前的基本安全狀態資料。
衡量：找出缺點。
回報：向適當窗口回報問題，並請他們修正問題。
測試：檢查修正結果。
更新：將最新的安全狀態記錄在基本文件中。
重複執行：根據組織的安全原則，儘可能地重複執行以上步驟。

圖 3-4：可線性橫向擴充的基礎架構能滿足企業雲的需求
 

應用程式移動性
應用程式移動性或許是企業雲最重要的特性。當應用程式不用受限於基
礎架構平台，企業 IT 就能依當下需求，為應用程式選擇最佳的實體與
虛擬基礎架構平台。

重複

更新
測試

回報

衡量

評估
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
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daunting challenges:
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concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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atable. That said, the situation today is far better than it 
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people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
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the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
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ened environments so that they can properly secure sensitive 
workloads for their customers.
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report that growth of Office 365 — Software‐as‐a‐Service —
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You should regularly assess the security posture of your infra-
structure and application environment through a six‐step, 
best practices‐based process (shown in Figure 3‐4):

 ✓ Assess: Gather the current baseline security posture of 
the environment.

 ✓ Measure: Determine where you are falling short.

 ✓ Report: Notify the appropriate people about the issues 
and ask them to fix the problems.

 ✓ Test: Check the outcome of the remediation efforts.

 ✓ Update: Update your baseline documentation with the 
new security posture.

 ✓ Repeat: Perform these steps as often as necessary, based 
on your organization’s security policies.

Application mobility
Perhaps one of the most important aspects of the enter-
prise cloud is application mobility. When applications are 
not bound by the constraints imposed by the infrastructure 
platform, enterprise IT can pick the best physical and virtual 
infrastructure platforms for its applications based on its 
needs today.

Figure 3-4:  Linear scale‐out infrastructure supports the 
needs of the enterprise cloud.

以下是六個以最佳實務流程為基礎的步驟。您必須依照這些步驟定期評
估基礎架構與應用程式環境的安全狀態 (如圖 3-4 所示 )。

評估：收集環境目前的基本安全狀態資料。
衡量：找出缺點。
回報：向適當窗口回報問題，並請他們修正問題。
測試：檢查修正結果。
更新：將最新的安全狀態記錄在基本文件中。
重複執行：根據組織的安全原則，儘可能地重複執行以上步驟。

圖 3-4：可線性橫向擴充的基礎架構能滿足企業雲的需求
 

應用程式移動性
應用程式移動性或許是企業雲最重要的特性。當應用程式不用受限於基
礎架構平台，企業 IT 就能依當下需求，為應用程式選擇最佳的實體與
虛擬基礎架構平台。

重複

更新
測試

回報

衡量

評估

Enterprise Cloud For Dummies, Nutanix Special Edition  10

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.

Enterprise Cloud For Dummies, Nutanix Special Edition  10

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.

Enterprise Cloud For Dummies, Nutanix Special Edition  10

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.

Enterprise Cloud For Dummies, Nutanix Special Edition  10

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.

Enterprise Cloud For Dummies, Nutanix Special Edition  10

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.

Enterprise Cloud For Dummies, Nutanix Special Edition  10

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.

不同環境有不同的效能特性。這些特性必須配合業務及財務績
效的驅動因素。在業務面，IT 必須遵守服務等級協議 (SLA)。
此協議明訂了資料中心環境必須支援的效能與可用性等級。只
有當環境能獲得可預測的效能才適用嚴格的 SLA。此外不同
的應用程式需要不同的 SLA。有些對效能與可用性的要求很
高，有些則較低。

就經濟效益與財務績效來看，不論是初期或長期成本，資料中
心的成本都必須在企業負擔範圍內。如果您購置了可提供高效
能與可用性的環境，但大部分的應用程式並不需要如此高等級
的效能與可用性，您將會平白浪費掉許多錢。同樣的，環境中
的各環節對可用容量的要求不盡相同。您必須確定您的環境可
以支援不同的應用程式，而且每個環節都有足夠的容量，以支
援各自執行的工作負載。

換句話說，您必須在對的時間點與對的環境中執行應用程
式 —— 這 是 企 業 雲 的 主 要 原 則。 應 用 程 式 必 須 要 能 夠 在 
hypervisor、公有雲與容器型的環境間自由移動。

任何雲端、任何時間。

要實現這樣的自主性，需要做到以下幾點：

無須變更應用程式 

保留應用程式狀態、組態與環境要求，將風險降到最低
在不同環境中轉移 SLA

以下是傳統基礎架構無法支援應用程式移動性的主要原因：

資料引力，即資料必須與應用程式位於同一處，應用程
式才能正常運作
應用與執行環境之間必須緊密耦合
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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在不同環境之間移動應用程式時需要手動配置與設定
使用不同平台時需要學習新管理工具、架構與模型

要實現應用程式移動性，您需要解決這些問題，即企業雲必須具備克服
上述阻礙的能力。

在這方面，虛擬化是得力助手。在超融合基礎架構上執行企業雲時，藉
由將工作負載虛擬化，您可以迅速輕鬆地分離資料中心的元件，甚至將
應用程式與執行環境脫勾。除了有效解決資料引力的問題，由於每個元
件都使用通用的管理層，因此您可以毫無後顧之憂地在不同環境之間移
動應用程式。

您不用再學習各種新管理工具，因為在企業雲中，所有元件都可在通用
管理層上管理。 
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關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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彈性復原力與自我修復能力
廣泛的自動化功能

簡單地說，您需要可以無限擴充，而且無單點故障之虞的基礎架構。

平台不一定要是私有雲或本地端的資料庫。重點在於您必須具備混合交
付應用程式的支援力，也就是能夠為業務取向的應用程式提供內部部署
基礎架構與公有雲服務這兩種選擇。

您的企業雲環境也要具備強大的資料保護與災難復原能力、可簡化運作
的分析功能，以及其他重要服務。

由於基礎架構的應用程式需求日趨多樣化，基礎架構上也出現一座座的
孤島。例如，在裸機環境中執行需要 Oracle 與 SQL Server 資料庫的
應用程式，並將其它應用程式虛擬化。這些孤島導致基礎架構的管理相
當困難，因為您得單獨管理每個孤島。企業雲的基礎架構功能必須要能
支援不同應用程式所使用的環境，不論是裸機、虛擬化或容器化環境。

基礎架構是企業雲的基本建構模組。以往建構私有雲時，大多著重於軟
體層——例如雲端管理平台。這些平台位於基礎架構上，並提供自助式
服務、監控、帳務與計費等功能。然而，除非基礎架構可支援橫向擴充，
而且無單點故障的風險，否則您還是無法建造雲端般的環境。

圖 3-1 為使用 Web 規模技術建置的環境

自動化維運
即使您很擅長使用虛擬化資料中心的控制台，您可能還是得按許多按鍵
才能完成工作。您或許已部署一些工具，幫助您達成初步的自動化，但
許多企業或組織仍無法利用這些功能達到他們期待的結果：全自動化。
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 ✓ Resilient and self‐healing

 ✓ Extensive automation

In short, you need an infrastructure that allows you to scale 
without limits and without single points of failure.

The platform needn’t be limited to the private cloud or your 
local datacenter either. You should have the ability to support 
hybrid delivery of applications — that is, you should be able 
to provide choice between on‐premises infrastructure and 
public cloud services for your business‐facing applications.

Your enterprise cloud environment also must offer powerful 
data protection and disaster recovery options, analytics to 
streamline operations, and other critical services.

With the growing diversity in infrastructure needs for appli-
cations, natural silos appear on the infrastructure side. For 
example, some demanding Oracle and SQL Server databases 
may be run in bare metal environments while others are virtu-
alized. These silos make the process of managing infrastruc-
ture incredibly challenging, because you have to manage each 
silo separately. The enterprise cloud needs to deliver infra-
structure capabilities that can support bare metal, virtualized, 
and containerized environments for any application.

Infrastructure is the fundamental building block for the enter-
prise cloud. Past attempts at building private clouds have 
focused on the software layer — such as on cloud manage-
ment platforms — that sit on top of infrastructure and deliver 
self‐service, monitoring, billing, and chargeback capabilities. 
But unless infrastructure is built to scale out and without 
single points of failure, you will not end up with a cloudlike 
environment.

Figure 3‐1 provides a look what the web‐scale world looks like.

Zero‐click operations
Even if you’re the master of the console in your virtualized 
datacenter, you likely still perform lots of clicks to get your 
work done. You may have deployed tools that help you 
achieve the beginnings of automation, but most organizations 
have yet to take these capabilities to their desired and natural 
conclusion: complete automation.
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第四章

建構企業雲
本章重點
▶  了解為何應接納影子 IT
▶   探討 80/20 法則不再適用的原因
▶  了解如何幫助員工迎接新模式的來臨
▶  了解企業雲如何影響經濟與更新週期

            

           已了解 IT 產業的現況及企業雲的「原理」與「作用」。相信您
充分明白企業雲如何帶領公司大步前行。
現在，便只剩下最後一個問題：如何進行實際應用。若要達成這項
目標，您必須改變對 IT 管理的看法、讓員工做好準備迎接變化，並
修改流程與基礎架構。

因此，本章再從頭說起。

調整觀點：迎向改變
革新不易，這眾所皆知。然而，即使在這個經常引領企業或組織創新
的產業中，仍存在著 IT 專家自身也難以接受變革的諷刺事實。

您

2  第一章：企業 IT 現況調查       
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第一章

企業 IT 現況調查

本章重點
▶  探索影響 IT 運作方式的重要趨勢
▶  了解快閃儲存與超融合 (hyperconverged) 基礎架構如何改造資料中心
▶  了解公有雲如何協助 IT 運作，同時帶來新挑戰

日的 IT 部門面臨許多新舊挑戰。除了懸而未解的資源限制問題，
還得用前所未有的方式解決問題。基礎架構仍是一大挑戰，過

近年來的創新技術為 IT 提供了一條出路。本章將探討企業 IT 的現況。

塑造今日 IT 基礎架構的趨勢
受到各種資源孤島演變的影響，IT 基礎架構在近十年來歷經了重大改
變。這些變化造就了現在的 IT，並為企業未來幾年的轉變提供了新舞
台。從儲存、伺服器到軟體，整個資料中心無一倖免。

今
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必須適應環境，才能不落人後。這樣的道理可應用於許多層面，就如 
1980 與 1990 年代間，大型主機維運人員因為無法緊跟趨勢，便只能
被當時定義著 IT 產業的去中心化潮流淘汰。

歷史告訴我們：改變，勢不可擋。從現在開始，試著調整觀看各個事物
的角度，讓革新引領您融入 2020 年及未來的科技洪流中。

接受與管理影子 IT
「若 IT 部門不提供，便沒有人可以使用。」

長久以來，我們經常聽到類似的句子。但這樣的情況早已隨著時代改變。

現在的企業單位可以僅靠一張信用卡取得服務，事實上，很多企業便是
如此。相較於幾年前而言，如今的服務轉變為更加快速的消耗品，而雲
端便是造成影響的關鍵。它讓使用者可快速且輕鬆地取得與使用數以千
計的軟體服務。

除此之外，終端使用者也比從前更了解科技。許多終端使用者樂於接受
創新，在眾多層面上擁有與 IT 員工同等甚至更多的技術知識，是自身
領域中的頂尖專家。

使用者不希望完全仰賴 IT 部門，而是期望能夠依照自己的主張完成
工作。

此現象經常發生在公司內部不為人知的陰暗角落，因此便成為了所謂的
影子 IT。由於 IT 部門無法或不願滿足終端使用者的需求，或使用者認
為 IT 部門效率不彰，因此會自行建構所需系統，不再將尋求 IT 部門協
助視為解決問題的首要選項。

資訊長與其他 IT 部門領導人將影子 IT 視為應當排除的危脅。的確，若
考量到這些因素，這樣的主張確實合理：

安全：儘管終端使用者較從前更加了解科技，但他們對於安全性
的認知仍遠比不上 IT 部門。此外，由於 IT 部門職掌著維護基礎
架構與應用程式安全的責任，因此若無法全面熟知企業或組織所
發生的變動，便難以發揮功用。舉例來說，當個別的企業單位開
始與雲端供應商共享資料時，將無法確實保障這些資料的安全。
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安全：儘管終端使用者較從前更加了解科技，但他們對於安全性
的認知仍遠比不上 IT 部門。此外，由於 IT 部門職掌著維護基礎
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As with so many things, you must adapt or you will be rel-
egated to the dustbin of irrelevancy. Look at how many main-
frame operators who failed to stay current didn’t survive the 
wave of decentralization that defined IT in the 1980s and 1990s.

History teaches that change is inevitable. It’s time for you to 
adjust your perspective on a number of fronts — beginning right 
now — so that you stay relevant into the 2020s and beyond.

Why shadow IT should be 
embraced, but managed
“If IT isn’t providing it, no one should be doing it.”

Variations of this phrase have been around for a long time. 
My, how times have changed.

Today’s business units can stand up services with nothing 
more than a credit card and, frankly, many do so. Services 
have become vastly more consumable than they were just 
a few years ago. You can thank the cloud for much of this. 
Thousands upon thousands of software services are available 
for your users to quickly and easily stand up and consume.

Further, end‐users have become far more tech‐savvy than 
they used to be. Luddites no more, many end‐users rival and 
exceed IT staff technical knowledge in many ways and they 
are the subject matter experts in their areas.

Users don’t want to be fully reliant on IT anymore, either. 
They want to do their jobs on their own terms.

This phenomenon has become known as shadow IT because it 
often happens in the dark corners of the company. End‐user 
departments build systems that they need because IT either 
can’t or won’t build them. Or, users perceive IT as being so 
slow that it makes no sense to engage IT in the first place.

CIOs and other IT leaders see shadow IT as a threat to be 
abolished, and sometimes they have good reasons:

 ✓ Security: Although end‐users have become far more 
savvy about technology, they are often far less knowl-
edgeable than IT about security. Further, IT is charged 

  Chapter 2: Why Enterprise Cloud? 19

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

In essence, you’re making an ownership decision based on 
each individual use case. Likewise, businesses want to bal-
ance owning and renting infrastructure, choosing between 
private (owned) and public (rented) infrastructure depending 
on application workload characteristics. In some situations, 
renting makes sense. In other cases, owning is a better choice.

Public cloud providers benefit from economies of scale in 
terms of lower costs, operational efficiencies through automa-
tion, and appropriate resource sharing, which they pass along 
as cost savings to customers.

Private clouds are better suited to predictable, well‐established 
workloads. For these workloads, you decide that owning the 
infrastructure is a better economic decision.

Before I move on, you should consider one more possibility. 
Suppose you travel all the time to the Caribbean. In this case 
you might want to own a car at that location, even though it 
isn’t your primary residence. Owning may be less expensive 
than continually renting cars. Translating this example to the 
cloud, many organizations are discovering that, once they’ve 
moved a certain amount of workload to the cloud, the eco-
nomics begin to break down. A time comes when, regardless 
of the kind of workload, pulling some of the workloads back to 
the private datacenter makes the most sense.

At a certain point, the economies of scale tip back to favor on‐
premises private cloud environments. Make sure you have a 
deep understanding of your organization’s needs so you know 
which workloads to run in which location.

Understanding data proximity 
and locality
Chapter 1 discusses situations in which people in certain 
regions of the world want to avoid having their data reside 
in certain other regions of the world. Public cloud providers 
have begun to address this issue by deploying new datacen-
ters in new regions, but the need to maintain high‐level econo-
mies of scale can make doing so somewhat challenging.
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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買車或租車的抉擇取決於個別使用案例的情況。同樣地，企
業希望在購買與租用基礎架構之間取得平衡，即根據應用工
作負載特性選擇私有 ( 購買 ) 或公有 ( 租用 ) 的基礎架構。在
某些情況下，租用比較合適，而某些情況下則適合直接購買。

透過自動化與資源共享，幫助客戶節省成本，公有雲廠商可
以藉由更低的成本與更高的營運效率創造規模經濟。

私有雲較適用於可預測且成熟的工作負載。處理這類的工作
負載，建置自己的基礎架構較具經濟效益。

在繼續看下去之前，還要思考一個可能性。假設您每次都去
加勒比海度假，即使那裡不是您的主要居住地，您可能會考
慮在當地買部車，因為買車可能比長期租車更划算。把這個
例子套用在雲端。許多組織發現，當他們將一定數量的工作
負載搬移至雲端，經濟效益愈來愈低。最後，不論是哪種工
作負載，將部份工作負載搬回私有資料中心仍是最好的做法。

到了某個時刻，私有雲的規模經濟會再度超越公有雲。您必
須徹底了解您的組織需求，才能知道該在哪個位置執行哪些
工作負載。

資料鄰近性與本地性
第一章提到某些地區的人不希望他們的資料被存放於特定地
區。為此，公有雲廠商已在各個地區部署新資料中心。然而，
在維持高規模經濟的需求下，這是極大的挑戰。 

  Chapter 2: Why Enterprise Cloud? 19

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

In essence, you’re making an ownership decision based on 
each individual use case. Likewise, businesses want to bal-
ance owning and renting infrastructure, choosing between 
private (owned) and public (rented) infrastructure depending 
on application workload characteristics. In some situations, 
renting makes sense. In other cases, owning is a better choice.

Public cloud providers benefit from economies of scale in 
terms of lower costs, operational efficiencies through automa-
tion, and appropriate resource sharing, which they pass along 
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nomics begin to break down. A time comes when, regardless 
of the kind of workload, pulling some of the workloads back to 
the private datacenter makes the most sense.

At a certain point, the economies of scale tip back to favor on‐
premises private cloud environments. Make sure you have a 
deep understanding of your organization’s needs so you know 
which workloads to run in which location.

Understanding data proximity 
and locality
Chapter 1 discusses situations in which people in certain 
regions of the world want to avoid having their data reside 
in certain other regions of the world. Public cloud providers 
have begun to address this issue by deploying new datacen-
ters in new regions, but the need to maintain high‐level econo-
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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一致性：在工作中應用商業智慧時，維持單一真相至關重要。不
應因為部門的不同便產生不一樣的資料解讀。所有資料元素必須
保持一致，企業或組織才能依據該資料進行決策。

成本：個別使用者皆採用各自專屬的 IT 服務時，便難以實現規模
經濟，並可能因而增加整體成本。

所以，您應該盡全力阻止影子 IT 的發展，對嗎？其實也不盡然。

影子 IT 的出現是因為企業或組織的需求無法獲得滿足。無論這樣的需
求是否真實存在或僅為假設，都無所謂。即使只是基於「可能無法滿足
需求」的觀點，也必定是由企業內部產生的某種問題而導致。

資訊長與其他 IT 部門的領導人應該接受影子 IT 的存在、找出建立影子
系統的原因，並尋找 IT 部門服務的潛在缺陷。IT 部門甚至必須擴展自
身職責，將終端使用者所取用的服務納入業務範圍。

總歸來說，應在 IT 管理流程中提供如何將影子服務納入 IT 管理的方
式，並規定取用這類服務的限制，讓各部門可遵守企業或組織的安全與
資料規範。

您無法再忽視影子 IT，但也不能就此阻止它存在。相反地，必須採用
不同的結構來了解企業的真正需求，確保可在符合企業或組織政策的情
況下滿足這些所需。
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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必須適應環境，才能不落人後。這樣的道理可應用於許多層面，就如 
1980 與 1990 年代間，大型主機維運人員因為無法緊跟趨勢，便只能
被當時定義著 IT 產業的去中心化潮流淘汰。

歷史告訴我們：改變，勢不可擋。從現在開始，試著調整觀看各個事物
的角度，讓革新引領您融入 2020年及未來的科技洪流中。

接受與管理影子 IT
「若 IT 部門不提供，便沒有人可以使用。」

長久以來，我們經常聽到類似的句子。但這樣的情況早已隨著時代改變。

現在的企業單位可以僅靠一張信用卡取得服務，事實上，很多企業便是
如此。相較於幾年前而言，如今的服務轉變為更加快速的消耗品，而雲
端便是造成影響的關鍵。它讓使用者可快速且輕鬆地取得與使用數以千
計的軟體服務。

除此之外，終端使用者也比從前更了解科技。許多終端使用者樂於接受
創新，在眾多層面上擁有與 IT 員工同等甚至更多的技術知識，是自身
領域中的頂尖專家。

使用者不希望完全仰賴 IT 部門，而是期望能夠依照自己的主張完成工
作。

此現象經常發生在公司內部不為人知的陰暗角落，因此便成為了所謂的
影子 IT。由於 IT 部門無法或不願滿足終端使用者的需求，或使用者認
為 IT 部門效率不彰，因此會自行建構所需系統，不再將尋求 IT 部門協
助視為解決問題的首要選項。

資訊長與其他 IT 部門領導人將影子 IT 視為應當排除的危脅。的確，若
考量到這些因素，這樣的主張確實合理：

安全：儘管終端使用者較從前更加了解科技，但他們對於安全性
的認知仍遠比不上 IT 部門。此外，由於 IT 部門職掌著維護基礎
架構與應用程式安全的責任，因此若無法全面熟知企業或組織所
發生的變動，便難以發揮功用。舉例來說，當個別的企業單位開
始與雲端供應商共享資料時，將無法確實保障這些資料的安全。
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As with so many things, you must adapt or you will be rel-
egated to the dustbin of irrelevancy. Look at how many main-
frame operators who failed to stay current didn’t survive the 
wave of decentralization that defined IT in the 1980s and 1990s.

History teaches that change is inevitable. It’s time for you to 
adjust your perspective on a number of fronts — beginning right 
now — so that you stay relevant into the 2020s and beyond.

Why shadow IT should be 
embraced, but managed
“If IT isn’t providing it, no one should be doing it.”

Variations of this phrase have been around for a long time. 
My, how times have changed.

Today’s business units can stand up services with nothing 
more than a credit card and, frankly, many do so. Services 
have become vastly more consumable than they were just 
a few years ago. You can thank the cloud for much of this. 
Thousands upon thousands of software services are available 
for your users to quickly and easily stand up and consume.

Further, end‐users have become far more tech‐savvy than 
they used to be. Luddites no more, many end‐users rival and 
exceed IT staff technical knowledge in many ways and they 
are the subject matter experts in their areas.

Users don’t want to be fully reliant on IT anymore, either. 
They want to do their jobs on their own terms.

This phenomenon has become known as shadow IT because it 
often happens in the dark corners of the company. End‐user 
departments build systems that they need because IT either 
can’t or won’t build them. Or, users perceive IT as being so 
slow that it makes no sense to engage IT in the first place.

CIOs and other IT leaders see shadow IT as a threat to be 
abolished, and sometimes they have good reasons:

 ✓ Security: Although end‐users have become far more 
savvy about technology, they are often far less knowl-
edgeable than IT about security. Further, IT is charged 
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In essence, you’re making an ownership decision based on 
each individual use case. Likewise, businesses want to bal-
ance owning and renting infrastructure, choosing between 
private (owned) and public (rented) infrastructure depending 
on application workload characteristics. In some situations, 
renting makes sense. In other cases, owning is a better choice.

Public cloud providers benefit from economies of scale in 
terms of lower costs, operational efficiencies through automa-
tion, and appropriate resource sharing, which they pass along 
as cost savings to customers.

Private clouds are better suited to predictable, well‐established 
workloads. For these workloads, you decide that owning the 
infrastructure is a better economic decision.

Before I move on, you should consider one more possibility. 
Suppose you travel all the time to the Caribbean. In this case 
you might want to own a car at that location, even though it 
isn’t your primary residence. Owning may be less expensive 
than continually renting cars. Translating this example to the 
cloud, many organizations are discovering that, once they’ve 
moved a certain amount of workload to the cloud, the eco-
nomics begin to break down. A time comes when, regardless 
of the kind of workload, pulling some of the workloads back to 
the private datacenter makes the most sense.

At a certain point, the economies of scale tip back to favor on‐
premises private cloud environments. Make sure you have a 
deep understanding of your organization’s needs so you know 
which workloads to run in which location.

Understanding data proximity 
and locality
Chapter 1 discusses situations in which people in certain 
regions of the world want to avoid having their data reside 
in certain other regions of the world. Public cloud providers 
have begun to address this issue by deploying new datacen-
ters in new regions, but the need to maintain high‐level econo-
mies of scale can make doing so somewhat challenging.
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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過時的 80/20 法則
若您曾為 IT 部門的一員，那麼您大概聽過 80/20 法則。它又稱做帕
雷托法則 (Pareto Principle)，用於表示 IT 部門會將 80% 的預算與
精力用在保持維運基礎，並僅會把剩下的 20% 投注於創新與促使企業
進步。事實上，若要講求最根本的定義，帕雷托法則的解釋是：80% 
的成果取決於 20% 的原因。但正如上所述，這樣的定義也已擴及至 IT 
部門的運作方式。

資訊長、其他 IT 部門領導人與各行政團隊皆努力尋求更好的方法來
解決企業的主要問題，而那 80% 的沉沒成本看來便是最可能的解決
之道。畢竟，若能稍微改善經濟效率，便可將比例調整為 60/40 或 
50/50。大幅提升效率時，IT 組織甚至只需花費 20% 的預算與精力在
維持基礎，可利用剩下的 80% 創造更多價值。

這便是 IT 部門必須努力的方向。80/20 法規早已落伍，在這樣一個要
求企業快速革新的世代，IT 部門必須減少那 80% 的花費，轉而將焦點
著重在可以產生營收的營運活動。

透過採用企業雲來建構超融合基礎架構，IT 部門可將 80% 的預算與精
力用於其他活動。企業雲基礎架構提供自動配置功能與使用者自助服
務，可協助減少使用者對於 IT 部門的依賴，讓 IT 部門員工能專注在企
業本身。此外，經由此一創新的經濟模式，便能即時且輕鬆的擴充基礎
架構，減少那 80% 的 IT 預算。

雙模 IT 為何無法成為長久之計
正如第 1 章所述，普遍的學派皆認為 IT 部門應徹底採用雙模 IT。在雙
模架構下，可將員工分為不同組別，一方面用於維持傳統服務環境，一
方面用以支持開發現代化的應用程式。

2  第二章：為何需要企業雲？
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買車或租車的抉擇取決於個別使用案例的情況。同樣地，企
業希望在購買與租用基礎架構之間取得平衡，即根據應用工
作負載特性選擇私有 ( 購買 ) 或公有 ( 租用 ) 的基礎架構。在
某些情況下，租用比較合適，而某些情況下則適合直接購買。

透過自動化與資源共享，幫助客戶節省成本，公有雲廠商可
以藉由更低的成本與更高的營運效率創造規模經濟。

私有雲較適用於可預測且成熟的工作負載。處理這類的工作
負載，建置自己的基礎架構較具經濟效益。

在繼續看下去之前，還要思考一個可能性。假設您每次都去
加勒比海度假，即使那裡不是您的主要居住地，您可能會考
慮在當地買部車，因為買車可能比長期租車更划算。把這個
例子套用在雲端。許多組織發現，當他們將一定數量的工作
負載搬移至雲端，經濟效益愈來愈低。最後，不論是哪種工
作負載，將部份工作負載搬回私有資料中心仍是最好的做法。

到了某個時刻，私有雲的規模經濟會再度超越公有雲。您必
須徹底了解您的組織需求，才能知道該在哪個位置執行哪些
工作負載。

資料鄰近性與本地性
第一章提到某些地區的人不希望他們的資料被存放於特定地
區。為此，公有雲廠商已在各個地區部署新資料中心。然而，
在維持高規模經濟的需求下，這是極大的挑戰。 
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In essence, you’re making an ownership decision based on 
each individual use case. Likewise, businesses want to bal-
ance owning and renting infrastructure, choosing between 
private (owned) and public (rented) infrastructure depending 
on application workload characteristics. In some situations, 
renting makes sense. In other cases, owning is a better choice.

Public cloud providers benefit from economies of scale in 
terms of lower costs, operational efficiencies through automa-
tion, and appropriate resource sharing, which they pass along 
as cost savings to customers.

Private clouds are better suited to predictable, well‐established 
workloads. For these workloads, you decide that owning the 
infrastructure is a better economic decision.

Before I move on, you should consider one more possibility. 
Suppose you travel all the time to the Caribbean. In this case 
you might want to own a car at that location, even though it 
isn’t your primary residence. Owning may be less expensive 
than continually renting cars. Translating this example to the 
cloud, many organizations are discovering that, once they’ve 
moved a certain amount of workload to the cloud, the eco-
nomics begin to break down. A time comes when, regardless 
of the kind of workload, pulling some of the workloads back to 
the private datacenter makes the most sense.

At a certain point, the economies of scale tip back to favor on‐
premises private cloud environments. Make sure you have a 
deep understanding of your organization’s needs so you know 
which workloads to run in which location.

Understanding data proximity 
and locality
Chapter 1 discusses situations in which people in certain 
regions of the world want to avoid having their data reside 
in certain other regions of the world. Public cloud providers 
have begun to address this issue by deploying new datacen-
ters in new regions, but the need to maintain high‐level econo-
mies of scale can make doing so somewhat challenging.
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intended to help keep drives alive. From wear leveling — in 
which a flash controller prevents a drive from pounding 
the same cells over and over — to active write avoidance 
 techniques — such as deduplication and compression, which 
reduce the need to write data in the first place, the issue of 
whether a flash disk will fail during its usable life has been 
practically solved.

The short version is this: Flash is here. It isn’t going anywhere. 
It’s fast; it’s durable and dependable. And it’s becoming more 
affordable every month.

Software‐defined functionality
At the same time that flash storage has become common in 
the datacenter, Intel has continued to release processors with 
massive numbers of cores just begging to be set free. The 
plethora of computing performance is being wrangled into 
submission through the use of powerful software tools, which 
are steadily replacing functions that used to be handled solely 
in hardware.

Why is this change important? In most cases, customized 
hardware is expensive, particularly when the hardware is per-
forming a task that can easily be solved by using a commod-
ity CPU with software. ASICs and FPGAs require occasional 
 respinning — or updating — to remain viable. Over time this 
solution becomes expensive, particularly when the functional-
ity can easily be replaced with a pure software component.

Today, we’re seeing the rise of what has become known as the 
software defined datacenter (SDDC), a phenomenon enabled 
by commoditization of hardware. SDDCs allow far greater flex-
ibility in datacenter configuration while also helping to reduce 
overall costs.

Hardware commoditization
Remember when I mentioned that Intel processor in the pre-
vious section? Well, that company is at the core of another 
revolution in the datacenter: hardware commoditization.
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然而，這樣的支援方式卻具有費用昂貴與效率不彰等問題，因
此僅能根據現況進行暫時修復，卻無法真正根治問題本身。

相較於試著依據不同的應用情況與基礎架構支援模式來搭建系
統結構，使用具備可支援兩種模式的基礎架構應是更為合理的
計畫。

企業雲便是能幫助您達成計畫的最佳工具，讓您獲得可輔助資
產運用並同時協助管理現代化應用程式的基礎架構模式。

幫助員工迎接新模式的來臨
相較於處理「人」的問題，解決技術問題簡直輕而易舉！然而，
若要變更 IT 部門與基礎架構，便不得忽視這個層面，必須確
保員工已做好準備迎向改變。

長期以來，企業必須雇用不同專家來處理 IT 基礎架構的各個
領域。隨著企業或組織勇於開創新的世代，IT 部門似乎需要聘
用更多的專家來操作迅速增長的資源。

但，事實卻未必如此。

採用超融合基礎架構的企業雲不須經由專家操作。您不需高額
聘用儲存管理員、虛擬化管理員或系統管理員來維持傳統應用
程式。您也不必雇用雲端專家來管理您的公有雲系統。

在企業雲的基礎上，您只需要任用具備廣泛知識的 IT 專業人
員，儘管這些 IT 通才不具備領域專精，但卻是支撐著資料中
心未來的主要關鍵，他們將站在最前端，為企業簡化繁雜的資
料中心技術。

這項改變也許會在最初對現有的部門人員造成威脅，尤其是那
些將自己定義為領域頂尖專家的人。因為新的模式中同樣也具
有這些領域，因此您可以讓現有的人員調任為權力較低的職員
角色。但這也可讓部門人員更加正視企業的需求，將 IT 部門
的關注焦點從基礎架構轉為商業利潤。

2  企業雲入門系列，Nutanix 特輯 
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必須適應環境，才能不落人後。這樣的道理可應用於許多層面，就如 
1980 與 1990 年代間，大型主機維運人員因為無法緊跟趨勢，便只能
被當時定義著 IT 產業的去中心化潮流淘汰。

歷史告訴我們：改變，勢不可擋。從現在開始，試著調整觀看各個事物
的角度，讓革新引領您融入 2020年及未來的科技洪流中。

接受與管理影子 IT
「若 IT 部門不提供，便沒有人可以使用。」

長久以來，我們經常聽到類似的句子。但這樣的情況早已隨著時代改變。

現在的企業單位可以僅靠一張信用卡取得服務，事實上，很多企業便是
如此。相較於幾年前而言，如今的服務轉變為更加快速的消耗品，而雲
端便是造成影響的關鍵。它讓使用者可快速且輕鬆地取得與使用數以千
計的軟體服務。

除此之外，終端使用者也比從前更了解科技。許多終端使用者樂於接受
創新，在眾多層面上擁有與 IT 員工同等甚至更多的技術知識，是自身
領域中的頂尖專家。

使用者不希望完全仰賴 IT 部門，而是期望能夠依照自己的主張完成工
作。

此現象經常發生在公司內部不為人知的陰暗角落，因此便成為了所謂的
影子 IT。由於 IT 部門無法或不願滿足終端使用者的需求，或使用者認
為 IT 部門效率不彰，因此會自行建構所需系統，不再將尋求 IT 部門協
助視為解決問題的首要選項。

資訊長與其他 IT 部門領導人將影子 IT 視為應當排除的危脅。的確，若
考量到這些因素，這樣的主張確實合理：

安全：儘管終端使用者較從前更加了解科技，但他們對於安全性
的認知仍遠比不上 IT 部門。此外，由於 IT 部門職掌著維護基礎
架構與應用程式安全的責任，因此若無法全面熟知企業或組織所
發生的變動，便難以發揮功用。舉例來說，當個別的企業單位開
始與雲端供應商共享資料時，將無法確實保障這些資料的安全。
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As with so many things, you must adapt or you will be rel-
egated to the dustbin of irrelevancy. Look at how many main-
frame operators who failed to stay current didn’t survive the 
wave of decentralization that defined IT in the 1980s and 1990s.

History teaches that change is inevitable. It’s time for you to 
adjust your perspective on a number of fronts — beginning right 
now — so that you stay relevant into the 2020s and beyond.

Why shadow IT should be 
embraced, but managed
“If IT isn’t providing it, no one should be doing it.”

Variations of this phrase have been around for a long time. 
My, how times have changed.

Today’s business units can stand up services with nothing 
more than a credit card and, frankly, many do so. Services 
have become vastly more consumable than they were just 
a few years ago. You can thank the cloud for much of this. 
Thousands upon thousands of software services are available 
for your users to quickly and easily stand up and consume.

Further, end‐users have become far more tech‐savvy than 
they used to be. Luddites no more, many end‐users rival and 
exceed IT staff technical knowledge in many ways and they 
are the subject matter experts in their areas.

Users don’t want to be fully reliant on IT anymore, either. 
They want to do their jobs on their own terms.

This phenomenon has become known as shadow IT because it 
often happens in the dark corners of the company. End‐user 
departments build systems that they need because IT either 
can’t or won’t build them. Or, users perceive IT as being so 
slow that it makes no sense to engage IT in the first place.

CIOs and other IT leaders see shadow IT as a threat to be 
abolished, and sometimes they have good reasons:

 ✓ Security: Although end‐users have become far more 
savvy about technology, they are often far less knowl-
edgeable than IT about security. Further, IT is charged 
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In essence, you’re making an ownership decision based on 
each individual use case. Likewise, businesses want to bal-
ance owning and renting infrastructure, choosing between 
private (owned) and public (rented) infrastructure depending 
on application workload characteristics. In some situations, 
renting makes sense. In other cases, owning is a better choice.

Public cloud providers benefit from economies of scale in 
terms of lower costs, operational efficiencies through automa-
tion, and appropriate resource sharing, which they pass along 
as cost savings to customers.

Private clouds are better suited to predictable, well‐established 
workloads. For these workloads, you decide that owning the 
infrastructure is a better economic decision.

Before I move on, you should consider one more possibility. 
Suppose you travel all the time to the Caribbean. In this case 
you might want to own a car at that location, even though it 
isn’t your primary residence. Owning may be less expensive 
than continually renting cars. Translating this example to the 
cloud, many organizations are discovering that, once they’ve 
moved a certain amount of workload to the cloud, the eco-
nomics begin to break down. A time comes when, regardless 
of the kind of workload, pulling some of the workloads back to 
the private datacenter makes the most sense.

At a certain point, the economies of scale tip back to favor on‐
premises private cloud environments. Make sure you have a 
deep understanding of your organization’s needs so you know 
which workloads to run in which location.

Understanding data proximity 
and locality
Chapter 1 discusses situations in which people in certain 
regions of the world want to avoid having their data reside 
in certain other regions of the world. Public cloud providers 
have begun to address this issue by deploying new datacen-
ters in new regions, but the need to maintain high‐level econo-
mies of scale can make doing so somewhat challenging.
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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調整流程與基礎架構
除了人的問題外，也需要重新思考如何處理 IT 流程與基礎架構。

重新思考基礎架構的經濟性
若要找到思考的開端，可以先從目前的 IT 更新週期開始。在這樣的情
況下，我假設企業的更新週期為五年，如圖 4-1 的視覺化圖形所示。

購買基礎架構產品時，即使耗盡容量，實際上也可能已經超額購買。這
怎麼可能？圖 4-1 中的水平線表示您已購買的總容量。在這裡，容量並
不僅代表儲存空間，也用於表示可用的處理量 (CPU) 及 RAM。

多數 IT 部門會依據對更新週期內所需程度的假設進行購買。他們的預
估有時正確，有時卻不然。但唯有一項事實才是恆久不變的真理：在某
段時間內，您根本不可能會用完所有已購買的容量。

圖 4-1 的斜線表示購買此基礎架構產品之企業所需的實際工作負載需
求。圖中的兩條線於第 4 年時交會。第 4 年前的陰影區域則表示企業
所「浪費」的資源。我將此稱為零投資回報率區域。這間虛擬公司的工
作負載在三年多後才會增長為與已購買容量相符的值。
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必須適應環境，才能不落人後。這樣的道理可應用於許多層面，就如 
1980 與 1990 年代間，大型主機維運人員因為無法緊跟趨勢，便只能
被當時定義著 IT 產業的去中心化潮流淘汰。

歷史告訴我們：改變，勢不可擋。從現在開始，試著調整觀看各個事物
的角度，讓革新引領您融入 2020年及未來的科技洪流中。

接受與管理影子 IT
「若 IT 部門不提供，便沒有人可以使用。」

長久以來，我們經常聽到類似的句子。但這樣的情況早已隨著時代改變。

現在的企業單位可以僅靠一張信用卡取得服務，事實上，很多企業便是
如此。相較於幾年前而言，如今的服務轉變為更加快速的消耗品，而雲
端便是造成影響的關鍵。它讓使用者可快速且輕鬆地取得與使用數以千
計的軟體服務。

除此之外，終端使用者也比從前更了解科技。許多終端使用者樂於接受
創新，在眾多層面上擁有與 IT 員工同等甚至更多的技術知識，是自身
領域中的頂尖專家。

使用者不希望完全仰賴 IT 部門，而是期望能夠依照自己的主張完成工
作。

此現象經常發生在公司內部不為人知的陰暗角落，因此便成為了所謂的
影子 IT。由於 IT 部門無法或不願滿足終端使用者的需求，或使用者認
為 IT 部門效率不彰，因此會自行建構所需系統，不再將尋求 IT 部門協
助視為解決問題的首要選項。

資訊長與其他 IT 部門領導人將影子 IT 視為應當排除的危脅。的確，若
考量到這些因素，這樣的主張確實合理：

安全：儘管終端使用者較從前更加了解科技，但他們對於安全性
的認知仍遠比不上 IT 部門。此外，由於 IT 部門職掌著維護基礎
架構與應用程式安全的責任，因此若無法全面熟知企業或組織所
發生的變動，便難以發揮功用。舉例來說，當個別的企業單位開
始與雲端供應商共享資料時，將無法確實保障這些資料的安全。
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As with so many things, you must adapt or you will be rel-
egated to the dustbin of irrelevancy. Look at how many main-
frame operators who failed to stay current didn’t survive the 
wave of decentralization that defined IT in the 1980s and 1990s.

History teaches that change is inevitable. It’s time for you to 
adjust your perspective on a number of fronts — beginning right 
now — so that you stay relevant into the 2020s and beyond.

Why shadow IT should be 
embraced, but managed
“If IT isn’t providing it, no one should be doing it.”

Variations of this phrase have been around for a long time. 
My, how times have changed.

Today’s business units can stand up services with nothing 
more than a credit card and, frankly, many do so. Services 
have become vastly more consumable than they were just 
a few years ago. You can thank the cloud for much of this. 
Thousands upon thousands of software services are available 
for your users to quickly and easily stand up and consume.

Further, end‐users have become far more tech‐savvy than 
they used to be. Luddites no more, many end‐users rival and 
exceed IT staff technical knowledge in many ways and they 
are the subject matter experts in their areas.

Users don’t want to be fully reliant on IT anymore, either. 
They want to do their jobs on their own terms.

This phenomenon has become known as shadow IT because it 
often happens in the dark corners of the company. End‐user 
departments build systems that they need because IT either 
can’t or won’t build them. Or, users perceive IT as being so 
slow that it makes no sense to engage IT in the first place.

CIOs and other IT leaders see shadow IT as a threat to be 
abolished, and sometimes they have good reasons:

 ✓ Security: Although end‐users have become far more 
savvy about technology, they are often far less knowl-
edgeable than IT about security. Further, IT is charged 
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In essence, you’re making an ownership decision based on 
each individual use case. Likewise, businesses want to bal-
ance owning and renting infrastructure, choosing between 
private (owned) and public (rented) infrastructure depending 
on application workload characteristics. In some situations, 
renting makes sense. In other cases, owning is a better choice.

Public cloud providers benefit from economies of scale in 
terms of lower costs, operational efficiencies through automa-
tion, and appropriate resource sharing, which they pass along 
as cost savings to customers.

Private clouds are better suited to predictable, well‐established 
workloads. For these workloads, you decide that owning the 
infrastructure is a better economic decision.

Before I move on, you should consider one more possibility. 
Suppose you travel all the time to the Caribbean. In this case 
you might want to own a car at that location, even though it 
isn’t your primary residence. Owning may be less expensive 
than continually renting cars. Translating this example to the 
cloud, many organizations are discovering that, once they’ve 
moved a certain amount of workload to the cloud, the eco-
nomics begin to break down. A time comes when, regardless 
of the kind of workload, pulling some of the workloads back to 
the private datacenter makes the most sense.

At a certain point, the economies of scale tip back to favor on‐
premises private cloud environments. Make sure you have a 
deep understanding of your organization’s needs so you know 
which workloads to run in which location.

Understanding data proximity 
and locality
Chapter 1 discusses situations in which people in certain 
regions of the world want to avoid having their data reside 
in certain other regions of the world. Public cloud providers 
have begun to address this issue by deploying new datacen-
ters in new regions, but the need to maintain high‐level econo-
mies of scale can make doing so somewhat challenging.
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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彈性復原力與自我修復能力
廣泛的自動化功能

簡單地說，您需要可以無限擴充，而且無單點故障之虞的基礎架構。

平台不一定要是私有雲或本地端的資料庫。重點在於您必須具備混合交
付應用程式的支援力，也就是能夠為業務取向的應用程式提供內部部署
基礎架構與公有雲服務這兩種選擇。

您的企業雲環境也要具備強大的資料保護與災難復原能力、可簡化運作
的分析功能，以及其他重要服務。

由於基礎架構的應用程式需求日趨多樣化，基礎架構上也出現一座座的
孤島。例如，在裸機環境中執行需要 Oracle 與 SQL Server 資料庫的
應用程式，並將其它應用程式虛擬化。這些孤島導致基礎架構的管理相
當困難，因為您得單獨管理每個孤島。企業雲的基礎架構功能必須要能
支援不同應用程式所使用的環境，不論是裸機、虛擬化或容器化環境。

基礎架構是企業雲的基本建構模組。以往建構私有雲時，大多著重於軟
體層——例如雲端管理平台。這些平台位於基礎架構上，並提供自助式
服務、監控、帳務與計費等功能。然而，除非基礎架構可支援橫向擴充，
而且無單點故障的風險，否則您還是無法建造雲端般的環境。

圖 3-1 為使用 Web 規模技術建置的環境

自動化維運
即使您很擅長使用虛擬化資料中心的控制台，您可能還是得按許多按鍵
才能完成工作。您或許已部署一些工具，幫助您達成初步的自動化，但
許多企業或組織仍無法利用這些功能達到他們期待的結果：全自動化。
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 ✓ Resilient and self‐healing

 ✓ Extensive automation

In short, you need an infrastructure that allows you to scale 
without limits and without single points of failure.

The platform needn’t be limited to the private cloud or your 
local datacenter either. You should have the ability to support 
hybrid delivery of applications — that is, you should be able 
to provide choice between on‐premises infrastructure and 
public cloud services for your business‐facing applications.

Your enterprise cloud environment also must offer powerful 
data protection and disaster recovery options, analytics to 
streamline operations, and other critical services.

With the growing diversity in infrastructure needs for appli-
cations, natural silos appear on the infrastructure side. For 
example, some demanding Oracle and SQL Server databases 
may be run in bare metal environments while others are virtu-
alized. These silos make the process of managing infrastruc-
ture incredibly challenging, because you have to manage each 
silo separately. The enterprise cloud needs to deliver infra-
structure capabilities that can support bare metal, virtualized, 
and containerized environments for any application.

Infrastructure is the fundamental building block for the enter-
prise cloud. Past attempts at building private clouds have 
focused on the software layer — such as on cloud manage-
ment platforms — that sit on top of infrastructure and deliver 
self‐service, monitoring, billing, and chargeback capabilities. 
But unless infrastructure is built to scale out and without 
single points of failure, you will not end up with a cloudlike 
environment.

Figure 3‐1 provides a look what the web‐scale world looks like.

Zero‐click operations
Even if you’re the master of the console in your virtualized 
datacenter, you likely still perform lots of clicks to get your 
work done. You may have deployed tools that help you 
achieve the beginnings of automation, but most organizations 
have yet to take these capabilities to their desired and natural 
conclusion: complete automation.
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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 ✓ Resilient and self‐healing

 ✓ Extensive automation

In short, you need an infrastructure that allows you to scale 
without limits and without single points of failure.

The platform needn’t be limited to the private cloud or your 
local datacenter either. You should have the ability to support 
hybrid delivery of applications — that is, you should be able 
to provide choice between on‐premises infrastructure and 
public cloud services for your business‐facing applications.

Your enterprise cloud environment also must offer powerful 
data protection and disaster recovery options, analytics to 
streamline operations, and other critical services.

With the growing diversity in infrastructure needs for appli-
cations, natural silos appear on the infrastructure side. For 
example, some demanding Oracle and SQL Server databases 
may be run in bare metal environments while others are virtu-
alized. These silos make the process of managing infrastruc-
ture incredibly challenging, because you have to manage each 
silo separately. The enterprise cloud needs to deliver infra-
structure capabilities that can support bare metal, virtualized, 
and containerized environments for any application.

Infrastructure is the fundamental building block for the enter-
prise cloud. Past attempts at building private clouds have 
focused on the software layer — such as on cloud manage-
ment platforms — that sit on top of infrastructure and deliver 
self‐service, monitoring, billing, and chargeback capabilities. 
But unless infrastructure is built to scale out and without 
single points of failure, you will not end up with a cloudlike 
environment.

Figure 3‐1 provides a look what the web‐scale world looks like.

Zero‐click operations
Even if you’re the master of the console in your virtualized 
datacenter, you likely still perform lots of clicks to get your 
work done. You may have deployed tools that help you 
achieve the beginnings of automation, but most organizations 
have yet to take these capabilities to their desired and natural 
conclusion: complete automation.
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Additionally, the organization did not reach the end of its 
replacement cycle before running out of capacity. This means 
the company must make an out‐of‐cycle infrastructure pur-
chase to add capacity.

With enterprise cloud and hyperconverged infrastructure, 
you can begin to adopt a just‐in‐time approach to datacenter 
resources. This method allows you to also adopt cloudlike 
pay‐as‐you‐go economics. Figure 4‐2 shows what such a sce-
nario might look like. In Year 1, you buy what you need for 
that year, making sure to keep your purchased capacity just a 
little ahead of your workload needs.

Under this model, you have no zero ROI zone. You’re effec-
tively using what you’ve purchased. Your upfront economics 
are far better than they are with traditional infrastructure. In 
short, you aren’t wasting your capacity.

Notice that your organization didn’t run out of capacity in 
Year 4. Instead, your company simply added more nodes to 
its hyperconverged infrastructure‐based enterprise cloud 
environment. You’ve successfully operationalized the changes 
you’ve made to the datacenter environment.

Figure 4-1:  Traditional infrastructure procurement economics is not a 
viable solution.

此外，企業或組織也不會在用盡容量前達到更新週期尾段。這
表示公司勢必得在週期外購買基礎架構來擴充容量。

    

圖 4-1：傳統基礎架構的採購經濟學並非可行的解決方案 

藉由企業雲與超融合基礎架構，您可即時取用資料中心的資
源。此外，此方式也讓您能使用如雲端般隨用隨付的經濟模
式。圖 4-2 所顯示的情境便是類似的情況。在第 1 年時，您會
依據當年度的需求進行購買，確保所購買的容量僅會稍微超出
工作負載的需求。

在此模式下，並不會產生零投資回報率 (ROI) 區域，可有效
運用已購買的資源。此時的經濟效益也會較購買傳統基礎架構
時高出許多。簡而言之，也就是說不會浪費容量。

我們可以從圖表中注意到，企業或組織並不會在第 4 年時耗
盡容量。相反地，公司可以透過新增更多節點至以超融合基礎
架構打造的企業雲，以成功改變資料中心的維運環境。
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負載 已購買的容量
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依據當年度的需求進行購買，確保所購買的容量僅會稍微超出
工作負載的需求。

在此模式下，並不會產生零投資回報率 (ROI) 區域，可有效
運用已購買的資源。此時的經濟效益也會較購買傳統基礎架構
時高出許多。簡而言之，也就是說不會浪費容量。

我們可以從圖表中注意到，企業或組織並不會在第 4 年時耗
盡容量。相反地，公司可以透過新增更多節點至以超融合基礎
架構打造的企業雲，以成功改變資料中心的維運環境。

第 1 年         第 2 年        第 3 年       第 4 年        第 5 年
負載 已購買的容量
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Understanding disaggregation 
and the replacement cycle
With enterprise cloud based on hyperconverged infra-
structure, you no longer have to worry about trying to 
manage resources separately. Instead, resources are aggre-
gated and scaled together in a somewhat linear manner. 
Hyperconverged infrastructure vendors typically make it pos-
sible for end‐users to focus on needed resources as they add 
new capacity. For example, if you’re running low on storage 
capacity, your new node can be storage heavy, although it will 
have CPU and RAM as well.

A disaggregated replacement cycle is far more difficult to 
manage than one based on aggregation, as is the case with 
hyperconverged infrastructure. As you seek to scale your 
enterprise cloud environment, you don’t need to focus on 
individual resources. You simply worry about the needs of 
your workloads, and add nodes as necessary.

Figure 4-2:  Hyperconvergence and enterprise cloud can help you to 
reinvent the IT budget.

分解與更新週期
藉由基於超融合基礎架構打造的企業雲，無需再為嘗試分別管理資源擔
心。相反地，可以線性方式整合與擴充資源。超融合基礎架構供應商讓
終端使用者能在新增容量的同時更加聚焦於所需資源。例如，當儲存容
量逐漸耗盡時，儘管有 CPU 和 RAM，新節點的仍可能會佔據大量儲
存空間。

相較於整合式更新週期而言，分解式 (disaggregated) 更新週期更加
難以管理，使用超融合基礎架構時也是如此。想要擴充企業雲的規模
時，您不必將重點放在單獨的資源上，只需擔心的工作負載，並新增必
要的節點。

第 1 年         第 2 年        第 3 年       第 4 年        第 5 年
負載 已購買的容量

圖 4-2：超融合基礎架構與企業雲可協助您重新分配 IT 預算
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 ✓ Resilient and self‐healing

 ✓ Extensive automation

In short, you need an infrastructure that allows you to scale 
without limits and without single points of failure.

The platform needn’t be limited to the private cloud or your 
local datacenter either. You should have the ability to support 
hybrid delivery of applications — that is, you should be able 
to provide choice between on‐premises infrastructure and 
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With the growing diversity in infrastructure needs for appli-
cations, natural silos appear on the infrastructure side. For 
example, some demanding Oracle and SQL Server databases 
may be run in bare metal environments while others are virtu-
alized. These silos make the process of managing infrastruc-
ture incredibly challenging, because you have to manage each 
silo separately. The enterprise cloud needs to deliver infra-
structure capabilities that can support bare metal, virtualized, 
and containerized environments for any application.

Infrastructure is the fundamental building block for the enter-
prise cloud. Past attempts at building private clouds have 
focused on the software layer — such as on cloud manage-
ment platforms — that sit on top of infrastructure and deliver 
self‐service, monitoring, billing, and chargeback capabilities. 
But unless infrastructure is built to scale out and without 
single points of failure, you will not end up with a cloudlike 
environment.

Figure 3‐1 provides a look what the web‐scale world looks like.

Zero‐click operations
Even if you’re the master of the console in your virtualized 
datacenter, you likely still perform lots of clicks to get your 
work done. You may have deployed tools that help you 
achieve the beginnings of automation, but most organizations 
have yet to take these capabilities to their desired and natural 
conclusion: complete automation.
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存空間。
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難以管理，使用超融合基礎架構時也是如此。想要擴充企業雲的規模
時，您不必將重點放在單獨的資源上，只需擔心的工作負載，並新增必
要的節點。
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必須適應環境，才能不落人後。這樣的道理可應用於許多層面，就如 
1980 與 1990 年代間，大型主機維運人員因為無法緊跟趨勢，便只能
被當時定義著 IT 產業的去中心化潮流淘汰。

歷史告訴我們：改變，勢不可擋。從現在開始，試著調整觀看各個事物
的角度，讓革新引領您融入 2020年及未來的科技洪流中。

接受與管理影子 IT
「若 IT 部門不提供，便沒有人可以使用。」

長久以來，我們經常聽到類似的句子。但這樣的情況早已隨著時代改變。

現在的企業單位可以僅靠一張信用卡取得服務，事實上，很多企業便是
如此。相較於幾年前而言，如今的服務轉變為更加快速的消耗品，而雲
端便是造成影響的關鍵。它讓使用者可快速且輕鬆地取得與使用數以千
計的軟體服務。

除此之外，終端使用者也比從前更了解科技。許多終端使用者樂於接受
創新，在眾多層面上擁有與 IT 員工同等甚至更多的技術知識，是自身
領域中的頂尖專家。

使用者不希望完全仰賴 IT 部門，而是期望能夠依照自己的主張完成工
作。

此現象經常發生在公司內部不為人知的陰暗角落，因此便成為了所謂的
影子 IT。由於 IT 部門無法或不願滿足終端使用者的需求，或使用者認
為 IT 部門效率不彰，因此會自行建構所需系統，不再將尋求 IT 部門協
助視為解決問題的首要選項。

資訊長與其他 IT 部門領導人將影子 IT 視為應當排除的危脅。的確，若
考量到這些因素，這樣的主張確實合理：

安全：儘管終端使用者較從前更加了解科技，但他們對於安全性
的認知仍遠比不上 IT 部門。此外，由於 IT 部門職掌著維護基礎
架構與應用程式安全的責任，因此若無法全面熟知企業或組織所
發生的變動，便難以發揮功用。舉例來說，當個別的企業單位開
始與雲端供應商共享資料時，將無法確實保障這些資料的安全。
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As with so many things, you must adapt or you will be rel-
egated to the dustbin of irrelevancy. Look at how many main-
frame operators who failed to stay current didn’t survive the 
wave of decentralization that defined IT in the 1980s and 1990s.

History teaches that change is inevitable. It’s time for you to 
adjust your perspective on a number of fronts — beginning right 
now — so that you stay relevant into the 2020s and beyond.

Why shadow IT should be 
embraced, but managed
“If IT isn’t providing it, no one should be doing it.”

Variations of this phrase have been around for a long time. 
My, how times have changed.

Today’s business units can stand up services with nothing 
more than a credit card and, frankly, many do so. Services 
have become vastly more consumable than they were just 
a few years ago. You can thank the cloud for much of this. 
Thousands upon thousands of software services are available 
for your users to quickly and easily stand up and consume.

Further, end‐users have become far more tech‐savvy than 
they used to be. Luddites no more, many end‐users rival and 
exceed IT staff technical knowledge in many ways and they 
are the subject matter experts in their areas.

Users don’t want to be fully reliant on IT anymore, either. 
They want to do their jobs on their own terms.

This phenomenon has become known as shadow IT because it 
often happens in the dark corners of the company. End‐user 
departments build systems that they need because IT either 
can’t or won’t build them. Or, users perceive IT as being so 
slow that it makes no sense to engage IT in the first place.

CIOs and other IT leaders see shadow IT as a threat to be 
abolished, and sometimes they have good reasons:

 ✓ Security: Although end‐users have become far more 
savvy about technology, they are often far less knowl-
edgeable than IT about security. Further, IT is charged 
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In essence, you’re making an ownership decision based on 
each individual use case. Likewise, businesses want to bal-
ance owning and renting infrastructure, choosing between 
private (owned) and public (rented) infrastructure depending 
on application workload characteristics. In some situations, 
renting makes sense. In other cases, owning is a better choice.

Public cloud providers benefit from economies of scale in 
terms of lower costs, operational efficiencies through automa-
tion, and appropriate resource sharing, which they pass along 
as cost savings to customers.

Private clouds are better suited to predictable, well‐established 
workloads. For these workloads, you decide that owning the 
infrastructure is a better economic decision.

Before I move on, you should consider one more possibility. 
Suppose you travel all the time to the Caribbean. In this case 
you might want to own a car at that location, even though it 
isn’t your primary residence. Owning may be less expensive 
than continually renting cars. Translating this example to the 
cloud, many organizations are discovering that, once they’ve 
moved a certain amount of workload to the cloud, the eco-
nomics begin to break down. A time comes when, regardless 
of the kind of workload, pulling some of the workloads back to 
the private datacenter makes the most sense.

At a certain point, the economies of scale tip back to favor on‐
premises private cloud environments. Make sure you have a 
deep understanding of your organization’s needs so you know 
which workloads to run in which location.

Understanding data proximity 
and locality
Chapter 1 discusses situations in which people in certain 
regions of the world want to avoid having their data reside 
in certain other regions of the world. Public cloud providers 
have begun to address this issue by deploying new datacen-
ters in new regions, but the need to maintain high‐level econo-
mies of scale can make doing so somewhat challenging.
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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第五章

IT 的未來：企業雲成為
關鍵的十個原因

         

業雲在 IT 產業的未來無可限量且影響廣大。接下來，就讓我
們了解為何              企業雲是影響 IT 未來關鍵的十個原因：

全新的經濟模式：傳統的 IT 經濟模式早已過時且不敷使用。有了
企業雲，您便可採用公有雲的隨用隨付功能，並同時建構一個可
執行傳統與新型應用程式的共通基礎架構。

聚焦終端使用者：使用者已開始要求新的服務，但您可能仍對此
一無所知。除非深入探索使用者部署影子 IT 系統的原因，否則您
無法了解使用者的真正需求。企業雲可協助您以終端使用者的視
角發現並有效解決不足之處。

IT 部門更快速的反應力：普遍而言，IT 部門的反應速度較慢，尤
其是與可立即部署新基礎架構的雲端使用者相比時，更是如此。
有了企業雲，您便可提升反應能力，為自家企業的使用者快速搭
建基礎架構。

回歸商業 IT 本質：若運用得當，80/20 法則也可變為 20/80 法
則。企業雲可協助您完成這項轉變，為您量身打造專屬服務，讓 
IT 部門不再僅用於維持企業的基礎營運，更能專注於生產利潤的
活動。

合理化的公有雲：內部部署規模經濟、立即的部署力及強大的管
理工具，這一切皆可在企業雲的協助下，讓您透過自身的基礎
結構實現。 

企
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第一章

企業 IT 現況調查

本章重點
▶  探索影響 IT 運作方式的重要趨勢
▶  了解快閃儲存與超融合 (hyperconverged) 基礎架構如何改造資料中心
▶  了解公有雲如何協助 IT 運作，同時帶來新挑戰

日的 IT 部門面臨許多新舊挑戰。除了懸而未解的資源限制問題，
還得用前所未有的方式解決問題。基礎架構仍是一大挑戰，過

近年來的創新技術為 IT 提供了一條出路。本章將探討企業 IT 的現況。

塑造今日 IT 基礎架構的趨勢
受到各種資源孤島演變的影響，IT 基礎架構在近十年來歷經了重大改
變。這些變化造就了現在的 IT，並為企業未來幾年的轉變提供了新舞
台。從儲存、伺服器到軟體，整個資料中心無一倖免。

今
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Surveying the State of IT 
for the Enterprise

In This Chapter
 ▶ Discovering the key trends that affect the way IT does business

 ▶ Learning why flash storage and hyperconverged infrastructure have 
revolutionized the datacenter

 ▶ Finding out how the public cloud can enable IT but creates new 
 challenges to overcome

T 
he challenges facing today’s IT function are both familiar 
and strange. IT faces the same kinds of resource con-

straints it’s always had, but new and different solutions now 
provide ways to address them. Infrastructure is still a chal-
lenge, but recent innovations offer a path beyond the rough 
spots. This chapter explores the current state of enterprise IT.

Trends Shaping IT Infrastructure 
Today

In the past decade, IT infrastructure has undergone a revolu-
tion stemming from a number of evolutions across various 
resource silos. These changes have led IT to where it is today 
and they set the stage for the fundamental transformation that 
the industry is poised to undergo over the next few years.

From storage to servers to software, no area of the datacenter 
has been spared.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
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Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。

Enterprise Cloud For Dummies, Nutanix Special Edition  10

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

public cloud providers had to contend with a number of 
daunting challenges:
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concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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合理化的私有雲：公有雲未必會以最適用於自家公司的方式處理
資料本地性、安全性及合規性等問題。但是，這卻可經由私有雲
達成。透過部署企業雲，您可兼得公有雲與私有雲的效益，依據
不同的應用程式需求順暢使用兩種雲端類型。

緊跟趨勢：各種趨勢的結合讓企業雲成為可行的解決方案。需要
快速儲存時，可透過快閃儲存實現；需要有效率地部署硬體時，
可透過標準商用硬體達成。這些趨勢的總和讓部署企業雲成為
可能。

自由的選擇能力：不同的時機，不同的雲端模式。您的企業需要
擁有選擇權來決定執行負載的地點，不應受限於單一的公有雲供
應商。有了適當的企業雲基礎架構，您便能選擇不同的雲端類型，
不需侷限於特定的工作負載環境。

優於雙模 IT 的架構：本書已針對雙模 IT 並非長久之計的原因進
行說明。藉由企業雲，您便可取得雙模 IT 帶來的成果，且無須擔
心會因此模式而導致效率降低。

符合聰明的使用者所需：相較於幾年前，現在的使用者變得更加
聰明。基礎架構環境必須提供使用者自助服務與自動化配置功能
來反應這項事實。而這一切，都可以在企業雲的應用情境中實現。
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清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。

Enterprise Cloud For Dummies, Nutanix Special Edition  10

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

public cloud providers had to contend with a number of 
daunting challenges:

 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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頻寬：至今，人們對某些地區的網路頻寬仍有顧慮。許多地區的
網路資源極度缺乏，因此無法在需要仰賴網路連線的環境中部署
關鍵業務服務。雖然這個問題已逐漸改善，但進展仍相當緩慢。
此外許多擁有大量頻寬的地區仍只採用單一連線，以至於無法提
供順暢的雲端服務。話雖如此，現在的情況已經比十年前好太
多了。

失去控制力：最初，公有雲就像彼此分離的孤島。您得用不同工
具來管理，而且雲端與您的本地端資料庫之間無法連接。現在，
市場上已有許多工具能夠幫助企業順暢管理本地端資料庫——某
些情況下是私有雲——以及公有雲。因此，控制力不再是個問
題了。

專業技能：每當一項新技術問世，就得花時間培養相關技能。現
在，經過多年的經驗累積，許多人都已具備維護公有雲基礎架構
與服務的專業技能。

了解雲端的安全性與信任度
安全性實在太重要了，重要到需要另闢一個章節說明，而不是歸入上述
清單中。近十年來，公有雲的安全性已有長足進步。

雲端的安全性已比早期高出好幾倍。事實上，許多供應商已打造堅固耐
用的環境，希望更有效率地保護客戶的重要工作負載。

從各種雲端環境的快速發展可以看出人們對雲端的高信任度。例如，
微軟不斷發布 Office 365 軟體即服務的銷售佳績，亞馬遜也表示其 
Amazon Web Services 正以驚人速度成長。
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 ✓ Bandwidth: There was — and in many cases, still is — 
concern around how certain areas of the world are 
served with Internet bandwidth. Many locales remain 
woefully underserved, making it difficult to deploy 
 mission‐critical services to an environment that relies 
on an Internet connection. Although this issue is being 
corrected, improvement is coming slowly. In addition, 
many places that have decent bandwidth still have only 
a single connection, which makes cloud somewhat unpal-
atable. That said, the situation today is far better than it 
was just ten years ago.

 ✓ Loss of control: At the beginning, the public cloud was 
an island. You had to manage it with completely sepa-
rate tools, and a wall stood between it and your local 
 datacenter environment. Today, a plethora of tools exist 
to help organizations seamlessly manage both local 
 datacenters — private clouds in some cases — and 
public cloud environments. Control is no longer an issue.

 ✓ Skills: When any new technology hits the streets, build-
ing up adequate skills to support it takes time. Today, 
with years of experience under their belts, plenty of 
people with the necessary skills are available to maintain 
public cloud infrastructure and services.

Understanding security 
and trust in the cloud
Because security is so important, it gets its own section rather 
than being relegated to a bulleted list! With regard to security, 
the public cloud has made massive strides in the past decade.

Security in the cloud is orders of magnitude better than it was 
in the early days. In fact, many providers make available hard-
ened environments so that they can properly secure sensitive 
workloads for their customers.

People’s willingness to trust the cloud is evidenced by the 
massive growth of clouds of all types. Microsoft continues to 
report that growth of Office 365 — Software‐as‐a‐Service —
continues to explode, and Amazon is reporting record growth 
with Amazon Web Services.
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享受公有雲順暢 IT 的效益，
並保有內部部署基礎架構的控制力

企業希望將更加靈敏、簡易且可隨用隨付的公有雲
經濟應用於自家的資料中心。因此，有越來越多的
企業或組織轉而採用企業雲，如此，不僅可保有公
有雲的特點與支援功能，更能滿足重要的業務需求。
本書將帶您了解企業雲的定義，並針對企業雲如何
推動企業或組織未來發展進行說明。

• 適應或淘汰 — 您的企業正處在關鍵的十字路 
   口，傳統基礎架構已經逐漸落伍
• 調整觀點 — 為組織的改變做好準備
• 迎向新的雲端世代 — 探索企業雲的功能與潛力
• 提升 IT 部門的價值 — 專注於可壯大企業的 
    應用程式與服務

Scott D.Lowe 為 ActualTech Media 的前資訊長
與公共創辦人。ActualTech Media 為內容創作與
行銷公司，以創作內容、進行市場調查、為科技公
司找到適用客群為主要業務。

• 逐項解說形塑當今 IT 基礎架
構的重要趨勢

• 專家對企業 IT 現況的見解

• 企業雲為何是影響 IT 未來關
鍵的十個原因

• 幫助員工迎向改變並調整流
程的後續步驟

您可透過本書了解：

請造訪  Dummies.com®
                            獲取更多資訊 !

提供電子書版本 不可轉售
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