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Seceon empowers Enterprises and MSSPs to analyze operational security data, 
proactively detect threats, and automatically contain & eliminate them in real-
time. It goes beyond traditional defense-in-depth to provide “Comprehensive 
Cybersecurity for the Digital-Era” through the coalescence of Seceon’s Dynamic 
Threat Models, Machine Learning and Artificial Intelligence with actionable 
contextual awareness. aiSIEM™ and aiMSSP™ solutions built on the platform offer 
flexible deployment models.

Pains the solution addresses:
•  Sophistication of cyber miscreants growing rapidly, and traditional solutions are 
    not designed to handle these new age threats.
•  Proliferation of security tool sets which is expensive and cumbersome 
    to manage
•  Scarcity of qualified information security professionals
•  Continued growth of compliance regulations
•  Attack surface is increasing with the digital transformation (Cloud migration 
    and IoT)

“It is imperative for an advanced 
security solution to stay ahead 
of the threat curve that 
constantly looms and shifts on 
the horizon. ADT has launched 
ADT-IQ service based on the 
Seceon aiMSSP solution.”
– Larry Cecchini, GM & Vice President at ADT 
Cybersecurity, Inc.

Nutanix provides the 
best Comprehensive 
Cybersecurity Platform 
for Enterprises & MSSPs

SOLUTION ARCHITECTURE/HOW IT WORKS

KEY BENEFITS
Seceon helps deliver 
comprehensive cybersecurity 
solutions for Enterprises and 
Managed Service Providers. Here 
are main benefits of the solution: 

• Comprehensive Visibility of all 
assets, flows, applications and 
their interactions

• Reduces Mean-Time-To-Response 
(MTTR) with Automatic Threat 
Remediation 

• Reduces Mean-Time-To-Identify 
(MTTI) with Proactive Threat 
Detection

• Continuous Compliance and 
Monitoring (Security Analytics)

• Reduces CAPEX / OPEX with 
simplified licensing model and 
eliminates need for silo solutions 
(such as, UEBA, DLP, IDS, WAF)

SOLUTION BRIEF



©2019 Nutanix, Inc. All rights reserved. Nutanix, the Nutanix logo and all product and service names mentioned herein
are registered trademarks or trademarks of Nutanix, Inc. in the United States and other countries. All other brand names
mentioned herein are for identification purposes only and may be the trademarks of their respective holder(s).

T. 855.NUTANIX (855.688.2649)  |  F. 408.916.4039
info@nutanix.com  |  www.nutanix.com  |  @nutanix

RESOURCES AND 
GETTING STARTED
• https://www.nutanix.com/

partners/technology-alliances/
seceon

Nutanix Ready Validation 
Seceon aiSIEM 5.0.1 is validated on 
Nutanix AHV (AOS 5.11)

NOTE: 
1. Ingesting and parsing Nutanix 
logs by Seceon aiSIEM is planned 
as next phase of integration. This 
validation is for deploying and 
running aiSIEM on Nutanix AHV as 
a workload. 

2. The aiSIEM workload was tested 
on NX-8170-G7 
•CPU: 2x 6248
•RAM: 768GB RAM
•NVMe: 8x 4510 2TB (slots 
0,1,2,3,4,5 8,9) 
•2x 40G in the x16 slots
•1x 10G (quad) in the x8 slot and 
recorded around 40k iops which is 
in compliance with Seceon’s 
platform requirements.

ABOUT SECEON                                                                   
Seceon empowers Enterprises and MSSPs to provide “Comprehensive Cyberse-
curity for the Digital-Era”, through the coalescence of Dynamic Threat Models, 
ML and AI with actionable contextual awareness to proactively surface threats 
that matter and automatically contain/eliminate them in real-time. aiSIEM™ and 
aiMSSP™ solutions built on the platform with flexible deployment models. Learn 
more at: www.seceon.com or call (978) 923-0040.

ABOUT NUTANIX                                                                  
Nutanix makes infrastructure invisible, elevating IT to focus on the applications 
and services that power their business. The Nutanix enterprise cloud platform 
delivers the agility, pay-as-you-grow economics and operational simplicity of the 
public cloud, without sacrificing the predictability, security and control of on-
premises infrastructure. Nutanix solutions leverage web-scale engineering and 
consumer-grade design to natively converge compute, virtualization and storage 
into a resilient, software-defined solution that delivers any application at any 
scale. Learn more at www.nutanix.com or follow us on Twitter @nutanix

CUSTOMER TESTIMONIALS
“When we did a side-by-side comparison between Seceon and some of the other 
solutions from larger providers, Seceon was able to detect real-life security 
threats that the other platforms did not detect. Leveraging Seceon’s aiMSSP 
solution, we are now processing more than 2B+ events per day with less than one 
percent rate of false positives and have increased the efficiency of our IT and 
SOC personnel by 77%.”
 – Grigoriy Milis, Chief Technology Officer, RFA

“Some tools we reviewed were presented as turnkey but they neglected to tell us 
that they need 15 people to turn the key. Seceon can handle the lion share of the 
work looking for breaches that happen within our system and has reduced our 
workload from security standpoint being able to assure that the patient data is 
secured,”
 – Richard Maier, Senior V.P., Information System Operations, Caduceus Inc.

https://www.nutanix.com/partners/technology-alliances/seceon
https://www.nutanix.com/partners/technology-alliances/seceon
https://www.nutanix.com/partners/technology-alliances/seceon
www.seceon.com
www.nutanix.com

