
©2018 Nutanix, Inc. All Rights Reserved

As knowledge workers continue to generate staggering volumes of data, it’s 
becoming increasingly difficult to separate sensitive and mission-critical data 
from the rest. Indeed, securing valuable data is one of the biggest challenges 
organizations face, as evidenced by the frequent high-profile breaches and new 
complex compliance regulations. 

Netwrix enables organizations to identify sensitive data on their Nutanix Files, 
see who has access to it and track the activity around it. With that security 
intelligence, you can proactively reduce data overexposure and detect policy 
violations and suspicious user behavior, and avoid having to work long nights 
and weekends to remediate the consequences of a breach.

SOLUTION ARCHITECTURE

 
KEY SOLUTION BENEFITS
Netwrix offers end-to-end solutions for data-centric security that enable you 
to: 
•	 Oversee that sensitive data resides only in dedicated safe locations 

When sensitive data surfaces outside a secure location, automatically 
quarantine it, reduce access permissions to it or redact sensitive content in it 
to reduce exposure. In addition, regularly review who has access to sensitive 
documents to enforce least privilege and reduce the risk of a data breach.

•	 Detect and respond to data security threats faster 
Reduce the time required to detect and respond to user activity that could 
threaten the security of sensitive information, such as massive file 
modifications or changes to permissions, and avoid having to work even 
longer hours than usual trying to remediate a breach.

•	 Demonstrate to auditors that your data is secure  
Achieve, maintain and prove compliance with less effort and expense. Slash 
the time required to prepare for audits by up to 85%, and answer ad-hoc 
questions from auditors in a few clicks instead of spending hours combing 
through the audit trail.

Identify, Classify and Secure 
Sensitive Data on Nutanix Files

 
 
 
 
 
 

CUSTOMER QUOTE
“We are required by the Central 
Bank of Luxembourg and the 
National Bank of Belgium to 
protect the sensitive financial data 
we store and process. Using 
Netwrix Auditor, we were able to 
control that no unauthorized 
activity with these documents on 
Nutanix Files slipped under our 
radar.” 
– Sammy Bogaert, Senior Systems 
Administrator, Delen Private Bank

https://www.nutanix.com
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RESOURCES AND GETTING STARTED 
• Netwrix Auditor for Nutanix Files Overview
• Netwrix Auditor for Nutanix Files Datasheet
• Nutanix Technology Alliances/Netwrix

ABOUT NETWRIX
Netwrix is a software company that enables information security and 
governance professionals to reclaim control over sensitive, regulated and 
business-critical data, regardless of where it resides. Over 10,000 organizations 
worldwide rely on Netwrix solutions to secure sensitive data, realize the full 
business value of enterprise content, pass compliance audits with less effort and 
expense, and increase the productivity of IT teams and knowledge workers. 
Learn more at www.netwrix.com or follow us on LinkedIn, Twitter and 
Spiceworks Community.

ABOUT NUTANIX 
Nutanix makes infrastructure invisible, elevating IT to focus on the applications 
and services that power their business. The Nutanix enterprise cloud platform 
delivers the agility, pay-as-you-grow economics and operational simplicity of the 
public cloud, without sacrificing the predictability, security and control of 
on-premises infrastructure. Nutanix solutions leverage web-scale engineering 
and consumer-grade design to natively converge compute, virtualization and 
storage into a resilient, software-defined solution that delivers any application at 
any scale. Learn more at www.nutanix.com or follow us on Twitter @nutanix.

NUTANIX READY VALIDATION 

•	 Netwrix Auditor 9.7 - Add-on for 
Nutanix Files is validated on 
Nutanix AHV (AOS 5.9). 

•	 Netwrix Data Discovery and 
Classification 5.4.7.5 is validated 
on Nutanix AHV (AOS 5.5).
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