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1. Windows 1Z#® OpenSSH O #IH

Windows 10 LUFED Windows 7 7 4 7> k. Windows Server 2016 LUfED Windows Server Tl SSH
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1.1. ssh-keygen (C & 284K

OpenSSH 7 747> bABAEISNTWLWS Windows (ZIf. ssh-keygen.exe &M (X5 SSH THORFH
BIERR O RAREBESNTE Y £, ssh-keygen (X DA BBOEMIZLATICARY £33

ssh-keygen

EX Windows PowerShell
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Cluster Lockdown

a Cluster is not locked down.

Cluster lockdown makes your connection to the cluster more secure.

To lock down the cluster, delete all keys in the cluster and disable
Cluster Lockdown ? remote login with password.
Name
a Cluster is not locked down. [
wmdowduser
Cluster lockdown makes your connection to the cluster more secure.
To lock down the cluster, delete all keys in the cluster and disable Key
remote login with password. ssh-rsa
o AAAAB3NzaClycZEAAAADAQABAAABAQC+TubtcznsoZ/cynKOxB
Enable Remote Login with Password
3kyaMvgOHmIISCMKfEf9yD5MEmcHgUScf387xtBwWE0wp8gXjA
. 4)61p8atbnZ CunpOLUZWIVLNCULhAs2197cSDjIRtBSNxyg SkPyRwj
+ New Public Key
G6Dc3A0CFwpZCaSyGNneddtatZY 7TmAO8DdUUX XURCZCIX36bal

MIrKQZ+zWCEUFcIWOVHISEECStIunzGRIGZOhXbeFbzdxgHzvGfl

Name I[CIZIEBEDELIR%E, Key IZkIFE 17Ta—LcN#EER—XMLET,

BB, 117 TR=ZAFLTUVARL, RHAABITHA > TWBIFEIZLLUT OEKIC Exception whille verifying
publickey D T 7 —HAKRRENE T,

Cluster Lockdown

Exception while verifying public key. x

a Cluster is not locked down.

Cluster lockdown makes your connection to the cluster more secure.
To lock down the cluster, delete all keys in the cluster and disable
remote login with password.

Name

windowsuser2

Key
ssh-rsa

AAAAB3NzaClyc2EAAAADAGQABAAABAQCHTUGtcznsoZ/cynKOxB

3kyaMvgOHrmIISCMKf6f9yDSMEmcHgUScf387xtBwWEBOwpBqgXjA
4J61p8AtbnZCunpOLUZWEVLNCULhAs2197cSDjIRtBSNxygSkPyRwj
G6Dc380CFwWpZCaSyGNneddtatZY 7mAOBDdUUXXURCZCIX36bal

FROIZT Xyt —IHHBEIE. Key ICAD LT F R FDERFPICHITAL WA THERCIZE L,




1.2. ssh A< F ThiERR

NEEABFEINT-S, CVM ADBEERA T T,
Windows oa<x>» F7O0> 724> K92 TC ssh A9 REEFTLEST, TNIENRNRT—FIZL B
SFDIGE L NFERIMOBELEDLY FH A,

ssh nutanix@<CVM P>

EX Windows PowerShell

Z D CVM ~DHEEHDHE. CVM DR MUDEIRRED 7 4 » H—T7U > bhRRE N, HERHRD
LbNET, Yes I L THEIT T2 L,

Prism IC TRF#EEZ EHF L TWHE, ssh x> K& CVM @ ssh H+—NE O TZOBERA Y &
DEhn, NERBICLDIFIANMThNET, TDEXIT, MEBRE~DT 72 AD8, ssh-keygen THIE
LIzXRXT7 L —XDANHDKD O£,

*7-. ssh-agent 2EHT 22 & Tssh Ay FTONRRTL—XDANEEBETEXT,

EN nutanix@ntn R - v im: ~

PS C:\Users\tak> ssh nutanixg§

The authenticity of host ' ¢ can't be establ
ECDSA key fingerprint is SHA256:AHY2v21dr8V1zWPrgoVs4GOQAbsz8vgViswlLDA7C

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'l I' (ECDSA) to the list of known hosts.
Nutanix Controller VM
Enter passphrase for
Last login: Sun Jul
Last login: Sun Jul
Last login: Sun Jul
Last login: Sun Jul

ey 'C:\Users\tak/.ssh/id_rsa’':
3 IST 2023
2023 from
IST 2023
2023 from 1

NNNNX

Nutanix Controller VM (CVM) is a virtual storage appliance.

Alteration of the CVM (unless advised by Nutanix Technical Support or
Support Portal Documentation) is unsupported and may result in loss
of User VMs or other data residing on the cluster.

Unsupported alterations may include (but are not limited to):

Configuration changes / removal of files.

Installation of third-party software/scripts not approved by Nutanix.
Installation or upgrade of software packages from non-Nutanix
sources (using yum, rpm, or similar).

** SSH to CVM via 'nutanix' user will be restricted in coming releases.
** Please co ! 'adq}n user for basic workflows.
nutanix@NTNX- EE— n- g;big_*g_,ggﬁJ}~$

CVWMA~DBTAVICHKINT 2, FROLSICHR— MBI FEEENRREIN, FOZavr Fx
SHtIFs7ary AR RENE T,
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1.3. (#7¥ a ») ssh-agent

ssh AX Y RTCRHFTICHAIMEBEREAT I/ ERIZTB-0D2ERRTL—XEANTEIHEIRHY £,
ssh-agent #f|HT 2B CIDHED R T7L — XD A =LK TEXT,

ssh-agent |[d/N\v 7 777> FTEET 2 —EXT, ssh-add A~ > FTEBIMSIN/-WEHEE AT L
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ssh-agent Z 179 2 ICITBEBEEERPDEICHR Y 3, ¥ =2 —& Y Windows Power Shel (BE#)%
IR, BEEERTO PowerShell 2#2&), LUFa~ > F&EFEIT, |AED ssh-agent DIRREEAHERL £9°

Get-Service ssh-agent |select-object DisplayName,Name,Status,StartType | fl

Status 7' Stopped DIFPERI;L TWEFA, 2EFE TR TAHICIFUTOaY Y REFHLET,

Get-Service ssh-agent | Set-Service -StartType Manual
Start-Service ssh-agent
PowerShell
(C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Windows\system32> get-service ssh-agent |select-object DisplayName,Name,Status,StartType | fl

DisplayName : OpenSSH Authentication Agent
ssh-agent
: Stopped

*7-. Windows icEBFICEESRF I ELICIF 1 TEZUTOaAY Y FICLET,

Get-Service ssh-agent | Set-Service -StartType Automatic

B Get-Service %ﬁﬁﬁ LTEH LN ZERLET,

rShell
Hlndous\system37> get-service ssh-agent|set-service Manual
:\Windows\system32> start-service ssh-agent
:\Windows\system32> get-service ssh-agent | select-object DisplayName,Name,Status,StartType | fl

=~ ,/ ﬂ

DisplayName : OpenSSH Authentication Agent
: ssh-agent
: Running
! Manual

Status A% Running (272 > TWWNLIE ssh-agent [$&E8 L TWLWE T,

ssh-agent PYEE) L TUONIZEIREMER D PowerShell IZEAL TEWEH A,

Y 2%  FORRE® |l 1d Format-List awy FLy F4BLTYU R MR TERIEDEHICAY £



TlE. ssh-agent ZF|BL7=-CVM ~0O 7 A v &2HAAET,
WBE D PowerShell #&&) L. ssh-add 3~ > K T ssh-agent (CZ#EEZFHFL T,

ssh-add

ssh-add O~ > FIFBIBUICIEE SN/ ROMBREZHRL £IH. 5IHEHELEWVGEIFT 750 b
DR EZFFHFL £,

Z®D#%, ssh A< FIZTCYM AR T A v aHAET,
T NRT7L=XZz@hNbzeHhQsA U HpTEET,

N nutanix@ntnx R - c v ~
PS C:\Users\tak> ssh-add
Enter passphrase for C:\Users\tak/.ssh/id_rsa:
Identity added: C:\Users\tak/.ssh/id rsa (C:\Users\tak/.ssh/id_rsa)
PS C:\Users\tak> ssh nutanixtcum"m"m-“"w_ﬂw
Nutanix Controller VM
warning: agent returned different signature type sa (expected rsa-sha2-512)
Last login: Sun Jul 13: JST 2023 from
Last login: Sun Jul 2 13: 2023 from B
Last login: Sun Jul 133 JST 2023 fr
Last login: Sun Jul 13:2 2023

a
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Nutanix Controller VM (CVM) is a virtual storage appliance.

Alteration of the CVM (unless advised by Nutanix Technical Support or
Support Portal Documentation) is unsupported and may result in loss
of User VMs or other data residing on the cluster.

Unsupported alterations may include (but are not limited to):

Configuration changes / removal of files.

Installation of third-party software/scripts not approved by Nutanix.
Installation or upgrade of software packages from non-Nutanix
sources (using yum, rpm, or similar).

** SSH to CVM via 'nutanix’' user will be restricted in coming releases.
** Please consider using the 'admin' user for basic workflows.

nutanix@NTnX- D - cvv - -5

ssh-agent OF|ABIZHBETIEIH Y FHEAD. CYVM P ZDMIC SSH TAZ A > 2% WIEEILEY
WLDNRZATL—=XDAANDNEETE, FEEOMEKIAEINE T,

% ssh-add O~ FOEMEE L ClER—L 7+ LRICHB.ssh 7+ LRDTIH S id_rsa,id_dsa,identity AR Y £ A, T Tl id_rsa
LW Z 0REII’ZEFREINET,



2. Tera Term

Tera Term | Windows TEMET RigkRY 7 b7 27T &< 3> 7B TCOESICHBIN, £7-
telnet P SSH A DRy b7 —28LTcOYE—bOTFAro7ObalLxHR—FLTEHY SSHTD
EHEFICLCFBEINTWEY 7 o7k £95,

o0 < github.com/TeraTermProject/teraterm/releases ™) 0 DO

O Product Solutions Open Source Pricing Search or jump to... Sign in ‘ Sign up ‘

3 TeraTermProject / teraterm  Public L) Notifications % Fork 23 Y7 Star 303

<> Code () Issues 65 11 Pullrequests 3 ® Actions [ Projects [0 wiki (@ Security |~ Insights

febiy TeraTerm 5.2 (es)

M nmaya
© v5.2

- 176aed2

Compare ~ EREER

Tera Term (Ver 5.2), TTSSH (Ver 3.2)

* BEORYIDXFIC Unicode ZERTES LS IC LTz,
o 50MSRELEVS DD OMEEBIEL .

IRTOEEIOVTR, EEMEEEBLTILZE W,
https://teratermproject.github.io/manual/5/ja/about/history.htmi#teraterm_5.2

Major changes

« Delimiter characters can use Unicode.
« Some issues from 5.0 have been fixed.

To check all changes, see the changelog.
https://teratermproject.github.io/manual/5/en/about/history.htmi#teraterm_5.2

https://github.com/TeraTermProject/teraterm/releases

ZDETIL Tera Term THORNFEERGIA AUz CYVM ~DEEFRICDWTERBBL £ 9,

HE. TeraTerm DX O—RFRBLUPA VR =L, EXRNEBBEBEIZOVWTIEZIDO R F 2 4> FTIEE
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. Tera Term 2o LTI GitHub 12TV — 2 a— FHBLUNA F Y AEHREINTHY £5,
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2.1. Tera Term TOELERK
Tera Term TlE 1.1.ssh-keygen ICTYERL L 7- BB & NERORTEFAHT2ENTEET, £7-.
Tera Term BB RBEROEEEEBE L THY . BB TREERTAELTEET,

ZZTlE, TeraTerm BETORERZAL T,
9. TeraTerm #&s), ST ICbEmZ LA VVKET [5%F ] @ [SSH#EAER| 2#FIRL T

W Tera Term - [RESE)| VT
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1Y FI(W)...
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SSHE=(0)...
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TTSSH: =
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KATL-AEEE:
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(] 2L THLEFED ERAIMEREINET,

T 5. 3LLTHBLET ppk HRAOWMERICO LT HFEATEETT, Tera Term & WIinSCP %M & 1238415, WinSCP 1T ppk B0
BEVE-T, TeraTerm THHRARAG AL ERBELHEINEFLET,

8 ROAZIEET 2L [Ey M DARATREICAY £9, 74/ kTR 3072 TEA. ZN%E 2048 12§ 2. 55U 1F 4096 12 L TLF70
THHEWE A,



TTSSH: 85

EBNES
ORSA1T  @RSA

FIIIFIII?

f0/(AIL-%:
KA -ADES:

JAVHO):

[ berypt KDFREEZL(K)

 AEBDRE(])

BOERDHED B E/NXRT L —XDAAN AR

Eh#B):
3072 | FL30

(O DsA
(O ECDSA-256 (O ECDSA-384
() ECDSA-521 () ED25519

tak@tak-win2022

£/H(G)

ATH)

59U RE(N):

HWEBDFRTP)

IHEAZOTEBNAZL—X% AN, TO [NEHEOE

7l [WERORTF] FTATENENT 7ANERTFELET, BB, 7740 FTIE [ RFa X b

7L EZDTFIC id rsa.pub (ANFISR), id_rsa(®2

CVM "R BERIEI 7 7 v X3 5551k, Prism |

DT 7AW EERRL T,

RJA v, ALOEEDOY—T% 7 ) vy L THRRS

N % Settings (B%7E)I24 % Cluster Lockdown O _R— (T RAHEEZHL X,

Cluster Lockdown

ﬂ Cluster is not locked down.

r connection to the

1ll keys in the cluster and d

Cluster Lockdown

a Cluster is not locked down.

Name

wi ndowsluser

Key
ssh-rsa
AAAABINzaClyc2ZEAAAADAQABAAABAQCHTuBtcznsoZ/cynKOxB
3kyaMvgOHrmlISCMKTerf9yDEMEmcHgUScf387xt8wWB0wpBgXja
4J61p8AtbnZCunpOLU2WIVLNCULhAs2197cSDjIRtBSNxygSkPyRwj
G6Dc3A0CFwpZCabyGNneddtatZY7mAO8DdUUXXURCZCIX36bal
M1rKQZ+zWCEUFcIWOVHA15EECS5tunzGRIGZOhXbeFbzdxqHzvGfl

< Back

Name IZIZEEDLIR%Z, Key (214 id rsa.pub DFDFF X b % 1ITTR—Z b L ET,

O LHIhBHNDBESBY. ZDT 7 A ILIE ssh-keygen THERL L7 7

10

FAIWERLICHY £7,
ZOFIEIE 1.1. ssh-keygen TOREKERL TT, RETBRBITEZEEFAVAEDFRELRALCICAY £,




2.2. Tera Term TDiEH:

Tera Term Z##2&)., HAWIFEREL TWB TeraTerm D [ 7741 ] A=Z2—h0 [FHLWES..| 2&

R, BREINFZ/NFILIZ CVM D IP 7 FLRETZA, U—EXH SSH [TH->TWBDEHERD L, OK
A LERAITWETD,

SSHFEEE WO Xx AR E £ DT, £9 [FBAEAZ] (2T RSA/DSA/ECDSA/DC25519 $2% 18 5 |

HEEIR, ZOHRAO [..] ORZEZBLTER L idrsa 774 LEERLETE, 2%, Eo [/
27— ICHMBHRICHTLE-/NRAT7L—XDOAS, OK Z L CiEEA A4 T,

- w SSHEEEF

X

® LA KAT-FREIL

29~ TIUM
TUAVIRT-FESI(L
RSA/DSA/ECDSA/ED255 198 23 @) RSA/DSA/ECDSA/ED25519EE5

0K BEH(D) oK EEN0D)

& 10.148,106.51 - nutanix@ntn) e~ VT

EHRICHRIIT2EAMO LS ICCYM o T A4 ED »um
Xyt—IN o4 v RIcRkimIn7Bry 7 M0
CVM D{EARIREIC DY £9,

REE I MO-MA0)  2vEawW)  ALLTH)

U -pe = ppk BRAOMERT 7 A LEEHAGZ EHTEET,



3. WinSCP

WinSCP & Windows T&{E9 % SCP/SFTP DV 7 b7z 7ICHY £9, CVMICTIEREN/=R T DT
—NATT77ALDRT O~ FDOEICWIinSCP ZfEA L SFTP ICTHE#f. X7 v A — %175 745 & T
Hahzd,

WinSCP O£ ¥ % SCP/SFTP £ E5 7R banig, SSHZEZR—X & L SSHICK VIR N ZBES(LE
NIBEEREZFERL7 74023 —(SCP), 5 WE7 7 A ILDORZESFTP)Z1T5 HDICHY £,

Z 2 TlE. WIinSCP | TR AWV CVM ~NDERT 2 555 BB L £9,

3.1.1. ppk FeRX TOHEERK

Windows Z#® OpenSSH %> TeraTerm & 274 Y. WinSCP Tlf ppk & LI 3 7 7 4 LTERPTOR
PSR, WEBAMALET., I TIEWIinSCP Th ppk FERDROEREHBL 7,

F3F WinSCP %z, [RT 4> ] ONRFILOTENCHS [V—IL] X =Za—hn PuTTYgen 2FET%
EIRL X,

-

EL) v-2M) IUP VKO FIM AT30(0) ER) ALT(H)

ST EZBE 7720l - o .

a Docu-meﬂls—Docu =y - -

2 Fah -

[ oAb oy FR- i[FH - @

CMUsers¥tak¥DocumentsY SsUnEIe) -

& Liis = Ewaa I I
8. AAMBH) A-+EER) M) 2024/04/02 15:40:41 7 =

Jid_rsa I 23 2024/04/02 15:40:33 =) vl B (M) it

] id_rsa.pub = e 2024/04/02 15:40:41 .

2-480) 1A0-KF) 4 b A = M) %3
#Ee  |v BEOD.. |v BEDA - METIO...
BEODIIAR-M I 9 IT9F(E)...
j— WinSCP 7-4ME E(C. —
gE
Eiﬁiiﬂ‘ Ei“:—_rl’ﬂ'l
[ PuTYgen EXIG |
iR A0 AR - PP

= ’H‘ > BEREEP)..
0B (£307K8 %) /ofiE (£27710%) 4ARBT 0B (£307K8F) /0B (22770F) ARET

J=TaviERA)..

BEIRT 5 & PUTTY Key Generator & WS XA ILABEZTEFT(RR—VEH LX)

12 pk I Putty Private Key OBS T, PUTTY & & IEh 2 SSH SIS L ieky 7 b = 7 CRAI W2 BOBRICAY £,



B

Fil

N ILDT D Parameters (2T RSA AHEIR I LT Ly
ZD0%ERLET,

¥ 7= Number of bits in a generated key: %' 2048 (C
o TWAHEHERLET, HDHWLIFL4096 & LYK
TWHFZREEBEIRVWET,

Z D1, Generate DX AL £,

PuTTY Key Generator
e Key Conversions

Key
No key.

Help

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key Save public key

Parameters

Type of key to generate:
@RSA QODsA

Number of bits in a generated key:

(OECDSA (O EdDSA (O SSH-1(RSA)

TLENRINDERIZT AT L ZN=(TR)DPERRINETDODTIITIYIIRAZEHICHILKRITXT.

5’ PuTTY Key Generator
File Key Conversions Help

Key

X

Please generate some randomness by moving the mouse over the blank area.

TATLAN—DFHRHETEELET L BOERIMTHONET,

5’ PuTTY Key Generator

File Key Conversions Help

BOEMAIEDLZEADOHD LD ITERSIN

f="

Public key for pasting into OpenSSH authorized_keys file:

TZROBERIAFRRINE T,
FlERNFEEOTEFA MDD, TNE I —

sshsa

Ok ICdCnd+7m

PAAAABINzaC 1yc2EAAAADAGABAAABAQCSQEDY Mix Rt YdK4wEIPy 1YW YHNCjda 3i6ro8PCvijeBeet FOFYEBEQ
TdI64d ¥FQE40241EqrmjQ Yr4 TR A W D 640he NPx Tw 8RCzyMb/vWCSgzwauyw,/ Puiw 77ZnPpg 1t Uho b NLW

vmfY8nGYFklYNLLw KWapsO2dAZyepGnd W TnKESwGHbe

~

BXkICwHBoAP Doh U7chQ4FgH2v MmJNGLPqt 8680jCaqCHMfpJfgf 3/ TwpzBPm8345L NsMoxqua

w

LTTFRAMT77AILICRELETS,

— N Key comment: |r5a4sey-2ﬂ2—1[MD3 |
CORFERDTFRXMIRDOFIBETHALE (e | |
-a— Confirm passphrase: | |

o
Actions
Generate a public/private key pair
Load an existing private key file Load .
. Save the generated key Save public k 1R Save private key
T Save private key DR& v A&FET Z & —
’G\\ ./A\Eﬁﬁﬁis ct U*ﬁ[{‘%ﬂ‘ﬁﬁﬁ\7 77 /f )l/c:'f%ﬁ é T@yp;scx;keyto genefate:c)DSA (O ECDSA (O EdDSA (C)S5H-1(RSA)

nExd,

Number of bits in a generated key:

7-72 L Save private key Z8 9 8ilC L ®D Key passphrase & Comfirm passphrase IZ%IC/XX 7L —X
DANLTLZE W, ANtk Save private key 2 Z & T, NR 7 L — X TRESINT-MEBERERIRFS

nNEx7,

3 Save Public Key DR & v 5 6 ABRARBFETE LT, BELETFFZ

FORBALEZOTHFRXMEERY, ZOFF Prism ~aE—~=

—XRATEAEVLDICHEY ET, LOTFR P E2AL—R—I+TEIALNEZERY T,



MW
TOIMENDY XT, BB,

- =
- «

B ppk TER TIREFEESNE T, BET 7HILMDT7 7 A NEZIF R EBEDI-DREID T

RXEaXV T HIUEDT 74V NOREELE7 # LK ICHRY £9,

CVM "R TT 7 RT 515
N % Settings G&E) I

ElZ. Prism |

IZ& 5 Cluster Lockdown o~ —

lRTA Y, AEOWEOY—7%7 Y vy LTHRRS

ICTCHRIFERFLAAFRZEFZL £7,

TANRBEIRTE
& winscp ZFEE. winscp.ppk E WD T 7 AL TRELTEY £9,

Cluster Lockdown

a Cluster is not locked down.

Cluster lockdown makes your connection to the cluster more secure.

Cluster Lockdown

a Cluster is not locked down.

Cluster lockdown makes your connection to

remote login with password.

Enable Remote Login with Password

+ New Public Key

the cluster more secure.

To lock down the cluster, delete all keys in the cluster and disable

To lock down the cluster, delete all keys in the cluster and disable
remote login with password.

Name

| windowsiuser

Key

ssh-rsa

AAAAB3INzaClyc2EAAAADAQABAAABAQC+TUGtcznsoZ/cynKOxB
3kyaMvgOHmlISCMKTef9yDEMEmcHgUScf387xtBwWEBOwp8gXja
4161pBAtbnZCunpOLUZWIVLNCuULhAs2197cSDJIRIBSNxygSkPyRwj
GEDc3AcCFwpZCaSyGNneddtatZY 7mAOBDdUuX XURCZCIX36bal

Name [ZIZEEDLR%E, Key

Save Public Key TIRFL=F

ICIERIFERFLAARBOTF R b2 117

MIrKQZ+zWCEUFcIWOvHA1SEECS1unzGRI6ZOhXbeFbzdxgHzvGfl

< Back

T\‘/\O_Z l\ L/ i—a—lélo

FRFZ 74 LDIHE:

PuTTY Key Generator @ Save Public Key Z{EB L TRF LT F X MMIUTICHRY £9,

Comment :

--—-— BEGIN SSH2 PUBLIC KEY ----

"rsa-key-20240403"
AAAAB3NzaClyc2EAAAADAQABxXABAQCSQEOVMixFtYdK4wE1Pyl11YItWYHnCjda3
16ro8PCvfjeBcetFO0FY6B8QTAI64d3£Q640241EqrmjQYr4TRAeO0WOw640heNPx7
w8RCzyMb/vWC5gzwauyw/Purjw77ZnPpgltUho0bNLWOk3rCdCn4+7mBXk1CwHBO
APDohU7chQ4FgqH2vMmJINGLPgt8680jCqaCHsspJfgf9/1wpzBPm8345LNsMoxqua
vmfY8nGYfkI/YNLLwKWaps02dF1lZyepGndWTnKES5wGHbe+18Z8JC4AMInNC8WS43n
fHCA8HLta6X6nzfsz2PNIJJMrIGOGLEP360DgAOXCGW5ErbackDh

---— END SSH2 PUBLIC KEY ----

INIEPrism ICEFIANET IR ERERS LSO, ZOFETREMATEAZVWLDELY X7,

INZEFEETEET S

1. --——- otax 3 117 & &Y
2. 21TB® Comment: 0)?7’5:#1“?‘
3. 4gHEEIC ssh-rsa & 1 DAR—X
4, WITZHIBR, 11TICEEL DD

THEADTFAMIGYET,

ICiE. UATDFIEICHEY £

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABxxABAQCSQEOVMixFtYdK4AwWE
1PyllYItWYHNnCjda3i6ro8PCvEjeBcetFOFY6B8QTAI64d3
fQ640241EqrmjQYr4 TRAe0WOw64 0heNPx7w8RCzyMb/vWC5
gzwauyw/Purjw77ZnPpgltUhoO0bNLWOk3rCdCnd+7mBXk1C
WwHBOAPDohU7chQ4FqH2vMmINGLPgt8680jCagqCHsspIfgf9
/1wpzBPm8345LNsMoxquavmfy8nGYfkI/YNLLwKWapsO2dF
1ZyepGndWTnKESwGHbe+18Z8JC4MInNNC8WS43nfHCA8HLta
6X6nzfsz2PNIJIMrIGOGlfP360DgAOXCGWS5ErbackDh

FIE(Z 1.1. ssh-keygen TOREMREBML TT, RALARTEEETHAVALEDTELREL

ISR ES,



3.1.2. (7 ¥ 3 »)0penSSH ER DDA K — b

BEIC ssh-keygen TR L 722 % ) ZhaFIA LW E VLS BETT A, WinSCP ICTHRE A > H— b
L ppk B L CHIFBT 2 = & AT TT,
3.11 OFIBLFL K WinSCP 228, [054 ] ORI OTRIZHS [V—I] x=2—hb

PuTTYgen % %’?i’%i&_‘é?ﬁ [/ 35 T g PuTTY Key Generator

o~ _ o File Key Conversions Help
Putty Key Generator /XL DX Z 2 —H' b - P
Conversions Z R, Import Key % D <port OpenSSH key

xport Open55H key (force new file format)
70w 7 LET, ) ' \
Export ssh.com key

TEHET7AINEERIRT ZEEINRTIND -5, ssh-keygen TYERL L 7= OpenSSH e oM Z#ED 7 7
A L(id rsa 75 E.pub DDA W) EBIRL £9,

PuTTY¥gen: Enter Passphrase ot
) o A — o N Enter passphrase for key
WEBRICNKZA T L —ZADREINTWEIHZENRNRTL—XDAL%E C:\Users'tak\Documents'id_rsa

RO NETDTIEBEANL £ T (5E) |

Cancs

UTEEABENET DT, TH 5T Key passphrase EL O

Comfirm passphrase (Z/¥X 7 L — X% A #. Save private key (CT ppk ER OB REAZRTFL LT
TV, BBRFARICOVTEASARLD EAIOTFR ZFRT 2, H2WIEE#FTD OpenSSH FEH DR
7 7 A VOEHEZRALETS,

g PuTTY Key Generator X
File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:

ssh+sa
AAAABaNzaC1yc2EAAAABIwAAAYEAzchAva/DDpthfSEanQ/KYoNGPOOXFRU8steZBwnthh80cHeY
4L SQALUpqLZu0T9xgAtme65Eu+FWKiyx8/hvzNFPvQsnw 1XcUFwNDr
+2voKPpx4EH098mry\f0/GVIvXaYdKk WGMOghc

+qfdGhRsvijyt TH306dd SMj03f5H96sfp E9Ezz6sE 1UDhwinLx 1Lyt v

Key fingerprint: [sshfsa 3072 SHA256:T08VzEFAQayPLfJQO+iBiiQsS5gDKaCpsl1Qalgv3iKg

Key comment: llmportedopensshkey

|
|
Key passphrase: lltoooooo. l
|

Confirm passphrase: [-uuuu

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
RSA (ODSA (O ECDSA (O EdDSA (O SSH-1 (RSA)
Number of bits in a generated key: [_NAB—]

AVER—FLEF—IZ2OVWTH, BIR—T D Prism ~ORNBEROEFAHEER L FIEBCABEH#EOEHREIT
WET, DNFEBAEEHRLAWVWE CVMANIET 7R TERVWDTITEELIZE L,

15 OpenSSH =t 6 WinSCP % & ppk XX OMEREF S5 545, ARBICOVWTIHAEDTE*R L7 7 AL TZOREE Y E— 4 hIC

BHFTD2bDERY, FLAYF-PEIHETUEBRO 7 7ANVEREEMS 27215 T, RER/QAFRZOLOOARIEIE—D/HTT,



3.2. WinSCP —C“a)%:w.

WinSCP ##8). H 5 WIFIiEL TS WinSCP 0B 7' A4 V/XZILDFRAFZIZCVM D IP 7 KL X & A
H. T—HYZIZnutanix ERBALET, XX T—F8FIZE@ICLTHBEET,

B, 0dry - b'4

LA - tyiay
EEIOMILE)
SFTP v

KA MEH) - bEER)
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218V HAT—FF)
|n|.|tanix| | | |
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RICEBRICH D [RE...] #H L CERE/SFILERZTET,
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BV FIFEERLIZ(BDWNEA ViR—F L7) BB ppk IERD 7 7 AL EZIRL £9,
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TEEEY
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GSSAPI/SSPI $ZE R FR] 9% (55H-2(G)
[[JGssapr/sspP1 SEBREOHETIIEEEFTE3(0)
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OK i L TIRTFE. A4V D/RIIILDOTE, Fons4 v &BLET,
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oS
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AEDEFERICITEMTEIN T DR S DRDEZHLAY £,
DEIGCTRIER(7 4 v A—=7") v b)) 2R L TERBZHL £,
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FRAGY-/-AOESEEEHETL. FAMBEF vy ValBEMLE
FHEALWTIN?

ZOmAMEEI DY -1 -DF vy valhY E A
T (- 22)

#=) -1 - FATVIIVE1-7-THIRABBYEA.

ecdsa-sha2-nistps21 DEBIEL:
ecdsa-sha2-nistp521 521 ObkalLUPaTyVIISEcmBGs5nGnx8INABujDCEP cvxulBl

ZOMANEEET 2GS, AE EERTIE WinSCP OFvyLalsgiNsh. BREST
LEd.

SENHBEESTL. @EFvyaLBMEARE —ELHEER EBRLTURE.
ZOMAEEELEVMES. Frot)l EERLUEREREELEY.

L2 S el D el ol i e (o

[ z@n M| #vven || Avdm

ZEL - - nutani @ R %

Nutanix Controller VM

CVM ~DEHRFICIZNF—DAERRENET,
BIT25HT 2L TUIBEAEDE T,

F7o. BHRoO-TICRREIN G OHAEERHZE L.
ETO [ZonNF—%_EFeFrLAEW] IC
Frv I EANTHOHEITEERLES,

L)oo &= EF LN ANIH)

IRRXTL—=XDANZERDONDEDT, T TppkAOMEHRET 7 A NWICEKELTNXZAT7L—X%EAS

LEJ,

KATL=ZD A A - nutanix@ *
e Y- EFEF -
v - IBELTET -
ZALTVWET -
I-F&"nutanix" EERF
42FE#8 "rsa-key-20240403" TEEALF

TETEER rsakey-20240403 DMAT LA

ok | | ®etu ANFH)




BRI T2 XA DY 40> Foa /2, CVM d/home/nutanix U TAFRRENE T,

B, Documents - nutanix@ IR - WinSCP
O-AUL) ¥-2(M) F74IUF) IVVRQ 97M ATY32(0) YE-MR) AILT(H)
REEA ES b S %3 - ERBE TN -

B nutanix@10.148.106.52 X B FLLFT ~
By rFaxor @ -~ o -iEESS

eSS

R 7 0RE

0G1 - | FR - [+ [¥] T0/F4 ~ B #FR ~ [+ W]
£ 414X #8 EFmOE &5 $4X EFEH =3yyay A
DEDEDFALIN)  2024/04/03 13:21:30| | (& .. 2021/10/11 10:58:58 TWXT-XT-X
[ ] id_rsa.pub 1KB PUB J71)l 2024/04/02 15:40:41 adonis-pe 2024/02/12 16:44:28 TWXr-X-=~
D imported.ppk 3KB PPK 771 2024/04/03 13:21:24 api_artifacts_pe 2024/02/12 16:44:28 TWXT-X--~
] imported.txt 1KB TRk FFaXVh 2024/04/03 13:21:30| | (| aplos 2024/02/12 16:44:36 TWXTWXIWX
[ ] winscp.ppk 2KB PPK 771 2024/04/03 12:11:46| | 7| athena 2021/07/05 17:42:59 TWXIWXIWX
] winscp_pukey.txt 1KB  FHA FFaxXUh 2024/04/03 12:11:58| | (71| bin 2024/02/12 16:44:23 FWXTWXTWX
certs 2024/04/02 18:46:04 WXr-X---

[ cluster 2024/02/12 16:44:23 TWXTWXIWX
config 2024/04/05 14:42:00 TWXr-X--~
data 2024/04/04 21:27:49 TWXT-X-=~

[z diagnostics 2024/02/12 16:44:23 TWXTWXTWX

[/ etc 2024/02/12 16:44:23 PWXTWX WX

@ flow 2024/02/12 16:44:23 TWXTWXIWX
foundation 2023/11/25 2:49:16 TWXr-X--~

[a ikat_control_plane 2024/02/12 16:44:43 TWXTWXTWX

[#1 ikat_proxy 2024/02/12 16:44:40 TWXTWXIWX
jaeger-agent 2024/02/12 16:44:28 WXr-x---

= lib 2004/02/12 16:44:3 rwxrwxrwy ¥

< > < >
0B (£539KB®) /0fEE (£5T71IF) 43T 0B (£122MB#) /0fEE (£45771)%) 26 TR
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| 7700n ®=® B=e IvrO-MO)
#FLWEE(N)... Alt+N
Tera Term [ZIZEEICHEESE L T 5 SSH O@EREFAL T £y DERU) Alt+D
SCP 2 E{79 BHEEN B T, THIz7 74 /LD SSH SCP e Al
o(L)...
EWHIAZa—DBLEBTETET, D& SRR
071234 FefHN(0)...
- N ) _ OJEETN
7272L. CVM TlZZ 5 L7 1 2D SSH D EEFHTOEHD@EE 0754 POTEZFW)...
A4 7ICLTWB7=%, Tera Term @ SSH SCP (¢ ZHFATE T el
T4 NEE(S)...
Ao EE(T) >
SSH SCR..

WinSCP 7z £3lli&Y 7 b 7 = 7 TSFTP 2 TR ZE L,

FALIRIETEIO...




4. (7> a ) Pagent

Windows #Z#® OpenSSH Tld ssh-agent L WS H—E X ZFHRIEE L THEL 2 & T, WEHEEZIF,
ssh A~ FCERDBEOMBRDNZ 7L —XDAHEEETEE LT,

Tera Term %> WinSCP TIZ Windows Z#® OpenSSH @ ssh-agent #f|HT 2FHZTEEFHAD., ZD
RHYIZ Pagent E WS EEUOY —ERZFMBTEIETRILCLSICNRRTIL—XDEREE IR T &
WCEEXT,

Pagent (ZEMAETCHEAINTHBY £IH. PuTTY ®» WinSCP IZffEgH L THY £9,
Z ZTlE. WIinSCP (ZftE D Pagent Z#EB L7=/XX 7L —XDATDEEE AL T T,

4.1. (7> a ) Pagent OicH

Hat &

L) ¥-2(M) I74MF) IIVKQ) FTM AT3Y(0) ER) ALT(H)

@ Documents - Documeg ™=

WinSCP #F|Hd 235Ed. AT A /8% I)LDY —)L L) Pagent #3E17. #&IRL £,

08 (£307K8%) /0B (£277V%)

17

17

>|| <

4B 0B (£307KB )

ofif (2277M0%)

EZBE 7200
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3 PO - %
| = mLOsAE o FR- [F v
CMUsersHtak¥Documentsy| il
& s [EER
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id_rsa.pub 2420 1AT—KP) 2024/04/02 15:40:41
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>
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Pagent Ai2EId 5 &, X RV N—|TNIBRT A AV HRRINET,

U= )L(T) "l EHM -
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SEDA V- FETIO...

EDII M-Iy I 79T (E)...

Pageant EE1T(P)

Fullygen E% €]

WinSCP NEFEES

BEZE(P)..

J=-SiaERA)..

WinSCP T® Pagent |& C:¥Program Files (x86)¥WinSCP¥PuTTY¥ LUF @ pagent.exe AEETY, CNEZBEEEHL THHELEEA,



View Keys

Pagent 7 A4 v %H7 )y 0 dbeX_a—hDRRENET, i::f:(wm
ZH T View Keys Z IR 5 &, UTORAED—ENSRILDTRRINET, Remove All Keys

Re-encrypt All Keys

BEEHERIIAOF—HEHRINTULWALDTEILAY £7,

About

Exit

Pageant Key List x
Fingerprint type: | SHAZ56 ~
Add Key Add Key (encrypted) Re-encrypt Remove
Close

NI)LD Add key 23T, HEZWEEZRINR—DT7A AV 5D X a2 —TAdd Key #RIRT &, 77
A IVOERBEHNFRENEITDTI I T ppk BERDOWMEREAEIRE, MBHE7 7AILDNRZATL—X%
AANEFTOTANDLET &, BLAZFRKINE T,

Pageant Key List X

RSA 2048  SHAZ56:B10FzU0nfsm A XcAPv+UXk AQMMYPygk 700mWjg  rsakey-20240403

Fingerprint type: | SHA256 ~
Add Key (encrypted) Re-encrypt Remove

Z N T Pagent DEFIFIRT TT,

B e RS AR E— Ty T TATF LA pagent.exe Z 281 F BBE. B8 E LT ppk EROMEBEHE T 7 A L D/IRXR%EZIBET 5FE T, &LH

FICIREOMBEROFZAASERHLET, AT L—XDANZREINETOTANT 2L, WERIBRINET,



4.2. (7> a ) Pagent Z{EM L 7= WinSCP Th &
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HOT-DTHBERD 7 7 AILDNRZAT7L—X % ANT 5

DEN LB RETY,

¥ =27 — I 2 7 — FCORTOEDOHREREN, WERD 2T L — ftbfi%%éﬂiﬁh WinSCP TIEF 7 # /L k T/¥2
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ZHIZ L THELDAREICHY £T,



4.3. (7> a ) Pagent Z{EM L 7= TeraTerm TR

Tera Term T% Pagent [ZZHIBWA721F 3
F922.LALEIICCYMADEREZHAAETT, UT D SSHFZED/ SR ETRINIZEZAT, —F
T Pagent 25 %R, OKEZHL £,

SSHEZEF - X

074 2% 10.148.106.52

ZEANBETT.
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ZE IR

- OpenSSH for Windows DiIE
https://learn.microsoft.com/ja-jp/windows-server/administration/openssh/openssh_overview
Windows 10 (EJL K 1809 L&), Windows Sever 2019, 2022 (Z THIAAEEA. Windows ZX# T D OpenSSH
ICBET A5x4 7B Y 7 MO RFa X2 MIRYET,

+ Tera Term Home Page

https://teratermproject.github.io/

TeraTerm (£ 1994 EICFASKIHEINIHERY 7 b7 27T, BEIZERZ =D Tera Term Project
ICTHENMEDONTEY XY, AFF 2 XY POFERKRTON—2 32352 T ZON—2 3 [T
REITWE LT,

- WinSCP

https://winscp.net/eng/docs/lang:jp

WinSCP & Windows ECEMEFT 2F—7> V=X T/ 774 A FTPFTPSSFTP 2 247 v 7077 L
IZY E9,

- Deprecating scp
LWN.net ®E25E: https://lwn.net/Articles/835962/
Redhat #+t® 7' [ 7' https://www.redhat.com/ja/blog/openssh-scp-deprecation-rhel-9-what-you-

need-know

SSH TIER® <, SSHICL 2 ReRBEERZAVCTYE— P LO—HLDOETTZ 742 IE—F 5 HKE L
TSCPAREENTEY F L7z, A, WESCPICOWTIFZ D70 FaLDEHED SFHIBANFEHRE L 1 -
THYVET, 77400 —IC20WTE, LY L27% SFTP MBI HREE LY £,

+ How to create a password-less SSH login to your Nutanix cluster
https://portal.nutanix.com/kb/1895

Nutanix KB-1895 Tl macOS > Linux (23D OpenSSH T ssh-keygen TORD AR S L VAN BIEREF T
DT 7ERZOVWTERHLTHEY T, £7-. Windows BRIETOD PuTTY TORBREZDIALTHT 7 X ITDOW
THIH LD KB,

AREF 2 A2 MIZDKB-1895 ZHET 5. &L ICARTOFADZ L Tera Term x> WinSCP OFRAE%
FRIRT BT-DICER SN E L 7=,
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https://learn.microsoft.com/ja-jp/windows-server/administration/openssh/openssh_overview
https://teratermproject.github.io/
https://winscp.net/eng/docs/lang:jp
https://lwn.net/Articles/835962/
https://www.redhat.com/ja/blog/openssh-scp-deprecation-rhel-9-what-you-need-know
https://www.redhat.com/ja/blog/openssh-scp-deprecation-rhel-9-what-you-need-know
https://portal.nutanix.com/kb/1895
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