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l. Preface: The Safe, Agile, Intelligent
Trader Imperative

The trading floor has always been where speed, precision, and information converge to create alpha.

However today's institutional traders operate in a fundamentally different environment than their
predecessors, one where milliseconds determine profitability, where regulatory scrutiny has never

been more intense, and where data is the differentiator.

For IT leaders in financial services, there is a new challenge: How do you modernize trader

desktops and its infrastructure to meet evolving business demands: flexibility, cost efficiency,

security, resilience, without compromising the unforgiving performance and newer (GenAl)
requirements that define today's trading operations?

The stakes can be high. Downtime during volatile market conditions can cost millions. And in

trading, latency, measured in milliseconds, can mean the difference between capturing alpha and

watching it disappear. Yet, legacy models can become unsustainable, operationally complex,

inflexible, costly to maintain, and increasingly incompatible with cloud-first strategies.

Technology continues to reshape trading desks, from execution and analytics to infrastructure
and oversight, even in historically voice-driven products. The effort is to simplify with fewer but

more integrated platforms, to facilitate the rising use of GenAl, and growing mandates for

resilience and data sovereignty under frameworks such as DORA.

Hybrid cloud environments built for speed, intelligence, and regulatory compliance are now being

seen as optimal environments for high availability trader desktops, which was once defined by
static hardware and location. End-user computing (EUC) or Virtual Desktop Infrastructure (VDI)

models provide the foundation to address these challenges; however, when tied to legacy
infrastructure, these foundations struggle, creating latency, “jitter,” complexity, and rigidity.

This e-book provides a blueprint for modernization. It outlines a shift toward a Hybrid Cloud,
pod-based architecture that optimizes workload placement based on latency, control, and cost
requirements. It shows how the Nutanix Cloud Infrastructure platform simplifies operations,
integrates seamlessly with virtualised desktop providers such as Citrix and Omnissa, and
predictable, high-speed performance.


https://www.finextra.com/blogposting/28058/how-speed-became-the-most-important-weapon-in-the-armory-of-hedge-funds#:~:text=ULL%20strategies%20emphasize%20the%20importance%20of%20reaching,**Sustainable%20ULL%20strategy**%20*%20**Sufficient%20resiliency%20testing**
https://hedgefundalpha.com/education/precision-alpha-micro-trend-revolution-hedge-fund-investing/#:~:text=Sign%20up%20for%20our%20E,Investment%20E%2Dbooks%20and%20More!&text=As%20traditional%20alpha%20sources%20become,in%20volatile%20or%20fragmented%20markets.
https://hedgefundalpha.com/education/precision-alpha-micro-trend-revolution-hedge-fund-investing/#:~:text=Sign%20up%20for%20our%20E,Investment%20E%2Dbooks%20and%20More!&text=As%20traditional%20alpha%20sources%20become,in%20volatile%20or%20fragmented%20markets.
https://a-teaminsight.com/blog/evolving-with-the-market-technology-strategies-for-modern-sell-side-firms/#:~:text=Several%20options%20exist.,dynamic%20nature%20of%20the%20markets
https://a-teaminsight.com/blog/evolving-with-the-market-technology-strategies-for-modern-sell-side-firms/#:~:text=Several%20options%20exist.,dynamic%20nature%20of%20the%20markets
https://www.ciodive.com/news/IT-outages-cost-new-relic/760575/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2860359
https://www.erm-academy.org/publication/risk-management-article/legacy-systems-the-achilles-heel-of-digital-transformation/
https://www.erm-academy.org/publication/risk-management-article/legacy-systems-the-achilles-heel-of-digital-transformation/
https://www.broadridge.com/article/capital-markets/trading-desks-to-vendors-keep-it-simple
https://www.broadridge.com/article/capital-markets/trading-desks-to-vendors-keep-it-simple
https://globalfintechseries.com/featured/hybrid-cloud-architecture-for-modern-trading-balancing-security-and-scalability/
https://www.nutanix.com/theforecastbynutanix/technology/building-a-hybrid-cloud-infrastructure-for-euc
https://www.nutanix.com/theforecastbynutanix/technology/building-a-hybrid-cloud-infrastructure-for-euc

"\

Il. Legacy Desktop Liability:
Risk, Cost, and Drag

Modern trading operations can place stress on traditional, siloed infrastructures. The costs are not
just operational; they may include missed trading opportunities or regulatory exposure. Legacy
workstations deployed on legacy infrastructure can be inefficient as well as introduce risk.

Performance Inconsistency

Legacy infrastructure solutions can result in trader confidence loss caused by unpredictable
performance known as “jitter.” Jitter includes mouse lag, keyboard input delays, and brief screen
freezes that can lead to execution errors in time-sensitive environments. Jitter often stems from
resource contention in underlying systems that lack sufficient monitoring and scale.

Application and Management Complexity

The trading application portfolio is inherently complex: internally developed proprietary execution
and order management systems with embedded algorithmic strategies, external 3rd party
terminals and applications, analytics tools, and commmunication platforms all running
simultaneously.

When layered onto traditional three-tier architectures with siloed server, network, and storage
components, this complexity can become unmanageable:

- High-Stakes Patching: Addressing constant security and patch requirements without
introducing application regressions is a resource-intensive, high-risk process.

- Siloed Troubleshooting: Pinpointing performance issues requires deep, siloed expertise to
hunt for problems across separate network, storage, compute, and application teams.

- Architectural Rigidity: Traditional 3-tier (server, network, storage) deployments supporting
virtual desktops are inherently complex, introducing cost risk and operational friction.

Compliance and Resilience Risk

As regulators impose stricter controls on operational resilience, data sovereignty, and
communications capture, centralized virtual desktop environments can offer inherent
compliance advantages over distributed physical endpoints. Organizations managing trading
desktops on aging infrastructure face a dual challenge: meeting escalating regulatory mandates
while maintaining the performance traders demand.

Regulatory Drivers Accelerating Change
- Resilience: The Digital Operational Resilience Act (DORA) took effect in January 2025, elevating
board-level accountability for Information and communication technology (ICT) risk
management, operational resilience and affects the evaluation of technology service providers.
Financial institutions must now demonstrate robust business continuity plans, including the
ability to recover critical operations quickly. Virtual desktops, with centralized management
and rapid failover capabilities, can provide a clear path to meeting these requirements.



https://www.pwc.com/us/en/industries/financial-services/library/re-engineering-the-bank-for-growth.html
https://www.eiopa.europa.eu/digital-operational-resilience-act-dora_en
https://www.eiopa.europa.eu/document/download/56b1ca78-5dd2-4d36-8377-47a538eb7558_en?filename=List%20of%20designated%20CTPPs.pdf
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- Residency Control: Data sovereignty and cross-border data transfer regulations have become
increasingly stringent, across major global markets requiring organizations to navigate a
complex web of localization and privacy standards. Virtual desktop environments provide the
infrastructure organizations need to maintain tighter control over data residency supporting
broader compliance initiatives for GDPR, PSD2, and other frameworks.

- Communications capture: Broker-dealers are subject to strict record-keeping rules, such as
SEC Rule 17a-4(f) and EINRA Rule 4511, record keeping requirements mandate that broker-

dealers preserve all business cormmunications, such as email, chat, voice, in immutable,
searchable systems. Centralized virtual environments may make this easier than trying to
enforce capture across distributed physical endpoints.

Legacy Liability?

When legacy trader desktop solutions built on proprietary hardware architectures reach
End-of-Life, as they all do eventually, organizations face a strategic inflection point. These aging,
proprietary platforms face increasing pressure as modern hyperconverged platforms can deliver
equivalent performance with superior economics and operational simplicity.

A prime example is HPE Moonshot. As HPE Moonshot components reached end-of-life status and

support timelines shortened, organizations faced a strategic decision: invest in refreshing a proprietary
platform with architectural limitations, or migrate to modern, hyperconverged trader desktop
solutions. Such platforms are now readily available and capable of delivering high- performance
operations, and streamlined management, all while paving a path to a hybrid cloud model.

Further, legacy infrastructure may create compliance vulnerabilities: physical workstations
increase data exfiltration (e.g.insider risk) risk through unauthorized device transfers, while public
cloud-only solutions may not meet strict data residency mandates, making private or hybrid
models essential for many institutions.

! Key regulatory examples include the EU's GDPR, DORA, NIS2, and Data Act; the U.S. CLOUD Act and state-level frameworks such
as CCPA/CPRA; and China's Personal Information Protection Law (PIPL) and Data Security Law.

2 Nutanix retained Cohasset Associates, an independent assessment firm, to validate that Nutanix Objects and Nutanix Files support
compliance with SEC Rule 17a-4(f), FINRA Rule 4511, and CFTC Rule 1.31(c)-(d). See the full assessment reports at nutanix.com/trust


https://www.sec.gov/files/rules/final/34-46473.htm
https://www.finra.org/rules-guidance/rulebooks/finra-rules/4511
https://www.hpe.com/psnow/doc/c04111337.pdf
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lll. The Modern Trader Desktop
Mandate

A modern trader-focused desktop solution must deliver tangible business benefits without
compromising the trader experience. It must keep pace with an evolving comprehensive
ecosystem where reliability matches speed and tech evolution.

The Anatomy of Today's Institutional Trader
To understand what infrastructure must deliver, consider what traders actually do:

- Traders must be agile, informed, and empowered to make decisions that generate returns for
clients in real-time. This means they need to:

- Execute complex calculations and analysis without delay

- Process constant incoming data streams and live video feeds

- Visualize vast amounts of data across multiple high-definition displays simultaneously

- Identify risks and opportunities as market conditions shift moment by moment

- Access multiple trading systems (Bloomberg, Refinitiv Eikon, proprietary platforms) seamlessly

- Maintain focus despite information density that would overwhelm conventional computing setups

Performance

A high-performance desktop is non-negotiable. Must-haves include support for multiple HD
displays, constant data streams, and the power for complex, real-time calculations and analysis.
In addition, the solution must consider and address:

- Latency-sensitive applications and the end-user experience. A consistently high-performing,
low-latency environment is critical on the trading desktop. Robust network load balancing
and traffic management are essential to ensure high availability, performmance, and scalable
desktops across demanding environments.

- Support for efficient GPU consumption. Many trading profiles require dedicated GPU
resources to drive multi-monitor 4K configurations and visually-heavy applications. Efficient
GPU resource utilization and centralized management are essential for driving operational
efficiency and agility, making them critical and necessary features of any high performance
trading environment.

Visualization

The modern institutional trader workstation is an extreme visual environment. It often powers
four-to-six displays running at 4K resolution, simultaneously displaying live data feeds, TV streams,
complex charting applications, and proprietary analytics. In high-speed trading environments,
these capabilities are operational necessities, not just preferences. The demand for improved
terminals continues to grow and this non-negotiable requirement demands powerful

graphics technology.
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GPUs are essential for this workload, delivering the real-time rendering performance traders
need across multiple high-resolution displays and video streams. However, GPU deployment
introduces operational considerations that must be factored into infrastructure planning:

- driver compatibility and testing cycles
- increased power and cooling requirements
- more complex capacity planning around GPU profiles and allocation strategies.

The virtualization platform must support device-aware redirection for specialist peripherals;
specially designed keyboards, biometric authentication modules, and trading turrets, ensuring
seamless integration with the virtual desktop experience.

Intelligence (GenAl ready)

Trading operations generate and consume data at unprecedented scale. Market data, alternative
datasets (social media sentiment, satellite imagery, logistics tracking), real-time news feeds, and

proprietary analytics create an environment where data volume and variety expand continuously.

Infrastructure must accommodate this growth without performance degradation.

Al and machine learning have become integral to institutional trading, from algorithmic execution

and alpha generation to fraud detection and risk oversight. The current wave of generative Al
adoption is accelerating this trend, with trading desks deploying large language models for
research automation, sentiment analysis, and decision support tools.

For IT leaders, this creates a desktop delivery challenge: how do you provide the compute, memory,
and data access required for Al-driven applications while maintaining the low-latency, high-
throughput environment traders demand?

Trader desktop infrastructure, when properly architected, can enable this balance. It allows
organizations to deploy Al capabilities at scale, integrating models directly into trader workflows,
without requiring desk-by-desk hardware upgrades or compromising performance standards.

The intelligence layer of modern trading isn't optional infrastructure; it's a competitive
requirement. Your desktop architecture must support it.

The Data

Each data type has different performance, access, and retention requirements, yet all must be
available to traders with near-zero perceivable latency.

Consider the range of data types a single trading desk manages:
- Real-time market data: Price quotes, order flow, trade volumes, market depth

- Bank or 3rd party intellectual property on specialised data sources: e.g. deals league tables,
Fl evaluated pricing, publications, news analytics

- Bank or 3rd party intellectual property on public data sources: e.g. IBES estimates, ESGC ratings
- Specialised data sources: e.g. data on funds, broker research, news
- Public datasets: company fundamentals, filings and transcripts, economic data

- Alternative data sources: Sentiment data - analysis of news feeds, social media, and forum
discussions to gauge public opinion and market sentiment or Geospatial data and satellite
imagery to track physical activities like shipping flows, consumer traffic, or crop yields.


https://www.bain.com/insights/the-next-growth-horizon-in-financial-market-infrastructure/#:~:text=Demand%20for%20data%20and%20analytics,fraud%20detection%20and%20risk%20mitigation.
https://www.bain.com/insights/the-next-growth-horizon-in-financial-market-infrastructure/#:~:text=Demand%20for%20data%20and%20analytics,fraud%20detection%20and%20risk%20mitigation.
https://www.bain.com/insights/the-next-growth-horizon-in-financial-market-infrastructure/#:~:text=Demand%20for%20data%20and%20analytics,fraud%20detection%20and%20risk%20mitigation.
https://www.finra.org/rules-guidance/key-topics/fintech/report/artificial-intelligence-in-the-securities-industry
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The Shadow Data Problem

While most critical trading data resides in specialized, regulated trading systems, it's common
for data to be replicated or stored outside these environments: on file shares, network drives,
personal folders, or spreadsheets. This creates risk:

- Data leakage: Data on shared drives can be copied or sent externally without detection and
local files can become outdated or diverge from the official trading record.

- Loss of audit trail: Local copies diverge from official records, creating compliance gaps.

- Regulatory exposure: Trade execution data or client information stored outside approved
systems could violate recordkeeping requirements.

Organizations need infrastructure that consolidates data management while maintaining the
performance traders demand.

Always On

Service continuity is non-negotiable in trading operations. Traders cannot afford to wait for
systems to recover, positions must be monitored, orders must flow, and risk must be managed
continuously. The modern mandate, however, goes beyond uptime. This includes:

- Seamless Failover: Infrastructure must withstand hardware failures without impacting
the trader.

- Disaster Recovery (DR): In a BCP (Business Continuity Planning) event where a primary
trading floor is unavailable, traders must be able to log in from a DR site, or any authorized
location, and instantly access their exact desktop, applications, and data.

- Location Flexibility: This centralized model, extremely difficult to replicate with physical
workstations, enables trading to continue from anywhere, meeting both resilience and
hybrid work requirements.

The Infrastructure

The above requirements have historically been considered mutually exclusive, you could have
performance, or you could have flexibility and cost efficiency, but not both. That calculus is
changing with a modern hybrid cloud platform.
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IV. The Infrastructure Pivot:
Hybrid Cloud

In the institutional trading world, infrastructure isn't just a support function, it can be the
differentiator. The modern trader operates at the intersection of massive data streams, complex
analytical tools, and split-second decision-making. Effectiveness can depend entirely on the
technology beneath them performing flawlessly, invisibly, and instantaneously.

The question facing IT leaders is no longer whether to modernize legacy architectures, it's how.
Physical workstations and traditional three-tier infrastructure can limit agility, inflate costs, and
create compliance gaps. But the answer isn't simply migrating everything to the public cloud.

According to a London Stock Exchange Group survey, a significant majority of institutions are

implementing hybrid architectures, to strategically balance public cloud economics and
innovation velocity with private cloud control and performance predictability.

Public Cloud vs. Private Cloud: A Strategic Balance

The future of trading infrastructure isn't public or private, it's both, deployed intelligently based
on workload requirements. Hybrid cloud architecture enables organizations to place workloads
where they perform best; typical scenarios: ultra-low-latency execution systems on-premises or in
proximity to exchanges, while analytics, disaster recovery, and flexible capacity leverage public cloud.
The goal is ensuring traders have seamless access to data, applications, and compute regardless of
where those resources physically reside.

Dimension

Public Cloud Advantage

Private Cloud Advantage

Hybrid Implementation

Latency Geographic distribution for High Microsecond Core trading on-premises;
global access performance for order analytics/research in cloud
execution

Compliance

Built-in disaster recovery and

Control over data sovereignty

Data domiciling by regulation;

Support geographic redundancy and residency public cloud for non-sensitive
workloads

Cost Pay-per-use eliminates capital Predictable costs for sustained, Burst capacity to cloud;
expenditure intensive workloads baseline on-premises

Innovation Rapid deployment of Al/ML Hardware customization Integrate cloud-native Al with
and analytics services for specialized trading on-premises execution

applications
Resilience Instant failover across regions Dedicated capacity without Primary/secondary site

noisy neighbor risk

strategy with cloud as tertiary


https://www.lseg.com/en/media-centre/press-releases/2025/lseg-global-cloud-survey-financial-services-firms-embrace-cloud-to-drive-competitiveness
https://www.nutanix.com/company/customers/spark-systems#
https://www.nutanix.com/company/customers/spark-systems#

n
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Why Hybrid Matters for Trading Desks
Trading operations have unigue requirements that neither pure public nor pure private cloud
can fully address:

- Data gravity: Market data feeds, order management systems, and execution venues often
require on-premises or co-located infrastructure to minimize latency, yet data marketplaces
and analytical stores can benefit greatly in the public cloud.

- Regulatory constraints: Data residency requirements under GDPR, DORA, and other
frameworks may mandate private cloud for certain datasets.

- Cost optimization: High-intensity, predictable workloads (core trading desktops) may be
more economical on-premises, while variable or burst workloads benefit from cloud elasticity

- Business continuity: Hybrid architecture provides multiple layers of resilience, failing over
between private sites or to public cloud depending on the scenario

The flexibility to orchestrate workloads across environments isn't impossible; it's a strategic
direction for modern trading operations.
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V. The Resilient Blueprint:
Nutanix as the Core

Nutanix provides the unified, consistent infrastructure layer required to execute the Hybrid Cloud
strategy detailed above.

Core Pod-Based Compute and Storage Performance

The Platform Foundation

Nutanix Cloud Infrastructure (NCI) avoids traditional infrastructure bottlenecks that restrict virtual
desktop environments, offering an integrated hypervisor AHV (Acropolis Hypervisor) providing native,
feature-rich virtualization with built-in self-healing, data locality across a rich distributed storage fabric
AOS (Acropolis Operating System), reducing latency and dependency on network and storage arrays,
and increasing responsiveness for the trader desktops. The Nutanix solution allows for predictable,
linear scaling to tens of thousands of VMs simply by adding nodes.

Pod-Based Architecture: The Blueprint for Scale

Nutanix pod-based architecture has emerged as the blueprint for scalable trader desktop
environments. It separates the environment into functional, repeatable blocks based on the Nutanix
Cloud Platform capability, enabling firms to deploy standardized “pods” that can be replicated across
sites, scaled independently, and managed consistently.

TCO Advantages
This model delivers significant financial benefit: A recent study of Nutanix Cloud Platform customers
by IDC reports a 42% average TCO savings versus three-tier infrastructure. By replacing complex,

disparate layers with a single, simplified HCI platform, organizations gain a predictable operating
model for cost visibility and continuous optimization. Capital expenditure shifts from over-provisioned
silos to right-sized, incrementally scalable infrastructure.

Built-In High Availability

Nutanix delivers comprehensive high availability for trader desktop environments through several

integrated capabilities:

- Distributed, Fault-Tolerant Architecture: Data, compute, and services are distributed across
multiple nodes to eliminate single points of failure. Hardware failures are absorbed to minimize
risk of service interruption, critical when traders cannot tolerate downtime during market hours.

- Data Protection and Replication: Native backup and disaster recovery capabilities include both
asynchronous and synchronous replication across sites. Organizations can maintain hot
standby environments in secondary data centers or replicate to the cloud for tertiary protection.

- Self-Healing Operations: The platform automatically detects and remediates failures by
rerouting workloads and rebalancing data across healthy nodes. This minimizes service
disruption risk without requiring manual intervention from operations teams.

- EUC Broker Integration for Desktop Availability: Integration with multiple EUC brokers provides
continuous desktop availability through intelligent load balancing and robust failover mechanisms.
If a desktop host fails, user sessions automatically reconnect to available resources.

- Automated Disaster Recovery: Nutanix disaster recovery solutions enable seamless workload
recovery across multiple sites with minimal manual intervention.


https://www.nutanix.com/go/nutanix-cloud-business-value-download?utm_source=google_adwords&utm_medium=paid_search&utm_campaign=Nutanix_Search_AMS_T1_Nutanix-Brand_Google_Demand_English_7017V0000013REbQAM&utm_term=nutanix%20software&utm_experience=&cq_plac=&cq_net=g&cq_plt=gp&cq_cmp=22858996751&_bt=767414235331&_bk=nutanix%20software&_bm=p&_bn=g&_bg=185018081004&gad_source=1&gad_campaignid=22858996751&gbraid=0AAAAADN2VjaaiQBiJoo4xs9-0t_z0Rzo1&gclid=Cj0KCQiAoZDJBhC0ARIsAERP-F_QclfRocaZTs7qkDjkn3dpI7Rp7741zeapAu6hEyP5xMSf6ZfwtXIaAmbNEALw_wcB
https://portal.nutanix.com/page/documents/solutions/details?targetId=TN-2102-Nutanix-High-Availability-for-End-User-Computing:TN-2102-Nutanix-High-Availability-for-End-User-Computing
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Al-Ready Infrastructure
Al is now considered one of the most influential aspects of trading and GenAl is moving from

back-end risk models directly onto the trading desktop in the form of Al co-pilots, enhancing data
analysis, customer outreach, strategy development, and streamlining research. These workloads place
new demands on infrastructure: high compute density, efficient GPU utilization, and the ability to
deliver Al capabilities directly into trader workflows without introducing latency.

The Nutanix platform provides high availability and low latency, crucial for demanding GenAl
workloads and helps protect sensitive Al data, models and IP, supporting compliance and security.
The Nutanix platform provides an Al-ready foundation by:

- Enabling Efficient GPU Utilization: Rather than relying on a costly and inefficient 1.1 ratio of
physical GPUs to traders, Nutanix supports virtual GPU (vVGPU) technologies through Nutanix
AHV (e.g., NVIDIA vGPU). This allows a single, powerful physical GPU to be logically “sliced” and
shared across multiple trader desktops. This provides traders with the power they need for Al
applications while dramatically improving resource utilization and lowering TCO.

- Delivering High-Speed Data Proximity: Al models are "hungry” for data. The Nutanix platform
runs the virtual desktops (compute) and the unstructured data (Nutanix Files Storage
solution) on the same low-latency, high-bandwidth fabric. This data locality is crucial, as it
reduces the network hops to disparate storage arrays that would otherwise cripple the
performance of real-time Al applications.

Security and Networking (Zero Trust Hardening)
Trader desktops handle highly sensitive financial data and connect to regulated systems, making
security paramount. Nutanix addresses these requirements through defense-in-depth:

- Providing a streamlined hypervisor design without unnecessary components or services,
reducing potential vulnerabilities and resulting in a minimal attack surface. In addition,
Nutanix provides baselines following industry hardening guidelines (such as DISA STICs) and
can provide automated compliance checks through the Nutanix Security Configuration
Management (SCM) feature. All AHV binaries are signed and verified to prevent tampering.

- Role-Based Access Control (RBAC) with the Nutanix Prism enterprise-grade control plane
provides platform security by allowing administrators to assign granular roles and
permissions so that users and services supporting the trading environment only have the
minimum privileges required for their tasks. Additionally, the platform supports Multi-Factor
Authentication (MFA) and directory service integration (e.g., Active Directory, LDAP), and
enables single sign-on (SSO) and central credential management to reduce password risks.

- Nutanix Data Security includes Data-at-Rest Encryption, utilizing strong encryption
(e.g., AES-256) to secure data on storage. Self-Encrypting Drives (SEDs) and key management
integration (KMIP-compliant external key managers) are supported. By implementing Secure
Boot, the platform is designed so that only trusted, signed components run during system startup.

- The Nutanix Flow software-defined networking and security solution, built into the platform,
provides micro-segmentation, allowing isolation of trading desktops and associated services
using software-defined firewalls and security policies. This isolation helps prevent lateral
movement or interception within the trading environment.

These features collectively reduce the risk of unauthorized access, data exposure, and malware
propagation within a trading environment.


https://www.tradersmagazine.com/am/technology-is-the-backbone-of-modern-trading/#:~:text=Artificial%20Intelligence%20(AI)%20and%20Machine,innovation%20across%20the%20financial%20sector.
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User Data, Files and Shared Data Storage - Fast, Protected and Scalable
Trading operations generate and consume data at extraordinary scale and variety of data, only
expected to increase with GenAl. This data ecosystem presents a dual challenge: infrastructure must
deliver the performance and scalability to handle massive throughput while providing the protection
and governance to meet regulatory requirements.

Nutanix Unified Storage: Flexibility Without Compromise

The Nutanix Unified Storage solution can address these challenges by consolidating file, object, and
block storage on a single platform. This avoids the operational complexity of managing separate
storage silos while delivering:

- Performance at scale: Handle time-series data, huge numbers of files, and massive
throughput for large objects

- Rich data services: Built-in analytics, lifecycle management, and data protection without
add-on solutions

- Infrastructure flexibility: Deploy Nutanix Files Storage for high-performmance SMB storage, or
integrate with existing storage infrastructure like Pure or Dell

For trading environments, Nutanix Files Storage provides highly resilient storage specifically
designed for user profile data, shared drives, and collaborative workspaces delivering the responsive,
high throughput performance that modern trading teams demand.

Nutanix Data Lens: Visibility, Protection, and Governance
The Nutanix Data Lens SaaS-based data security solution addresses the “shadow data” problem
through intelligent analytics and ransomware resilience:

- Global discovery and classification: Data Lens indexes and classifies unstructured files across
Nutanix Files Storage and connected buckets so you can see where trade-sensitive files
(PIl, account lists, spreadsheets) actually live, including personal shares and nonstandard
folders. This helps to mitigate “unknown data” and shadow copies.

- Real-time analytics and anomalous activity detection applies behavioral analytics to spot unusual
access patterns (mass reads/copies, sudden deletions or file encryption patterns), enabling much
faster detection of ransomware or insider exfiltration attempts than relying on manual log review.
Data Lens is a solution that can detect threats quickly and start recovery workflows.

- Comprehensive audit trails and reporting helps to capture user activity and provides reports/
audit trails that can be used for regulatory evidence or incident forensics, addressing broker-
dealer recordkeeping and auditability requirements. This helps manage legal/regulatory
exposure and can help speed incident response.

- Ransomware resilience and recovery workflows operate by integrating with snapshot/backup
capabilities and can help orchestrate recovery, limiting downtime for trading systems and
helping to manage financial impact.

- Cloud bucket discovery and lifecycle controls allow Data Lens to discover and manage S3/Azure
blob buckets and help tier cold/warm data to object storage, allowing for movement of low-
value data off primary shares to help reduce what's exposed on the most-critical file servers.

- Data lens provides a centralised view across clusters providing central visibility so policy and
response are consistent, very useful where traders in different locations create local personal shares.
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This combination of capabilities helps capital markets firms protect sensitive trading data by
detecting risks, classifying exposure, and helping to prevent data loss or breaches in real time, while
reducing operational complexity and supporting regulatory compliance efforts.

Seamless Broker Integration

Nutanix minimizes vendor lock-in by providing a commmon landing zone that integrates natively with
leading virtual desktop solution providers. Industry leading virtual desktop providers such as Citrix
Daas or Virtual Apps and Desktops, Omnissa Horizon, Dizzion Frame, Parallels RAS, Workspot, Accops
HyWorks and many others integrate with the Nutanix platform to provide secure and robust virtual
desktop environments to support trading requirements.

These native integrations allow rapid and flexible provisioning directly onto the Nutanix platform.

Citrix solutions, Omnissa Horizon and Dizzion Frame each provide their own protocol stack to address
network challenges and provide a high level of adaptive performance over challenging connections,
and each solution brings its own flavor of policy control, device redirection, security and optimization
capabilities to compliment the “secure by default” platform design provided by Nutanix.

Beyond the Trading Floor: Infrastructure for Every User, Every Location
The business case for modernizing trader desktops extends far beyond the trading floor. Once you've
architected infrastructure capable of supporting your most demanding users: traders processing
millisecond-level decisions with multiple 4K displays and GPU-accelerated analytics, you've
simultaneously created a platform that can elegantly support your entire workforce. The same
hyperconverged infrastructure, security architecture, and management capabilities that deliver for
traders scale seamlessly to knowledge workers, developers, analysts, and back-office operations
across your capital markets and investrent group or the entire firm

This isn't just operational efficiency, it's strategic leverage. Rather than managing separate
infrastructure stacks for different user populations, Nutanix EUC platforms enable you to deploy
a unified architecture that adapts to diverse requirements while maintaining consistent security,
compliance, and operational processes.

There's no single approach to EUC that addresses the needs of every enterprise. There are a variety
of possible deployment models to choose from:

- On premises. Support all users and applications on premises
- Cloud. Support all users and applications from a public cloud

- Hybrid. Combine both on premises and public cloud resources
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VI. Real-World Validation:
Trading Desks at Scale

The theoretical benefits of modern infrastructure mean nothing if they don't translate to
measurable outcomes in production trading environments. Leading financial institutions
running Nutanix powered trader desktops report tangible improvements across performance,
resilience, and operational efficiency.

Representative Use Case: Global Diversified Bank - Large-Scale VDI Consolidation
A top-tier global bank consolidated its virtual desktop infrastructure onto Nutanix to support a
massive user base across trading, operations, and corporate functions.

The results:

- Performance at Scale: Addressed performance inconsistencies that had impacted the legacy
three-tier environment. Traders experienced responsive, predictable desktop performance
even during peak market volatility, helping to minimize the latency that can erode confidence
in virtual desktops.

- Operational Resilience: High availability architecture with automated failover supported
continuous operations. Trading desks maintained uptime during infrastructure maintenance
windows and site-level disruptions, critical for 24-hour global markets.

- Simplified Operations: A single administrative interface replaced multiple management
consoles for compute, storage, and networking.

- Hybrid Cloud Flexibility: Unified infrastructure layer across on-premises data centers and
public cloud (Azure, AWS) streamlined complexity. The bank maintained performance-
sensitive workloads on-premises while leveraging cloud for disaster recovery and elastic
capacity, all managed through a consistent operational model.

Trading Desk Profiles: Real-World Configurations

The flexibility of Nutanix infrastructure is evident in how different trading operations configure
their environments. The table below illustrates representative production deployments from
anonymized financial institutions:

Trader Desktop

T Moni ;
Customer raders onitors Profile (Example)

Customer A Bond Trading 2,000 4K X 4 Persistent: NVIDIA Al6
4-8 vCPU, 64 GB RAM

Customer B Trading 800+ 4K X 4 90% Persistent: NVIDIA A40

2-4 vCPU, 32 GB RAM

Customer C Trading 700+ 4K X3 Non-Persistent: NVIDIA Ale
(Large) 12 vCPU, 64 GB RAM



VIl. Moving Forward

Modernizing trader desktop infrastructure isn't just a technology refresh, it can be a strategic
transformation that impacts revenue-generating operations. The decisions today can determine
whether trading operations have the performance, resilience, and flexibility to compete
effectively over the next decade.

The case for change is strong: legacy infrastructure can create risk of performance inconsistencies,
compliance exposure, and unsustainable costs. The hybrid cloud, hyperconverged model can
reduce these constraints while delivering opportunities for TCO savings. But getting from here to
there requires careful planning.

The next step is strategic, not technical:

- Strategic Briefing: Request a dedicated consultation to understand your trader desktop
delivery options across a hybrid cloud landscape

- Blueprint and Pilot: Partner with a Nutanix specialist to map your personalized hybrid cloud
blueprint and implement a low-stakes pilot to test performance and build confidence in your
new trader desktop estate prior to scaling

The next generation of trading floors will be defined by platforms that are as fast as they are
resilient, as intelligent as they are secure.
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