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Disclaimer:
The Nutanix Certified Professional - Database Automation 6 Exam Blueprint Guide provides 
an overview of the objectives that must be mastered to achieve the NCP-DB 6 credential. 
Nutanix does not offer any guarantees that this guide will ensure a candidate’s success in 
achieving the NCP-DB 6 Certification. All information in this guide is subject to change at 
any time at the sole discretion of Nutanix. 
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1.The Exam

1.1 Purpose of Exam
The Nutanix Certified Professional - Database Automation 6 exam tests candidates  
on their skills and abilities to deploy, administer, optimize, and troubleshoot database 
workloads using Nutanix Era. Successful candidates demonstrate mastery of these  
skills and abilities.

1.2 Number of Questions
The exam consists of 75 multiple choice and multiple response questions.

1.3 Pricing
The cost for the NCP-DB 6 exam is $199 USD.

1.4 Passing Score
The passing score for this exam is 3000, using a scaled scoring method. The scale is from 
1000-6000. Scaled scores are calculated using a mathematical formula that considers a 
variety of factors, including the number and type of exam questions included in a specific 
version of the exam. Because this combination may vary in different versions of the 
same examination, scaled scores provide a fair score for everyone based on the version 
of the exam taken.

1.5 How Objectives Relate to Questions on the Exam
Objectives summarize what the test is designed to measure. Objectives are developed 
by Exam Developers and Subject Matter Experts based on identified tasks that relate  
to the job of navigating and managing a Nutanix Era-managed database environment. 
Once the initial development process is complete, these objectives are verified using  
an external group of individuals in the actual job role. Finally, a number of questions  
is determined for each objective, which relates directly to the criticality of the task in  
the job role.
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1.6 LANGUAGES
The NCP-DB 6 exam is available in English.

1.7 Time Limit
The time limit for the exam 120 minutes.

1.8 Scheduling and Taking the Exam
This exam is delivered via remote proctoring in your home or office, or at a designated 
testing center. Occasionally, testing at Nutanix events may also be offered. At the start of 
the registration process, you will be asked to choose remote or in person testing. After 
registering for the exam, you will receive further information specific to the testing 
method you chose. Regardless of whether you test remotely or in person, you must 
provide valid identification and will be provided with a monitored and secure exam 
experience.

1.9 Certification Tracks
The Nutanix Certified Professional - Database Automation 6 exam is a core component 
of the Nutanix Database Automation track. Passing this exam results in achieving the 
NCP-DB 6 certification.

The certification requires a passing score on the exam. While it is not required that you 
attend a course, Nutanix provides training that covers the objectives on the exam. 
Details on the course and track are provided in section 4.

1.10 Retake Policy
If a candidate fails an exam on the first attempt, he or she is allowed two additional 
attempts. There is a seven-day waiting period between attempts. Like the first 
attempt, 
these are paid for individually and Nutanix recommends that you allow sufficient time 
between attempts to be properly prepared and to maximize your chances for success. 

Please note: After three attempts, you will be unable to take the exam for 60 days, after 
which you can e-mail university@nutanix.com and request that your attempts are 
reset. Nutanix recommends you utilize the time to thoroughly review this guide and 
the related references and/or take the recommended training for this exam.

mailto:university%40nutanix.com?subject=


©2023 Nutanix,  Inc .  Al l  Rights Reserved  |   6

1.11 Exam Security
Nutanix reserves the right to refuse certifying a candidate who violates exam security 
policies. This includes copying and redistribution of exam material, using any type of 
study material during the exam itself, attempting to photograph exam items and taking 
an exam using a false identity. Your identity is captured as part of the exam registration 
process and must be validated before you will be allowed to take the exam.

1.12 Recertification
Once you have passed the Nutanix Certified Professional - Database Automation 6 exam 
and achieved the NCP-DB 6 certification, it will remain valid for two years. 

To maintain your certification status, you must either renew your existing certification, 
take an equivalent NCP-level exam within another certification track, or upgrade your 
certification to a higher-level certification, such as to the Nutanix Certified Master tier 
within this same two-year period.
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2.	 Intended Audience

A candidate for the Nutanix Certified Professional - Database Automation 6 exam  
and NCP-DB 6 certification has approximately 1-2 years of database management 
experience, while also having at least 6 months of Nutanix Era experience. They are typically 
database administrators, Nutanix technical employees, Nutanix channel partners, 
Nutanix OEM vendors, and Nutanix customers. 

Successful candidates are capable of successfully provisioning, patching, protecting, and 
cloning Nutanix Era-managed databases. The successful candidate will most likely have 
taken training courses such as the Nutanix Database Administration (NDBA) course.
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3. Objectives covered in 
the NCP-DB 6 Exam

3.1 Introduction
It is recommended that candidates have the knowledge and skills necessary to deploy, 
administer, optimize, and troubleshoot database workloads using Nutanix Era before 
attempting the Nutanix Certified Professional - Database Automation 6. It is also 
recommended that the candidate complete the training course described in Section 4  
prior to taking the exam.

For the NCP-DB 6 certification, candidates will be tested on the following software versions:
•	 AOS and Prism: version 6.5

•	 Era: version 2.4

3.2 Objectives
Prior to taking this exam, candidates should understand each of the following objectives. 
Each objective is listed below; along with related tools the candidate should have 
experience with, and related documentation that contains information relevant to the 
objective. Please note that some documentation requires access via the Support Portal. 
Information on creating an account for use with the Support Portal can be found here.

All objectives may also be referenced in other product documentation not specifically 
highlighted below. The candidate should be familiar with all relevant product 
documentation or have the equivalent skills.

Section 1 – Describe Nutanix Era Concepts

Objective 1.1 – Define database terminology

 
Knowledge:

•	 Describe basic Era features

•	 Describe Time Machine SLAs

•	 Define Data Access Management (DAM)

•	 Define provisioning profiles

•	 Explain Copy Data Management (CDM)

•	 Identify basic Microsoft SQL and Oracle database terminology

http://go.nutanix.com/rs/nutanix/images/Nutanix Support Quick Reference Guide.pdf
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References

•	 Terminology Reference

•	 What’s New | Era 2.1

•	 Data Access Management (DAM)

•	 Copy Data Management (CDM)

•	 Oracle RAC Database

•	 Microsoft SQL Server Database Management

Objective 1.2 – Describe Era features and benefits

 
Knowledge:

•	 Describe provisioning

•	 Describe patching

•	 Describe cloning

•	 Describe data protection 

References

•	 Era Overview

•	 Era Services

•	 Era Profiles

•	 Era Dashboard

•	 One-Click Provisioning

•	 SLA Management

•	 Patching a Database Server VM

•	 Copy Data Management (CDM)

Section 2 – Deploy and Configure a Nutanix Era Solution

Objective 2.1 – Deploy an Era VM

 
Knowledge:

•	 Download, import, and create an Era VM

•	 Assign a static IP address to an Era VM using the Era Console

•	 Log onto an Era instance and run the installation wizard

https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-terminology-reference-r.html
https://portal.nutanix.com/page/documents/details?targetId=Release-Notes-Nutanix-Era-v2_1:v21-era-main-features-v2_1-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-data-access-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-copy-data-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-oracle-rac-database-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-sql-server-db-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-patching-database-postgresql-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-services-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-getting-started-profiles-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-dashboard-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-provisioning-configuration-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-sla-mangement-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-patching-database-postgresql-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-copy-data-management-c.html
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References

•	 Era Network Requirements

•	 Installing Era (AHV)

•	 Installing Era (ESXi)

•	 Assign a Static IP Address to the Era VM

•	 Database and Database Server VM Registration Prerequisites

•	 Registering a Database Server VM

•	 Era (SQL Server) Port Reference

Objective 2.2 – Configure an Era instance

 
Knowledge:

•	 Change NTP/DNS settings from the Era server CLI

•	 Determine the required network firewall ports to support a given  
Era environment scenario

•	 Configure network segmentation

•	 Change the Era language settings

•	 Configure an SSL certificate

•	 Deploy Era High Availability (HA)

References

•	 Era Notes and Limitations

•	 Assign a Static IP Address to the Era VM

•	 One-Click Provisioning

•	 Era Requirements

•	 Welcome to Era Wizard

•	 Configuring an SSL Certificate

•	 Era High Availability

Section 3 – Monitor and Report on a Nutanix Era Implementation

Objective 3.1 – Monitor alerts

 
Knowledge:

•	 Configure SMTP

•	 Monitor and clear alerts

•	 Filter alerts by time range

•	 Set policies

https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-requirements-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-installing-on-ahv-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-installing-on-esxi-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-assigning-static-IP-address-to-era-vm-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-db-registration-prerequisite-oracle-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-registering-an-oracle-database-server-t.html
https://portal.nutanix.com/page/documents/details?targetId=Port-Reference:Era_SQL_Server_port_auto_r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-limitations-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-assigning-static-IP-address-to-era-vm-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-provisioning-configuration-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-requirements-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-welcome-wizard-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-install-ssl-certificate-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-disaster-recovery-era-c.html
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References

•	 Era Alerts Dashboard

•	 Era Alert Management

•	 Era Alert Policies Management

•	 Disabling or Enabling Alert Policies

•	 Sending Alert Notifications to an Email Recipient

Objective 3.2 – Monitor storage usage

 
Knowledge:

•	 Identify database source and clone size

•	 Monitor database storage efficiency

•	 Monitor snapshots

References

•	 Clone Management

•	 Database Management

•	 Snapshot Management

•	 Era Dashboard

•	 Time Machine Behaviour and Functionality

Objective 3.3 – Report on database inventory

 
Knowledge:

•	 Monitor database and clone inventory

•	 Configure tags

•	 Identify a profile used by a given database

•	 Identify a database engine version

•	 Identify a cluster or VM hosting database

References

•	 Era Dashboard

•	 Era Tags Management

•	 Era Profiles

•	 SQL Server Database Profiles

•	 Oracle Database Profiles

https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-alert-dashboard-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-alert-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-alert-policies-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-enabling-disabling-alert-polices-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-send-alert-notifications-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-clone-database-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-database-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-snapshot-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-dashboard-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-time-machine-functionality-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-dashboard-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-tag-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-getting-started-profiles-c.html)
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-db-profiles-sql-server-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-db-profiles-oracle-c.html
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Section 4 – Operate and Maintain a Nutanix Era Environment

Objective 4.1 – Apply procedural concepts to register database server VMs and databases

 
Knowledge:

•	 Verify database registration prerequisites

•	 Provide OS and database instance credentials

•	 Select the appropriate cluster

•	 Discover the instance

•	 Select one or more databases to register

•	 Provide credentials to connect to the database

•	 Determine the appropriate Time Machine policy

	› SLA selection, schedule selection, select cluster(s) for Time Machine backups

References

•	 Database Registration Prerequisites

•	 Oracle Database Server VM Registration

•	 Oracle Database Registration

•	 Registering a SQL Server Failover Cluster Instance Database

•	 Registering a SQL Server Database

•	 Registering a SQL Server Database as a Group

•	 SQL Server Current Limitations

•	 SQL Server Software Compatibility and Feature Support

•	 MySQL Database Registration

•	 Era Limitations and Notes

•	 SAP HANA Database and Database Server VM Registration Prerequisites

•	 Registering an SAP HANA Database Server VM

•	 Removing a Database Server VM or Database Server Cluster

Objective 4.2 – Apply procedural concepts to provision databases

 
Knowledge:

•	 Select a database engine

•	 Select a single instance or cluster

•	 Select the appropriate profile

•	 Provide the name and size of a database

•	 Determine the appropriate Time Machine policy

	› SLA selection, schedule selection, select cluster(s) for Time Machine backups

https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-database-registration-prerequisite-oracle-r.dita.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-db-registration-prerequisite-oracle-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-database-registration-oracle-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-registering-an-sql-server-fci-database-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-database-registration-sqlserver-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-register-sqlserver-group-db-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-limitations-sql-server-c.html
https://portal.nutanix.com/page/documents/details?targetId=Release-Notes-Nutanix-Era-v2_4:v24-era-compatibility-sql-server-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-database-registration-mysql-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-limitations-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-db-registration-prerequisite-sap-hana-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-db-server-vm-registration-hana-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-remove-database-server-t.html
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References

•	 Database Server VM Provisioning Prerequisites

•	 Era Profiles

•	 Provisioning a SQL Server Availability Database

•	 Oracle Database Provisioning

•	 Removing a Database Server VM or Database Server Cluster

•	 Microsoft SQL Server Database Management

•	 Oracle Database Management

•	 Clone Management

•	 Windows Storage Spaces with Nutanix

Objective 4.3 – Apply procedural concepts to test and publish database patches

 
Knowledge:

•	 Create software profile versions

	› Image-based, incremental package

•	 Publish software profile versions

•	 Test patches according to vendor-specific processes

References

•	 Clone Management

•	 SQL Server Database Profiles

•	 Creating a Software Profile Version

•	 Updating a Software Profile Version

•	 Optimizing a Software Profile Version

•	 Provisioning a HA PostgreSQL Instance (Cluster Database)

Objective 4.4 – Describe steps to apply database patches

 
Knowledge:

•	 Apply a patch immediately

•	 Run a postscript

	› Update kernel patches

•	 Schedule a user patch by date and time

https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-db-provision-prerequisite-sql-server-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-getting-started-profiles-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-provision-sql-server-cluster-database-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-database-provisioning-oracle-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-remove-database-server-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-sql-server-db-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-oracle-db-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-oracle-db-management-c.html
https://portal.nutanix.com/page/documents/kbs/details?targetId=kA07V000000LXEoSAO
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-clone-database-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-db-profiles-sql-server-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-create-software-profile-version-sql-server-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-update-software-profile-version-oracle-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-optimize-software-profile-version-sql-server-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-provision-postgresql-cluster-database-t.html
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References

•	 Patching an Oracle Database Server VM

•	 Patching a SQL Server Database Server VM

•	 Microsoft SQL Server Database Management

•	 Creating a Software Profile Version

•	 Updating a Software Profile Version

•	 Nutanix Era: One-Click Oracle 19c Patching

Objective 4.5 – Upgrade databases

 
Knowledge:

•	 Upgrade Oracle databases in place

•	 Upgrade Microsoft SQL databases via cloning

References

•	 Era Upgrade Management

•	 Updating a Database

•	 Upgrading Oracle Database Software

•	 SQL Server Database Clone

Objective 4.6 – Given a scenario, troubleshoot Era operations

 
Knowledge:

•	 Analyze alerts

•	 Review operational logs

•	 Generate diagnostics bundle

•	 Analyze failed snapshots

•	 Analyze failed refresh clones

References

•	 Enabling Era Multi-Cluster

•	 Registering a Nutanix Cluster with Era

•	 Troubleshooting a Cluster Account Password

•	 Troubleshooting an Era Registration Due to Unmounted Container

•	 Troubleshooting Era Database Provisioned from the OOB Template

•	 Era Network Management

•	 Updating a Software Profile Version

https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-patching-database-oracle-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-patching-database-sql-server-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-sql-server-db-management-c.html
https://portal.nutanix.com/page/documentshttps:/portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-create-software-profile-version-sql-server-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-update-software-profile-version-oracle-t.html
https://www.youtube.com/watch?v=W8Zw8HtsDio
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-upgrading-the-version-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-update-database-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-upgrade-db-software-oracle-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-db-clone-sql-server-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-enable-multicluster-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-register-nutanix-cluster-t.html
https://portal.nutanix.com/page/documents/kbs/details?targetId=kA00e000000buaRCAQ
https://portal.nutanix.com/page/documents/kbs/details?targetId=kA00e000000CvhKCAS
https://portal.nutanix.com/page/documents/kbs/details?targetId=kA00e000000CvtxCAC
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-resource-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-update-software-profile-version-oracle-t.html
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Section 5 – Protect a Nutanix Era Implementation Using Time Machine

Objective 5.1 – Create, delete, and modify SLA retention policies

 
Knowledge:

•	 Determine the appropriate number of snapshots

•	 Determine schedule retention policies

	› Continuous, snapshot

•	 Create a custom SLA

•	 Determine storage requirements based on policy

•	 Manage SLAs for multiple clusters

References

•	 Data Access Management

•	 SLA Management

•	 Time Machine Behaviour and Functionality

•	 Managing Database Log Backups in Era

•	 Performing a Log Catch-up Operation (Manual)

•	 Era 2.0 FAQs

•	 Setting Alert Retention

Objective 5.2 – Given business requirements, perform a database clone

 
Knowledge:

•	 Determine the business requirements for clones

•	 Configure the refresh schedule

•	 Configure the removal schedule

•	 Authorize existing VMs

•	 Configure pre-create and post-create scripts

•	 Determine the target VM for cloning

•	 Create a clone from a manual snapshot

References

•	 SQL Server Database Clone

•	 Oracle Database Clone

•	 Creating Instance Clones

•	 Creating Database Group Clones

•	 Refreshing Database Clones (Manual)

•	 Removing a Database Clone (Manual)

•	 Authorizing Database Server VMs

•	 Era Time Machine Management

https://portal.nutanix.com/page/documenhttps:/portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-data-access-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-sla-mangement-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-time-machine-functionality-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-database-log-backup-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-performing-log-catchup-manually-t.html
https://portal.nutanix.com/page/documents/kbs/details?targetId=kA00e000000bs3cCAA
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-setting-alert-retention-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-db-clone-sql-server-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-db-clone-oracle-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-creating-database-clones-posgresql-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-create-database-clone-sqlserver-group-database-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-refreshing-database-clones-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-remove-database-clone-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-authorize-database-servers-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-time-machine-management-c.html
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Objective 5.3 – Apply procedural concepts to restore source databases

 
Knowledge:

•	 Restore a source database from a snapshot

•	 Restore a source database to a point in time

References

•	 Refreshing Database Clones (Manual)

•	 Restoring a SQL Server Database

•	 Restoring an Oracle Database

Objective 5.4 – Refresh clones

 
Knowledge:

•	 Manage the refresh schedule

•	 Manage the removal schedule

•	 Execute the manual clone refresh

References

•	 Refreshing Database Clones (Manual)

•	 Creating a Clone Refresh Schedule

•	 Removing a Database Clone (Manual)

•	 Creating a Clone Removal Schedule

•	 Updating Database Clones

•	 Time Machine Behaviour and Functionality

Objective 5.5 – Apply policies to back up databases

 
Knowledge:

•	 Apply an appropriate SLA

•	 Apply an appropriate Data Access Management (DAM) policy

•	 Create a manual snapshot

References

•	 SLA Management

•	 Data Access Management (DAM)

•	 Built-In SLAs

•	 Creating Snapshots (Manual)

•	 Era Time Machine Management

•	 Updating a Database Time Machine

https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-refreshing-database-clones-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-restoring-a-sql-server-database-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-restoring-a-oracle-database-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-refreshing-database-clones-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-schedule-clone-refresh-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-remove-database-clone-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-schedule-clone-removal-frequency-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-update-database-clone-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-time-machine-functionality-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-sla-mangement-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-data-access-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-built-in-slas-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-creating-manual-snapshots-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-time-machine-management-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-updating-time-machine-t.html
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Section 6 – Administer a Nutanix Era Cluster Environment

Objective 6.1 – Manage Era profiles

 
Knowledge:

•	 Create a software profile

•	 Create a compute profile

•	 Create a network profile

•	 Create database parameters

•	 Create a Windows domain

•	 Manage the profile status

	› Published, unpublished, and deprecated

•	 Identify Out of the Box (OOB) software profiles

References

•	 Era Profiles

•	 Creating a Software Profile Version

•	 Creating a Compute Profile

•	 Creating a SQL Server Network Profile

•	 Creating a Windows Domain Profile

•	 Creating a Database Parameter Profile

Objective 6.2 – Perform Era software updates

 
Knowledge:

•	 Perform an update of Era

•	 Update a dark site

References

•	 Era Upgrade Management

•	 Upgrading Era (One-Click Upgrade)

Objective 6.3 – Apply procedural concepts to add Nutanix clusters to Era

 
Knowledge:

•	 Verify the prerequisites to add a Nutanix cluster to Era

	› Versions, network connectivity, credentials, IP address, etc.

•	 Register a Nutanix cluster to Era

•	 Enable an Era Multi-Cluster environment

•	 Configure storage containers

https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-getting-started-profiles-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-create-software-profile-version-oracle-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-creating-a-compute-profile-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-creating-a-network-profile-sql-server-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-create-windows-domain-profile-sqlserver-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-create-database-parameters-profile-sql-server-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-era-upgrading-the-version-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-upgrading-the-version-using-one-click-t.html
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References

•	 Era Network Requirements

•	 Era Initial Configuration

•	 Enabling Era Multi-Cluster

•	 Registering a Nutanix Cluster with Era

•	 Updating a Nutanix Cluster

•	 Adding Time Machine Data Access to a Nutanix Cluster 

Objective 6.4 – Manage networks in Era

 
Knowledge:

•	 Create an Era-managed network

	› Static IP pool, subnet, etc.

•	 Determine when to use an Era-managed network

	› Network profile configurations

•	 Add a VLAN

References

•	 Creating a User VM (UVM) Network

•	 Updating a Static VLAN

•	 Adding IP Addresses to a Static VLAN

•	 Displaying the Static IP Address Assignment

•	 Adding a VLAN to Era

•	 Adding a Stretched VLAN to Era

Objective 6.5 – Manage RBAC controls

 
Knowledge:

•	 Configure authentication

	› Register the Microsoft Active Directory environment

•	 Understand access controls and roles

•	 Create custom roles

•	 Create and map users and groups

•	 Share entities

https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-requirements-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-installation-initial-configuration-c.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-enable-multicluster-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-register-nutanix-cluster-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-update-nutanix-cluster-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-adding-time-machine-data-access.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Clusters-AWS:aws-clusters-aws-subnet-add-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-updating-vlan-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-adding-ip-addresses-to-static-vlans-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-displaying-the-static-ip-address-assignment-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-adding-vlans-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-add-stretched-vlan-t.html
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References

•	 Privileges and Permissions

•	 Creating a Role

•	 Updating a Role

•	 Adding a User

•	 Adding, Updating, and Removing a Group

•	 Refreshing a Group

•	 Configuring Active Directory Access

Objective 6.6 – Identify how to use Era APIs and CLI

 
Knowledge:

•	 Identify which automation tools are available

•	 Download an API

•	 Leverage a script for manual activity

•	 Identify how to use the Era CLI

•	 Identify how to use an API

References

•	 Downloading Pre-Requirement Script (CLI)

•	 Download Pre-Requirement Script (GUI)

•	 Running Pre-Requirement Script (Linux)

•	 Downloading the Uninstall Script (GUI)

•	 Era Limitations and Notes

https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-privileges-permission-r.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-create-role-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-update-role-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-create-user-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-adding-group-rbac-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-refresh-group-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-configure-active-directory-access-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-download-pre-requirement-script-cli-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-download-pre-requirement-script-ui-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-script-pre-requirement-linux-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_1:era-download-uninstall-script-ui-t.html
https://portal.nutanix.com/page/documents/details?targetId=Nutanix-Era-User-Guide-v2_4:top-era-limitations-c.html
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4.	NCP-DB 6 Training 
Recommendations

4.1 Training Course Recommendations
Nutanix offers a course that provides training on the objectives tested for in the exam. 
More information on this course, including delivery methods and pricing, can be found
at nutanix.com/training. The details are as follows:

Nutanix® Database Administration (NDBA)

The Nutanix Database Administration course teaches the skills needed to install, 
configure, operate, and manage Nutanix Era.

The NDBA course will explore a number of subjects, including:
•	 The what, the how, the why, and the benefits of database-as-a-service (DBaaS).

•	 Important Nutanix Era terms and concepts, like copy data management, time 
machine, provisioning profiles and data access management.

•	 Implementing role-based access control (RBAC), including working with built-in  
and custom roles, and managing users and groups.

•	 Adding multiple clusters to Nutanix Era, working with Nutanix Guest Tools, and 
registering a Nutanix cluster with Era.

•	 Monitoring and investigating issues with Nutanix Era, including alert policies, 
notifications, and log collection.

•	 Operations involved in protecting and restoring databases, including creating 
snapshots, cloning databases, log catch-up operations, refreshing clones, and 
restoring source databases.

https://www.nutanix.com/support-services/training-certification


©2023 Nutanix,  Inc .  Al l  Rights Reserved  |   21

5. Resources

5.1 Nutanix Community Edition
The Nutanix Community Edition is a free product that allows you to deploy a Nutanix 
Enterprise Cloud. To download the software and build your own environment for exam 
preparation, here.

You can also take a 2-hour Hyperconverged Test Drive, which utilizes the Nutanix 
Community Edition, by clicking here.

5.2 The Nutanix Next Community
The Nutanix Next Community is a social interaction site where professionals can connect 
with cloud builders from around the world, learn from IT Pros in the industry and share 
experiences. The community maintains an area focused on the NCP-DB certification, 
which is located here.

5.3 Nutanix® Database Automation Test Drive
Get quality hands-on practice rapidly supporting distributed workforce requirements 
using Era via the Nutanix Test Drive Platform. 

5.4 Additional Database Automation Resources
Find a wealth of additional Database Automation resources here. 

https://www.nutanix.com/products/register?utm_source&utm_medium&utm_campaign&cache=449194096
https://www.nutanix.com/test-drive-hyperconverged-infrastructure/
https://next.nutanix.com/nutanix-certification-77
https://www.nutanix.com/one-platform?type=era
https://www.nutanix.com/resources?tagFilters1=nutanix:solutions/use-cases/databases
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